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OCOBEHHOCTU OCMOTPA N U3BATUA ANEKTPOHHbIX AOKYMEHTOB

CoBpeMeHHasl CIIEJCTBEHHAs] M 3KCIIEPTHAS MPAKTHKA C OYEBUIHOCTHIO
MIOKAa3bIBAIOT, YTO 3HAYUTEINIbHAS YaCTh KPUMUHAIHCTHYECKH 3HAYMMON HH-
(bopmanun COAEPKUTCS B TAKUX MCTOYHHMKAX JIOKA3aTENbCTB, KaK JOKyMEH-
ThI, CYHIECTBYIOIIME HE B TPAJAUIMOHHOM (OyMa)XHOM) BUJIE, @ B DJIEKTPOH-
HOM. J[aHHasi TEHJEHIUSI PEXAE BCEro 00yCIIOBIEHA PSIIOM IPEUMYIIECTB
JIEKTPOHHBIX JIOKYMEHTOB!

QJIEKTPOHHAsS IOKYMEHTalusi 00Jiee KOMITAaKTHA M MTO3BOJISIET COCPEIoTa-
YHMBaTh OOJIBIIOE KOJIMYECTBO HH(OPMALIMK Ha MAJIBIX HOCHTEIISIX;

CYIIECTBEHHO YBEJIMUMBAETCSI CKOPOCTH Mepe/add JOKyMEHTOB IO Ka-
HaJlaM 3JIEKTPOHHOU CBSI3H;

B IIpoIIecce JOKyMEHTO000pOTa HCIIOIb30BaHNE 3JIEKTPOHHOH TOKyMEH-
TaIlMU TO3BOJISIET CYIIECTBEHHO COKPATUTH MaTE€PUalIbHBIC 3aTPaThl Ha IO/~
TOTOBKY, TE€peaady, MPOBEPKY 1 00pab0TKy JOKYMEHTOB.

B To e Bpemst HOBbIE MeTO/IbI 00pabOTKN MH(OPMALNH, TIOBBIIIAsT yPO-
BEeHb MH(POPMHPOBAHHOCTH 00MIecTBa U KOI(PGHUIIMEHT MOJIE3HOCTH €r0 WH-
(OpPMaIMOHHBIX PECYPCOB, OJTHOBPEMEHHO YBEJIMYHMBAIOT CTENEHb YS3BU-
MOCTH MH(OpMAIMU, B TOM YHCJIE U JOKYMEHTOB, BBIIIOJHEHHBIX C TIOMO-
LIBIO CPEJICTB KOMIBIOTEPHON TEXHUKH, JUISl IOCTOPOHHETO BO3JIEHCTBHS.
B ToM uucne W naHHBIE OOCTOSTENHCTBA JIETEPMUHHUPYIOT OCOOCHHOCTH
JIEKTPOHHBIX JJOKYMEHTOB, KOTOPbIe 00YCIIOBIUBAIOT ONPEEIICHHBIE OTIIU-
YHs B TAKTHKE IPOBEACHHS UX OCMOTpA U U3BSTHS.

OcCHOBHast TPYIJHOCTb, C KOTOPOH CTaJKHBaeTCs CiemoBaress (JIUIO,
MIPOM3BO/IAIIEE JO3HAHME) B JIAHHOM CIIy4ae, — OTCYTCTBHE HPUBBIYHBIX
PEKBH3HMTOB, TAKHX KaK JIMYHAsl MOAIUCH, OTTHCK IMedYaTh U T. 1. PexBu3n-
TOM 3JICKTPOHHOTO JIOKYMEHTA, HOATBEPKJAIOINM €T0 IEJIOCTHOCTh U MO/~
JIMHHOCTb, SIBJISIETCS 3JIEKTPOHHAs TMOAIKCH, IOATOMY TIPH OCMOTpPE 3JEK-
TPOHHOTO JIOKYMEHTa B IEPBYIO OuYepe/lb HEOOXOJMMO POBEPHUTH MOJJIHH-
HOCTbH 3JIEKTPOHHOW LU(POBOM MOANHCH TPH ITOMOIIM OTKPHITOTO KIIFOYa.
Ecnu naeHTHYHOCTh 3JEKTPOHHOW MOANWCH HE YCTAHOBJIEHA, TO WMEET
CMBICIT HA3HAYHTh SKCIIEPTH3Y IEKTPOHHON HU(PPOBOI MOAMUCH.

Opnako mpu paboTe ¢ MCKTPOHHBIMU TOKYMEHTAMHU HEOOXOIUMO Y-
TBIBaTh TAKX€ U TO, YTO OOJIBIIMHCTBO JOKYMEHTOB, XPAHSIUXCS B MAMSITH
KOMITBIOTEPA, HE NMEIOT 3JIEKTPOHHOHN IU(POBOH MOANHNCH (B OOJIBIIMHCTBE

CJIydaeB AJICKTPOHHOH 1H(PPOBOI MOAMUCHIO yIOCTOBEPSIIOT TOJIBKO O(HUIHU-
aNbHBIE JOKYMEHTHI). B momo6HOM cityyae roBOpUTh 00 WAEHTHU(HUKALUH
JIOKYMEHTa OY€Hb CJI0KHO, TaK KaK TaKue PEKBH3UTHI KOMIIBIOTEPHOTO JO-
KyMEHTa, KaK BpeMsl CO3/laHMs, aBTOp JOKYMEHTa, KOJHMYECTBO CTPOK H
CHUMBOJIOB B JIOKYMEHTE, pa3Mep U Ip. MOTYT ObITh MONPOCTY U3MEHEHBI Kak
caMHM aBTOPOM, TaK W JIIOOBIM APYI'UM JIMIOM, UMEIOIIUM JOCTYIl K 3TOMY
JIOKyMEHTY.

ITpn HEMOCPEACTBEHHOM OCMOTPE 3JEKTPOHHOI'O JOKYMEHTa CJeJOoBa-
Tesb (JIMIO, TPOU3BOJIIIEE JIO3HAHKME) JOJDKEH YYUTBIBATh TOT (haKT, 4YTO
JTAaHHBIH JTOKYMEHT MOXKET OBITh HENIPHUTO/IEH ISl HEIIOCPEICTBEHHOTO BOC-
npusThs (IPOYTEHHMs) YeIOBEKOM (HarpuMmep, ¢daiiibl ¢ pacmupenuem .Ink,
.exe, .dat, .ovl u 1. m.). Kpome 3TOT0, TEKCTOBBII (haiim MOXKET OBITH 3aITH-
LIEH TapoJieM WM JPYTUMH CPEACTBAMH 3allUThI, YTO, COOTBETCTBEHHO,
TaKKe /IeJIaeT HEBO3MOXKHBIM €TI0 HEMOCPEICTBEHHOE MPOYTEHHUE.

ITpu ocMoOTpe 3IEKTPOHHOTO JOKYMEHTa JIOJKHA OBITh BBITIOJIHEHA Clie-
JTYIOIIast IOCIIEJ0BATEIbHOCTD JEHCTBUI:

(duKcalyst U OTpaKEHUE B MPOTOKOJIE CIICACTBEHHOIO JICHCTBUS HauMe-
HOBaHUA (aiina, ero MecToHaxXoXAeHHe (TIyTh K (aitny) u ¢popmar (omperne-
JIieTCs MO PACIHIMPEHUI0);

OTIpeJieTICHHE TaKUX XapaKTEePUCTUK (aiina, Kak KOJMYECTBO CTPAHUII,
a03aiieB, CUMBOJIOB (UTOOBI HE OBLIO OCHOBAHHIA MOJIaraTh, YTO B JaJbHEH-
IIeM B KOJIMYECTBEHHOE cojiepkaHue (aiiia ObUTH BHECEHBI W3MEHEHHS),
JlaTa CO3JaHusl, MOCJIEJHEr0 pellaKTHPOBAHUs, paclieyaTku, ollee Bpems
paboTHI C JAHHBIM JOKYMEHTOM;

OTpaXKEHUE B MPOTOKOJIE CIIEACTBEHHOTO NEHCTBHS, KaKUMH CIIOBAMH
(v cuMBOJIAMM) HAuMHAETCAd M 3aKaHYMBACTCS OCMAaTPUBACMBIM 3JEK-
TPOHHBIHI IOKYMEHT;

BBIIBJICHUE NTPU3HAKOB, CBUJIETEIBCTBYIOIINX O BO3MOXXHOM CKaHHPOBa-
HHUHM JIOKyMEHTa, B YaCTHOCTH XapakTepHble: (hopMaTUpOBaHKHE, H3MEHEHUE
OyKB, 3aMEHA ONPEJICIICHHBIX COYETaHNi OYKB APYTMMH CHUMBOJIAMH;

pacrieyaTtka U NPUIOXKEHUE K MPOTOKOJY CIIEACTBEHHOIO JEHCTBHUS OC-
MaTpHUBAEMOTO JIEKTPOHHOTO JIOKYMEHTa ((haKT COOTBETCTBHS paclieyaTaH-
HOT'O ¥ OCMaTPHBAaEMOTI'0 JIEKTPOHHOI'O JIOKYMEHTA YI0CTOBEPSETCS MOATH-
CSIMM yJaCTHHUKOB CJIEACTBEHHOTO I€HCTBHA);

KOIIMPOBAaHUE OCMATPUBAEMOT0O 3JIEKTPOHHOIO JJOKyMEHTa Ha 3JIEKTPOH-
HBI HOCHTEIb, KOTOPEIA HEe MMeeT Bo3MOkHOCTH mepesanucu (CD-R wmmmn
DVD-R nuck) ams BO3MOXKHOCTH €0 JaJbHEHIIEro 3KCIepTHOTO UCCIeo-
BaHMA (3TOT (DAKT TAKXKE OTPAKACTCsl B IMPOTOKOJIC CIEACTBEHHOTO JeicT-
Busi). Hocurens, Ha KOTOPHIN MPOU3BOJMIOCH KOIMMPOBAHUE 3JIEKTPOHHOTO
JIOKyMEHTa, cHabXaeTcs MOSCHUTEIHLHON HaJAMUCHIO C Ha3BaHWEM (aiina u
PEKBH3MTaMHU CJIEJCTBEHHOIO AEHCTBHUS, a TaKKe IOANHCAMH y4aCTHHKOB
CJIC/ICTBEHHOTO JICHCTBHS.
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ITpu ocmotpe aiina GosbIIOro 00beMa BO3MOXKHOCTH JMCKA JUIS €ro
KOIMMPOBAaHUA OIrpaHUYCHEI. B sToii cBs3u BO3MOXHO, U 3TO SABJIACTCS OTJIM-
YHEM OT IMOJIOOHBIX MPOLEAYP OCMOTPa TPaJUIMOHHBIX (OyMaXKHBIX) JIOKY-
MEHTOB, €ro apXuBHpoBaHHe. Takoi Qakt, pasymeercs, C ONMHCAHUEM IPO-
LEeAypbl ApXUBALMKU U UCIOJIb3YEMOM IIPU 3TOM IIPOrPAMMBbI TAKKE CIEAYET
OTpPa3UTh B IPOTOKOJIE CIIEACTBEHHOIO JEHCTBUSL.

CretyeT OTMETHTb, YTO €CIHM OCMAaTPHBACTCS HECKOJIBKO HMEIOIINX
3Ha4yeHue (ailyioB ¢ coAepKANMHUCS B HUX DJICKTPOHHBIMU JOKYMEHTAMH,
TO BBIILICHa3BaHHBIC PEKOMEHIANH HEOOXOANMO COOJIIONATh IIPH OCMOTpPE
KQXIOr0 M3 HHUX, IPH 3TOM Takue (ailiibl MOTyT OBITH CKOIMPOBAHBI Ha
OJIMH JTHCK.
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OLIEHKA PUCKOB MNEPEXO[IA PECIYBINUKU BENAPYCb
HA 3HEKT?OHHbII7I YYET CBEJEHUM
O TPYOBOWU AEATENBHOCTU FPAXOAH

Pa3Butne nudpoBBIX TEXHOJOTHI, HHCTPYMEHTOB U BO3MOXKHOCTEH MX
IIPUMEHEHHUS OKa3bIBAeT HEMOCPEICTBEHHOE BIUSHUE HAa NIPUBBIYHBIE CXEMBI
paboThl U cojepkaHue Ipolecca TpyJaa, U3MEHSIOT (GOPMbI TPYAOBBIX OT-
HOIIEHUH, CTPYKTYPY 3aHATOCTH, COLUATBHO-TPY/IOBbIE OTHOIICHUS.

ITudposas TpanchopmMarys peIHKA TpyJa MPEINoaaracT NepecMoTp Hc-
TOPHYECKN COPMHUPOBABIINXCS MPOLECCOB TOCYJAPCTBEHHOTO YIIPABICHUS
conMaNBHO-TPYAOBON cdepoit Pecryonmukn bemapych, cuctemMaTusanuio o
KOHCOJIMJANMIO MTOTOKOB MH(OPMAINH, PACIINPEHNE JAHHBIX, HaKallJI1Bae-
MBIX Ha TOCYJapCTBEHHOM YPOBHE, MO3BOJSIOIINX COBEPIICHCTBOBATb H
MOBBICUTh Ka4eCTBO HH(POPMAIMOHHOTO OOECHeYeHus] NPHHUMAEMBIX
YIPAaBICHYECKUX PELLICHUN.

[Tpu nepexone k HUQPPOBOI IKOHOMHUKE, OTCYTCTBUE BEJCHUS HA TOCY-
JTApCTBEHHOM YPOBHE ydeTa CBEJEHHUN O TPYNOBOH IEATENbHOCTH I'paxaaH
HE II03BOJIET CIPOTHO3UPOBATH BO3MOXKHOE JBMKEHHE MO0 BBICBOOOKE-
HHUE TPYJOBBIX PECYPCOB, 3aINIaHUPOBATH CBOEBPEMEHHYIO IEPEIOATOTOBKY
(moBblIeHNe KBaM(UKAMKM) paOOTHUKOB ISl MX aJanTalydd K BBICOKO-
MIPOU3BOIUTEIBEHBIM paOOYNM MECTaM.

B pamxkax mccienoBaHMs MPOBE/ICHA OIEHKA BAPHAHTOB (CII0COO0B) Tie-
pexona Pecrryonmku benapych Ha 311eKTpOHHBIHN y4eT CBeIEHUH O TPYIOBO

JIeSITENIbHOCTH TpakaaH (1eJb — KOMIUIEKCHBIN MOKa3aTesb) JUlsl MOBBIIIe-
Hust  dddextuBHOCTH  MHPOPMAIMOHHOTO  OOEcHeueHns COLMAIIBLHO-
TpyA0BOii chepbl. OCOOCHHOCTHIO PEIICHUS 3a1a4H SBISICTCS MHOTOKPHTE-
pHaibHas OLIEHKA TT0Ka3aTels KauecTBa, YYUTHIBAIUCH BEPOSITHBIEC BBITOJIbI,
BO3MOXKHOCTH, U3JICPXKKH M PUCKU. [l peleHus Takoi 3ajauu ¢ yueTom
rapaMeTpUUECKUX 3aBUCHMOCTEH W OOpaTHBIX CBsi3eil ObLI BBIOpaH METOX
ananutnyeckux ceredt T. Caatu (MAC).

Ha ocroBe MAC moctpoeHa Mozienb (ceTeBasi CTPYKTypa) HCCIIeIyeMO-
ro oObeKTa, copeprkamias 4YeThIpe MOJACETH, CBA3aHHBIE C COOTBETCTBYIO-
muMH 12 KpuUTepHsMH YNpaBJICHHS, W MPOBEJCHA OLEHKA TPEX allbTepHa-
THUBHBIX BAPHAHTOB JOCTHKCHUS ITOCTABICHHOH 1ienu (puc. 1).

KOMMNEKCHBIA NOKAIATENL

| 1. Bearoy R | 2. BOAMOIHHOCTH | 3. HROEPHRH 4 |.2I'HI=HH

COEE) COEDED) GG OGRS

AneTEpHaTHED AnsTepHaTHES AnsTepHaTHBD
1 2 3

Puc. 1. CeTeBas Mozelb

Jlist pacuera KOMIUIEKCHOTO IIOKa3arelsi AOCTH)KEHHs 0003HAaueHHOM
LIEJTM TIPOU3BENICHO CPAaBHEHHE CIIEAYIOIIUX TPEX aJbTePHATHBHBIX BapHaH-
TOB:

OpraHM3aIysl ydera CBEJACHWH O TPYHOBOM AEATEIHHOCTH TI'PaKAaH B
paMKax pacuMpeHust (YHKIHMOHAIBHBIX BO3MOXKHOCTEH CHCTEMBI, aBTOMa-
TU3UPYIOIIEH BEJCHUE WHINBHIYAIHHOTO (TIEPCOHN(PHUIMPOBAHHOTO) yUeTa
(AmpTepratuBa 1);

aBTOMATH3alMs M HEHTPAIN3AlMs MEPBUYHOTO y4yeTa CBEJICHUI O Tpy-
JIOBOM JIEATENILHOCTH TPpaXkJlaH Ha YpOBHE IOCYAapCcTBa B OTIENIBLHO CO37a-
BaeMoii Ju1st ATHX Leliel nHopMalmoHHO# cucteme (AnbTepHaTHBa 2);

MOBBILIEHUE YPOBHS MHTErpallii AaHHbBIX, XapaKTepU3YIOINX CBEACHUS
0 TPYAOBOM NESTENIbHOCTU IPAXIaH U COJIEPIKAIIMXCS B TOCYJaPCTBEHHBIX,
0aHKOBCKMX M MHBIX MH(pOPMAIMOHHBIX CUCTeMax (co3laHue MH(OpMAIK-
OHHOTO pecypca KOHCOJHUIUPYIOLIEro NeleHTpaIn30BaHHble HH(opmanu-
OHHBIE IOTOKH) (ANbTepHATHBA 3).
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IIpu cpaBHEHHM yKa3aHHBIX BBIIIE BapUAHTOB JOCTUKEHUS 00O3HAUYEH-
HOH LieJIM IIPOBOJMIIACH OLICHKA BO3MOXKHBIX PUCKOB Ul KaXX10Ir0 U3 IPeJ-
JIOKEHHBIX BapuaHTOB. KpuTepuu olleHKH PUCKOB MPUBEIEHBI Ha pHC. 2.

AT WU YPoneHE
JETOW ITHEIUME pahor ke A=k 0.5 1Ex
el

AFOTHAT R ANCTET kR A NN RH A 5 mATEPR KA IACHELE

CETEBOM MOJEIU B YaCTH KPUTEPUEB, XapaKTEPU3YIOUIUX PUCKH, [IPEICTaB-

JIeHbI B Ta0. 1.

Tabauya 1
IokazaTens cetn ANbTCPHATUBLL
AnbrepHaruba 1 | AnprepHaTHBa 2 | AnprepHaTnBa 3
4. Puckun
4.1 0,685422 0,685422 0,090233
4.2 0,234411 0,234411 0,664839
4.3 0,080167 0,080167 0,244928

AnsTepHATHES
1

AnETepHaTHES
2

AnsTepHaTHEA
3

Puc. 2. Kpurepuu noaceru «Pucku»

Ha coBpemeHHOM 3Tare pa3BUTHA WHYOPMALMOHHOTO OOLIECTBA M WH-
(bOopManOHHO-KOMMYHHKALIMOHHBIX TEXHOJIOTHH HapyLIeHHe HOPMaJIbHOTO
(YHKIIMOHMPOBAHUSI TOCYAApPCTBEHHBIX WH()OPMALMOHHBIX CHUCTEM TJIaB-
HBIM 00pa30M CBSI3aHO C PACIIMPEHUEM CIIEKTpa yrpo3 HapyIIeHUs AUCTaH-
LIMOHHOTO JIOCTYINA K JaHHBIM (B OCHOBHOM JUIsl JIELIEHTPAJIM30BaHHBIX CHC-
TEM), IIPU LEHTPAIN3ALUH XPAHWIHINA JaHHBIX — C PUCKOM TIOTE€PH HaKOII-
JICHHBIX JaHHBIX.

Puck HU3KOTO YpOBHS aBTOMAaTH3alMu pabounx MecT B PecnyOnuke Be-
Japych B OCHOBHOM CBSI3aH C TEM, 4YTO CyOBEKTaMH XO3SHCTBOBaHHUS Ha
MEPCOHANIBHBIX KOMITBIOTEpAX BCE €Ie HCIONB3YeTCs ONEpaldOHHAs CHC-
tema Windows XP (OC), kotopast cHATa ¢ OQUIIHMATHHOH TEXHUYECKOI
TOAJEPHKKH TIPOM3BOUTENIS.

Ha Takux aBTOMaTH3MPOBaHHBIX PadOYMX MECTaxX yrpo3bl OE30IaCHO-
CTH B 0OJIBIIICH MEpEe CBSI3aHBI:

¢ UCToib30BaHUEM B yka3aHHOH OC ycrapeBlIero NMpOTOKOJA 3aIlUTHI
Tpaduka co ciabbiM aJTOPUTMOM INU(PPOBaHMS JAHHBIX, YTO 3HAYUTEIHHO
CHIDKAeT yPOBEHb 3alUTHl NPOrPAMMHOI0 OOECHEYEHUs], HCHOJIB3YEMOTro
IIPU OPraHu3allMy 3JEKTPOHHOTO B3aUMOJIECHCTBUSI C TOCYAAPCTBEHHBIMH
opraHamy;

POCTOM Yrpo3 CO CTOPOHBI KHOEPMOIICHHHKOB;

PHCKOM HETIPaBOMEPHBIX JIEHCTBHI CO CTOPOHBI BHEIIHUX HCTOYHHKOB B
OTHOLICHUH HMH(OPMAIMH, NPEJOCTaBIIeMOH B rocylapcTBeHHbIE HH(OP-
MAalHOHHBIE CHCTEMBI;

BO3MOYKHOCTBIO OCYILIECTBIICHHS XaKePCKUX aTakK, Pe3yIbTaTOM KOTOPBIX
CTaHOBSITCS IOTBITKH 3aBJIaJIeTh HHPOpMAIHEH.

B mporecce NpuHSTHS ONTUMAJIBHOTO PELICHUs MPOBEJICH aHalU3 yKa-
3aHHBIX BBILIE PUCKOB JIJIsl KKA0TO ajJbTepPHATUBHOTO BapuaHTa. Pesynbra-
ThI TPOU3BEJICHHBIX IONAPHBIX CPaBHEHHH KPHUTEPUEB B 0003HAYEHHOM

7

ITociie mocTpoeHHs CETEBOMl MOJENM U IPOBEACHUS OLICHKU IIapHBIX
CPaBHEHUiA, C MCHOJIb30BaHUEM (OPMYJ MYJIBTHUILIMKATHBHON CBEPKH BbI-
TIOJTHEH pacdeT OTHOCHTENLHOM 3HAaYMMOCTH BCEX KPUTEPHEB M NPHOPHTE-
TOB aJbTEPHATUB, B PE3yJIbTaTe YEro OIpPEAEIeHO, 4To AnbTepHaTnBa |
SIBISIETCSI TPEIMOYTUTENBHBIM CHOCOOOM OpTaHM3allMd Ha TOCYAAapCTBEH-
HOM YPOBHE YUeTa CBEICHHI O TPYAOBOH JESTEIFHOCTH TpaXJIaH Ha Tep-
puropun Pecrrybmmku benapycs.
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B.A. BecnajoB, mnpenonaBatens Kadeapsl
npaBoBoi HMHGpopMatuku Axamemun MBJ]
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O HEKOTOPbBIX TEHAEHLUAX
PA3BWUTWA NPECTYNHOCTWU HECOBEPLUEHHONETHUX
B COEPE NHO®OPMALIMOHHOW BE3OMNACHOCTHU

VHTeHCcuBHOE pa3BUTHE BO BCEM MHpPE MH(OPMALMOHHBIX TEXHOJOTHUH,
ceTeil nepenadn JAHHBIX, cepbl TENIEKOMMYHHKAIMOHHBIX YCIYT Paclliu-
peHue NOCTYIMHOCTH ceTH VIHTepHEeT crocoOCTBOBAIO TOSBICHUIO KUOEp-
npectynHoctu. He o6omen nanubeiil nmponecc u Pecny6nuky bemapycs.
B aT0ii CcBSI3M MpeACTaBIsET UHTEPEC M3yUCHNE AMHAMUKH NPECTYIUICHUH,
coBepuIaeMbIX B cepe mHPpOpMaIMOHHON Oe3omacHOCTH. AHAIN3 CBeJe-
HHUH O TPECTYIUICHHUSAX, COBEPIICHHBIX B IAHHOH cepe HECOBEPIICHHONIET-
HHUMH, TIPUBJIEKAET MPHUCTAIHHOEC BHUMAHKE MIPAaBOOXPAHUTEIBHBIX OPTraHOB,
MIOCKOJIBKY JJIsI COBEPIICHUS TAKOTO POja MPECTYIUIEHWH OOBIYHO JOCTa-
TOYHO UMETh KOMIIBIOTEP U BBIXOJ B ceTh IIHTEpHET, a COBpEMEHHbIE MO~
POCTKH IIPOBOJISIT B MHTEPHETE OOJIBLIYIO YaCTh CBOEI'O BPEMEHH.

B HacrosmeM MccleoBaHWM aHAIM3UPYIOTCS CBEJICHUS O 3apeTHCTpPH-
poBaHHBIX B PecryOrmke bemapych mpecTyIeHusX, mpeayCMOTPEHHBIX TIL. 3 1
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VYromnoHoro konekca Peciyomuku benapycs (YK) «lIpectymnenns npoTus
nHPOPMAMOHHOH Oe3omacHocTH, ¢ 2010 mo 2018 1.

B 2010 1. o ct. 349 YK (HecaHKIIMOHHMPOBAHHBII TOCTYI K KOMITBIOTEP-
HOH MH(pOpMAaIWH) OBLIO 3aperHCTPHPOBAHO 55 mpectyrureHnid, B 2011 1. — 37
(TemI mpupocTa MO OTHOIICHHIO K MPEIbIIyIIEMy roxy coctaBui -32,7 %),
B 2012 r.— 30 (-18,9 %), B 2013 1. — 50 (+66,7 %), B 2014 . — 87 (+74 %),
B 2015 r. — 102 (+17,2 %), B 2016 1. — 258 (+152,9 %), B 2017 1. — 462
(+97,4 %) m B 2018 r. — 912 (+118,5 %). [IpenBaputenpHOE pacciieIOBaHHE
B 2010 1. okoHYEHO 110 71 TpecTyIUIeHHIO (CIeAyeT YIUTHIBATh, YTO B UHUC-
JI0O OKOHYECHHBIX IPECTYIICHWI MOTYT MONAJaTh MPECTYIUICHHS, 3apeTrucT-
PHPOBaHHBIE B MNPEABIIYIIMX OTYETHBIX NEPUOJaX, HO INPEIBAPUTEIHHOE
paccieioBaHue 110 KOTOPBIM 3aBEPILICHO B TEKYIIEM OTYCTHOM MEPHOJE), U3
HUX HECOBEPIICHHOJICTHUMH COBEPILICHO 5 MPECTYIUIEHHH, YTO COCTaBIISET
7 %. B 2011 r. npenBaputensHOE paccieoBaHiue oKOHYeHO 1o 40 mpecty-
mienusM, B 2012 . — 14, B 2013 r. — 26, B 2014 1. — 50, B 2015 1. — 41, B
2016 r. — 65, B 2017 r. — 138, B 2018 1. — 629, U3 HUX HECOBEPLIEHHOJET-
HUMH coBepiieHo B 2011 1. 5 mpecrymiennit (12,5 %), 8 2012 1. - 1 (7,1 %),
B 2013 r. — 5 (19,2 %), B 2016 1. — 2 (3,1 %), B 2017 r. — 57 (41,3 %), B
2018 1. — 1 (0,2 %), B 2014 u 2015 rr. mpecTymieHnii, COBEPIICHHBIX HECO-
BEPLICHHOJIETHUMH, HE 3aPETUCTPUPOBAHO.

Io cr. 350 YK (Moaudukarus koMmmbsioTepHoi nHpopmarmu) B 2010 .
3aperucTpupoBano 43 npecrymienus, B 2011 r. — 19 (-55,8 %), B 2012 r. —
17 (-10,5 %), B 2013 r. — 27 (+58,8 %), B 2014 . — 23 (-14,8 %), B 2015 1. —
37 (+60,9 %), B 2016 1. — 13 (64,9 %), B 2017 . — 25 (+92,3 %), B 2018 1. —
9 (-64 %). B 2010 r. mpexBapuTenbHOE paccieoBaHWE OKOHYEHO 10 35
npecryruienusM, B 2011 r. — 22, 8 2012 r. — 4, B 2013 r. — 29, B 2014 r. —
26,82015r.—-21,820161.—15,82017 1. — 17, B 2018 1. — 3. [Ipecrymuie-
HUSI, COBEPIICHHBIE HECOBEPIICHHOJIETHIMH, 3apETHCTPUPOBAHBI TOJHKO B
2012, 2013 u 2018 rr. (M0 OXHOMY MPECTYMJICHHUIO, YTO COCTaBHIO 25 %,
3,4 % u 33,3 % COOTBETCTBEHHO).

B 2010 r. mo ct. 351 YK (KoMmmbroTepHBIit caboTax) 3aperucTpupOBaHO
15 mpectrymnenwuii, B 2011 r. — 20 (+33,3 %), B 2012 1. — 24 (+20 %), B
2013 1. — 37 (+54,2 %), B 2014 1. — 83 (+124,3 %), B 2015 . — 146 (+75,9 %),
B2016T.—261 (+78,8 %), B 2017 1. — 207 (-20,7 %), B 2018 . — 166 (-19,8 %).
B 2010 r. npeaBaputenbHOe pacciaeloBaHUE OKOHYEHO MO 6 MPECTYIUICHHU-
aM, B2011r.—21,820121.—4,820131.—12,820141.—-10,B2015T. -
16, B 2016 r. — 61, B 2017 . — 74 B 2018 1. — 134. [IpecTyruieHus, coBep-
LIEHHBIE HECOBEPLIEHHOJIETHUMH, 3apeructpuposansl B 2011, 2016, 2017 u
2018 rr. — 1 (4,8 %), 1 (1,6 %), 9 (12,2 %) u 3 (2,2 %) COOTBETCTBEHHO.

Io cr. 352 YK (HempaBoMepHOE 3aBiiaiecHHe KOMITBIOTEPHOW HH(pOpMa-
mueit) B 2010 r. 3apeructpuposaso 13 npectymienuii, 8 2011 1. — 3 (-76,9 %),
B 2012 1. -6 (+100 %), B 2013 1. — 42 (+600 %), B 2014 . — 25 (-40,5 %), B
2015 r. — 13 (-48 %), 8 2016 . — 13 (0 %), B 2017 1. — 29 (+123,1 %), B
2018 r. — 26 (-10,3 %). B 2010 r. npeaBapuTenapHOE paccieJOBaHUE OKOH-
yeHo 1o 11 mpecrymnenusm, B 2011 r. —3, 82012 1. - 6,8 2013 1. — 13, B
2014 . —45,820151.-20,82016T. - 11,B 2017 1. — 23, B 2018 . — 5.
[Mpectymenus, coBepIICHHbIE HECOBEPILICHHOJIETHUMH, 3apETUCTPUPOBAHBI
Toneko B 2013 1 2017 1. — 3 (23,1 %) u 1 (4,3 %) (2,2 %) coOoTBETCTBEHHO.

Io cr. 353 YK (M3roroBienne mud0 COBIT CIIEIUANIBHBIX CPENCTB AJIS
MOJTy4eHHSI HETIPABOMEPHOTO JIOCTYIIA K KOMITBIOTEPHOM CHCTEME MIIN CETH)
B 2010 u 2011 rr. mpectymieHuid He 3apeructpupoBaHo. B 2012 r. 3ape-
rucTpupoBaHo 3 mpectyrienns, B 2013 r. — 5 (+66,7 %), B 2014 r. — 7
(-28,6 %), B 2015 r. — 13 (-48 %), B 2016 7. — 13 (0 %), B 2017 r. — 29
(+123,1 %), B 2018 1. — 26 (-10,3 %). B 2010-2012 rr. mpecTyIuieHuit, 10
KOTOPBIM IPE/IBApPUTENBHOE PACCIICI0OBAHIE OKOHYEHO, HE 3apEeTHCTPUPOBa-
HO, B 2013 r. 3apeructpupoBano 7 npecrymienuii, B 2014 r. — 4, B 2015 r. —
5,B82016T.—6,82017 1. — 6, B2018 r. — 1, Ipu 3TOM NPECTYIVIEHUM, CO-
BEPIICHHBIX HECOBEPIICHHOJIETHIMH, B YKa3aHHBIN MEPHOJ HE 3apETHCTPH-
poBaHo.

ITo cr. 354 YK (Pa3paboTka, HCIONB30BaHKE JTHOO PacIpOCTpaHCHUE
BpeIOHOCHBIX mporpamm) B 2010 r. 3apeructpupoBano 12 mpecTyIuieHui, B
2011 1. -9 (-25 %), B 2012 1. — 29 (+222,2 %), B 2013 1. — 116 (+300 %), B
2014 1. —-32 (-72,4 %), B 2015 1. — 101 (+215,6 %), B 2016 1. — 102 (+1 %),
B 2017 1. — 52 (-49 %), B 2018 r. — 42 (-19,2 %). B 2010 r. mpenBapu-
TEJILHOE pacciieZlOBaHHe OKOHUYEHO 1o 14 mpecrymienusm, B 2011 r. — 5, B
2012r.—4,820131.-45,82014T1.-8,B2015T1.—4,B2016T.-42, B
2017 r. — 13, B 2018 r. — 36. [To 0gHOMY IPECTYIUIEHUIO, COBEPIIEHHOMY
HECOBEPLIEHHOJIETHUMH, 3apeructpupoBano B 2012 u 2015 rr., yro cocra-
o 7,1 % u 25 % COOTBETCTBEHHO.

Mo cr. 355 VK (Hapymenue mpaBui SKCIUTyaTalldd KOMITBIOTEPHON
CHCTEMBI WJIM CETH) 32 pacCMaTPHUBAECMBIN MIEPUOJ PECTYIUICHHS 3apPETHCT-
pupoBansl Tonsko B 2011, 2012 u 2013 rr. — 7,3 (-57,3 %) u 1 (-66,7 %)
COOTBETCTBEHHO, TAKHM XK€ SBISIETCSI M KOJIMYECTBO TPECTYIUICHHUH, Tpe-
BapUTEIBHOE PAcCle0BaHNE MO0 KOTOPBIM OKOHYEHO. B mccnenyemsrii me-
PHOJ IPECTYIUIEHNH, COBEPIICHHBIX HECOBEPIICHHOJIETHIMH, HE 3apeTUCT-
PHPOBaHO.

O06001eHHO KOMWYECTBO MPECTYIUIeHHH B chepe MHPOPMAIMOHHON
0€30MacHOCTH 3a pPacCMaTPUBAEMBII IEPHOJ MPEJICTaBICHO Ha JaHa-
rpaMMe.
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IIpuBeneHHbIe JaHHBIE TO3BOJISIIOT CAETATH CJIEAYIONINE BBIBOIbI:

JUIsl TIPECTYITHOCTH HECOBEPLICHHOJIETHUX B cdepe UH(OPMALMOHHOH
6e3omacuoct ¢ 2010 mo 2018 r. XxapaKTepHO OTCYTCTBHE IOCTYNATEIbHON
JIUHAMUKH, B OT/ACIBHBIC TOJIbI HAOIIOACTCS PE3KUI POCT KOJIUUECTBA TIpe-
CTyHHeHHﬁ, COBCPUHICHHBIX HECOBCPUICHHOJETHUMH, C IOCICAYIOUIUM HX
naaeHueM B JAPYrue rojibl, 4To, 1o HalmieMy MHCHHUIO, BbI3BAHO 00JIBIION
JIATEHTHOCTBIO JIaHHBIX MPECTYIUICHNUH, CII0KHOCTBIO OOHapyXeHus U (Quk-
CallMy 10Ka3aTeJIbCTB IO JaHHBIM BHaM HpeCTyHJ'IeHHfI, a TaKXXE UX MHO-
TO3MHU30JHOCTHIO;

HECMOTpPA Ha HC3HAYUTECIHLHOC KOJHUYCCTBO HpeCTyl’[J’[eHHﬁ, COBCPUICH-
HbIX HECOBEPUICHHOJICTHUMU, B a6COH[OTHOM BBIPAXKCHUU UX yﬂeﬂbelﬁ BEC
B CTPYKType MPECTYIUICHUI NPOTUB HHGOPMAIIMOHHON 0E30macHOCTH B
OTACJBbHBIC T'OAbl 3HAYUTCIBHO IPCBLIIIAJI yﬂeﬂbelﬁ BEC HpeCTyHJ'IeHHfI,
COBCPIHICHHBIX HECOBCPUICHHOJICTHUMU, B LIEJIOM.

Takum o0pazoM, HEB3HMpPAsl HA TO, YTO C TOUKH 3PEHUS CTATHCTHKH, Ipe-
CTYIUICHHUS, COBEPILICHHbIE HECOBEPIIECHHOJIETHUMHU B chepe mHpopmanu-
OHHOM 0e30MacHOCTH, B HACTOSIIEe BpeMsl HE HAIUIM IIUPOKOTO Pacpo-
CTpaHeHHs, Pa3BUTHE KPUMHUHOTEHHOW OOCTaHOBKM B JJaHHOW cdepe B yc-
JIOBHUAX ﬂaﬂbHeﬁlﬂeFO HWHTCHCUBHOT'O Pa3sBUTUA I/IH(i)OpMaL[I/IOHHI)IX TEXHO-
JIOTHH BBI3BIBACT OINPEIEICHHYIO TPEBOTY M TPeOyeT NMPUHSTHUS COOTBETCT-
BYIOHIUX CPEACTB HpOTHBOﬂCﬁCTBHX MPECTYNMHOCTU HECOBEPIICHHOJIETHUX B
cthepe urpoOpMaIMOHHON 0€30MaCHOCTH.
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H.M. Bo6oB1Y, KaHAUJAT TEXHUYECKUX HAYK,
JIOLIEHT, JIOLEHT Kadeapsl mpaBoBoW HHGOP-
Matuka Axkagemun MBJI Pecnyonuku bena-

pychb
n.bobovich@rambler.ru

O KOHLENTYANbHOM MOENWPOBAHUU TE3AYPYCA
TEPMUHA «KOMMYHUKALINA»

Bo3spacranne WHTEHCHBHOCTH HH()OPMAIMOHHO-KOMMYHHUKAIIMOHHBIX
MPOIIECCOB, OBICTPOE yBeNU4EHHE 00HEeMOB HHPOPMAIMU IPU OJTHOBPEMEH-
HOM POCTE YMCJIa HICTOYHUKOB MPOUCXOKACHHUS HHPOPMAIMU U OTCYTCTBUH
nux BLIpa)KeHHOﬁ B3aUMOCBA3U BJICKYT HCOJHO3HAYHOCTH M MCKAKCHUEC
CMBICJIa MCHOJIB3YEMbIX TCPMUHOB, YTO CHUKACT KAaUCCTBO KOMMYHUKAIIHA-
OHHBIX ITPOIIECCOB.

AxTyanpHOE 3HaYCHUE JJaHHAs MpobiieMa npuodperaet B cepe BhICIIe-
ro obpaszoBaHusi, rjae o0y4eHHe paccMaTpUBAETCS KakK IPOLECC IMocie 0Ba-
TEJILHOTO paclIUpeHHs U CTPYKTypHpPOBaHHs Te3aypyca OOydaromerocs
MOCPEACTBOM YCBOCHUSI HOBOM MH(BOPMAIMK U TIPHOOPETEHUST KOMMYHHKA-
IHOHHOM KOMIIETEHTHOCTH.

Cratbsi «O KOHIENTYaJbHOM MOJICIMPOBAHUM Te3aypyca TEpMHUHA
«KOMMYHHKAIHSI»» TOCBSNICHA BHIPAOOTKE MOIXOMOB U MyTeH pelIeHus
Ba)KHOU HAyYHO-NIPAKTHYECKOH 3a/1auM CTAHJAPTH3ALUK TEPMHUHA «KOMMY-
HUKAIUSI.

[Ipennaraercs MeToqMKa pelIEHHs 33/1a4u, KOTOpasi BKIIOYAET TPH 3Ta-
na. Ha nepBoM srtane npemiaraercs pa3paboTarh ClloBaph Te3aypyca KIlo-
YCBbIX TCPMHUHOB, HAa BTOPOM — 000CHOBBIBAIOTCS HCIOJIb3YEMbIC KPUTCPUUN
Juist GUIIbTpalMU ¥ Bepr(UKaMK KOHLENTYaJIbHOW MOJIENN Te3aypyca Tep-
MHHA, Ha TPETheM — pa3padaThIBaeTCs MPOEKT KOHLENTYalbHOH MOJEIH
TEPMHUHA «KOMMYHUKaALUs. PeSyJI]:TaTI:-I MOACIMNPOBAaHUA MPEACTABJICHBI B
Tabm. 2.

Tabauya 2

KOHllel'[Tya.]'ILHaﬂ MoaeJb Te3aypyca TepMUHA «KKOMMYHUKALU

Pyccko-aHrnuiickoe Ha3BaHUE TEPMHUHA:

bnoku n ux L
Kon HapaMeTpEI KOMMYHHUKaI[Hs/communication

OCHOBHBIE CBOWCTBA M XapaKTEPUCTUKU TEPMHUHA
1 HcTopuko-3TUMOIOTHYECKHiT 010K
Ilens (Ha3HaueHHe) — BBIICHEHHE HCTOKA, ITPOUCXOXK-
JICHHs1 ¥ OCHOBHBIX 3TallOB Pa3BUTHs
1.1 HUcropust kommynukanuu | 1,7-2 manH Jer Ha3aja. [losBieHune wieHopas3nenbHOH
Hcem. pedn, CII0Ba, s3bIKa KaK OTBET Ha BO3POCIIYIO MOTPed-
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Pyccko-aHHICKOe Ha3BaHUE TePMUHA!
KOMMYHHUKaI[Hs/communication
OCHOBHBIE CBOWCTBA M XapaKTEPUCTUKU TEPMHUHA

HOCTh JIOAEH B KOMMyHHKanuH. IlosBieHne BO3MOX-
HOCTH abCTparupoBaHus CJI0Ba OT PEabHOCTU U 0OMe-
Ha uH(popMarmeil. 3apoKICHHE CIOBECHOMW KYIBTYPHI,
peNuruy; pasfelieHHe Tpyna, Iepexoi OT IpUcCBau-
BAIOIIEr0 XO035icTBa (COOMPATENBCTBO, OXOTa Ha KH-
BOTHBIX) K IPOM3BOJALIEMY (3eMIIEEINE, >KUBOTHO-
BOJICTBO, PEMECII0), CO3IaHUe OPYAUH TpyIa U OPYKHS,
pa3BuTHE OOMEHa, MOSIBICHHE TPAHCIIOPTHBIX KOMMY-
HUKAIHi, CTPOUTEIEHOTO ¥ BOSHHOTO JIea.
IostBIEeHHE MPOTOroCy1apCcTB U MHCHMEHHOCTH.

6-3 ThIC. JIeT 10 H.J.: TIOSBJICHHE IPOTOrOCYAapCTB U
MEepBBIX TOCYAApCTB; H300peTeHHe NUCbMEHHOCTU
(Meconoramust, okoxo 6000 r. mo H.3.), epexon OT
YCTHOM CJIOBECHOH KyJbTYpbl K NMUCBMEHHOH (nepsas
KOMMYHUKAYUOHHAS PEBOTIOYUSL).

3 ThIC. JIeT 10 H.3. — 1 ThBIC. JIeT H.3.: pa3BUTHE MEXIO-
CYIapCTBEHHBIX U MEXIWBIIM3AIHOHHBIX KOMMYHH-
KallUi, co3/laHue MMIEPHH M MEXKroCyAapCTBEHHbBIX
COIO30B, CTPOUTENBCTBO JOOPOT, IyTeH COOOIIeHHS,
repenpaB U MOCTOB, MOPCKMX KOoMMyHuKauuii («Bce
noporu BenyT B Pum»); passutue Toprosin («Bemukmit
LIEJKOBBIA MYTh»); BOEHHbIE IOXOAbI AJIEKCaHIpa
MakeOHCKOT0; pa3BHTHE S3BIKOB U IHCHMEHHOMN
KyJIbTYpBL.

1 ThIC. J€T H.)3.: GOPMHUPOBAHUE XPUCTHAHCKOTO MHpPA
C €MHON JIyXOBHOW KYJIBTYPOH M OCHOBHBIMH IPHH-
OUIIaMHd KOMMYHUKAaIWH (JJATHHCKUH M ApeBHerpede-
CKUH S3BIKH, €IMHOE MUPOBO33PEHUE).

IX-XII BB.: BO3HUKHOBEHHUE U pacuseT [[peBHeil Pycu,
BO3HHKHOBEHHE M Da3BUTHE JPEBHEPYCCKOIO s3bIKa
(«SI3eik 10 Kwuema moBener»), BOIHBI BOCHHO-
TOProBbld MyTh «I1yTh U3 Bapsr B rpeKm».

XIII-XV BB.: pacnang [pesHeil Pycu, BblaeneHue
pycckoro, 6el10pycCKOro M YKpauHCKOIO SI3BIKOB; 00-
paszoBanne Bemixoro KusoxectBa Jlutosckoro (BKJI);
pa3BUTHE IIEUaTHOTO Jela Ha OCHOBE MH300peTeHust
T'yrren6epra (I'epmanus, 1450) — eémopas kommynuxa-
YUOHHAS PEBONIOYUSL.

XVI-XVIII BB.: @panyuck Ckopuna HaduHaeT Oeno-
pycckoe KHHUTONeuaTaHue, H3faeT B Ilpare KHury
«[Icanteippy» (1517); yuensiii-rymanuct Bepuapo
Boegyoko cospmaer mnepByio tunorpabduio B bBpecrt-
JIutocke (1553); yuensiii-rymanuct Cumon Byowsiii
Ha 0eJIOpPYCCKOM SI3bIKE BBIITYCKaeT B CBeT KHHUTY «Ka-
texusuc» (1562); Cumeon Ilonoykuii, d6enopycckuit
MPOCBETUTENb, TYXOBHBIH MHcaTeslb, OOrocioB, opra-
Hmyet B Ilomomnke bparckyto mxomy (1658), mumer
kHUTY «CII0BO 0 Monb3e myTeriecTBui» (1666), paspa-
GatbiBaeT mpoekT «CnasstHO-I'pexo-JlatuHckolt Axa-
nemun» B Mockse (1678).
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Pyccko-aHHICKOe Ha3BaHUE TePMUHA!
KOMMYHHUKaI[Hs/communication
OCHOBHBIE CBOWCTBA M XapaKTEPUCTUKU TEPMHUHA

Konen XIX- cepenuna XX BB.. BXOXIECHHE CIIOBA
«KOMMYHHKAIIVS» B HAYYHYIO TEPMUHOJIOTHIO, CTAHOB-
JeHHe OeNOPYCCKOTo JUTEPaTypHOTO s3bIKa H3JaHUE
TIePBOTO croBapst «bemapyckas HaBYKOBast
TapmiHanoris. Menck : BeigaBenrsa IHCThITYTY Bena-
pyckae Kynbrypsi», 1922.

1939-1945 rr. — Bropass mupoBas Boiina. IloGena
Coserckoro Corosa B Benmkoii OteuecTBeHHOId
Boiine (1941-1945 rr.): kak onpenessiomuid GpaKTop
Pa3BUTHUSI MEPOBOTO COOOIIECTBA U ITI00aIN3aHOHHBIX
nporeccoB B XX B., a TAKXKE YCIOBHE OTKa3a OT MHPO-
BBIX BOWH Kak CIoco0a pemieHus r100aibHbIX MPOTH-
Bopeunii. IlosiBieHNe TIIOOAIBHBIX HaJTHAI[MOHAIBHBIX
HMHCTHTYTOB, 00€CHEUNBAIONINX MEKTOCYIapCTBEHHYIO
kommyHukanuto (OOH u np.).

Konen XX — nayano XXI BB.: co31aHue 1 BHEpEHHE
MH()OPMAIOHHO-KOMMYHHKAIIMOHHBIX ~ TEXHOJIOTHIA
(IT9BM u cynepkoMnbioTep, pa3paboTKa s36IKOB HPO-
TpaMMHpPOBAaHUS BBICOKOTO YpOBHSI ceTH VHTepHer
JJIEKTPOHHEIE Macc-Menua). Llupposas koMMyHHKAIHS
(mpembs KOMMYHUKAYUOHHASL PEBOTIOYUSL).

2017-2019 rr.: B Poccun u3man cnoBapb «BoiiHa 1
MHp B TEpPMHHAX H ONPEIENeHUSIX» B 2-X KHHTaX IOJ
o6ur. pea. npod. /1.0. Poro3una, B KOTOPOM MHpecTaB-
JIeHbBl BOCHHO-TIOJUTHYECKAs,, BOCHHO-TEXHUUECKas U
BOEHHO-Hay4JHasl TSPMUHOJIOTHH, CIENaH CHCTEMHBIH
B3[UIL HA COBPEMEHHBIC MPOOJIEMBI BOWHBI M MHpa
(BKJIIOYAst BOGHHBIE KOMMYHUKAIIIN).

Ipumeyanue. TlepcoHanbHBIA BKIax  OENIOPYCCKHX
y4YeHBIX B pa3BUTHE KOMMYHHKAI[MH OTpakaeTcs B
noapaszzaene «llepconamumy.

DTUMOIOTHS
Smunm. [...].

KoMMyHHKANUsI B PYCCKOM SI3bIKE 3aMMCTBOBAaHA B
TIeTpOBCKYIO 3IOXY W3 MOJBCKOTO s3bIKa, TIJIe
komunikacja  o3Hauama  «cooOOIIEHHE» OT  Jar.
communicatio, TPOM3BOIHOTO OT COMMUNICO «CO00-
Ia» U communis «o0uuity. Memounux: DTUMOIIOTH-
uyeckuil cnosapp M. @acmepa;

[< nmar. communicativus — «OTHOCSIIIMICS K Tiepeade,
COOOIICHHIO», < communicare — «aelaThb OOIIKMM,
CBSI3BIBATh, COEMUHSTHY]. Mcmounuk: COBpEMEHHBIH
CITOBaph MHOCTPAHHBIX CJIOB.

Mopddosioruueckuii 6710k
I]ens — BBIsSIBIIEHNE 3HAUCHUS] KOPHS TEPMHHA

2.1

Mopdomorust
Mopg. (...)

KommyHukanus — (KOpeHb CJIOBa — KOMMYHUK + Cy(d-
¢buKC -ayu + OKOHYAHHE -5; OCHOBAa CIIOBa-
kommyHuxayu). Cydd. -ayu 03Ha4aeT «Impoueccyanb-
HOCTb WJM pe3yibTaT AedcTBus». KomMMyHHKaumus —
«oO1muit pe3yabpTaT AeHCTBUS.

13

22

PoscTBenHbIC C10Ba

KOMMyHI/IKOJ'IOI‘I/I}I, KOMMYHHKaBUCTUKA, KOMMYHHKa-
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Cdepsl gesTensHOCTH

Kommynukarmsi: nHGOpMalMOHHAs,, HMHHOBAIMOHHAS,
oOpa3oBaTenbHasl, Hay4YHas, JTUHTBUCTHYECKAs, HHXKe-
HepHasi, TPAHCIIOPTHAsl, YKOHOMHYECKas, COIMabHas,
yIIpaBiieHUecKas, KyIbTypHasl, BOCHHAS H JIp.

44

CoruanpHoe B3aUMOEH-
CTBHE

KomMmyHuKamuu: opraHu3alMioHHbIe (BHEIIHUE, BHYT-
PCHHHE; TOPH3OHTAIBHBIC, BEPTHKAIBHBIC); MEXIHY-
HOCTHBIE ((hopManbHbIe, He(hOpMaIbHBIE) H JIp.

CraTucTH4ecKuii 0J10K
Ileny — BBIBOn OOIIEro ompeneneHus TepMmuHa. Hc-
TIOJIb3YETCsl METOJ] KOHTEHT-aHAIN3a

YacTOTHBIH CIIEKTP CMBIC-
na, %

Bceeobmias [ytu O6uienne Cnoco-

CBSI3b coobre- B3anmopeii- | Obl "
Cpencrtsa HUI CTBHE cpezacTBa
CBSI3H Iepenaua, | (com. CBSA3U B
(yHusep. oOMeH CMBICIT) KHBOH

CMBICII) (TexH. pupoje
CMBICIT)

24 76 - —

5.1

HopmatuBHble  ompene-
JIEHUS.

KoMMyHUKaIWs: B3aHMOOTHOIIEHHUS] MEXIY IBYMS HITH
OoJlee NHMIIAMH, CBA3aHHBIMH OOMEHOM WH(OpMarmeit
(cooOmienus, uneu, 3Hanus, crpareruu u 1. 1. (MCKO:
2011)); oomeH urgopmayueil, nepenava ungopmayuu
(UCO 9000-2015); obmast ¢yHKIHS yIOpaBIeHHS B
cucteme MeHekMenTa kadecta (MCO 9001-2015).
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OmpeneneHust B CIIOBa-
psIx

12 [ 66 ] 20 [ 2

Kamynikanpist — abMeH aymkami, mepamada indap-
Maribli psl farnamo3e MoBbl (A.M. Bynbika, 1993);
KoMmmynukamust — oOmieHue, B3aMOJCHCTBHE B IIPO-
necce nesrenbHoct (JI.A. Kanapi6osuy, 2010).
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Hayunsre, yueOHbie
OIIpE/IeIICHUS

7 ] 45 ] 44 ] 4

Kommynukamuss — oOMeH HH(opManuel, 3HaHUIMH,
HMHTEIUIeKTya bHO# cobctBenHocThIO (T.M. OproBa,
2012).

KoMmyHuKaIms — cmoco® B3aNMOAEHCTBUSI, OIOCPENO-
BaHHbIA HEKOTOPBIM 00bekTOM (S1.C. SckeBuy, 2018).

l'[poeKTnposaHue 00HOBJICHHOTO onpeaejIeHus
TePpMHHA
ue./lb — 060ra1ueﬂue TEPMHHA HOBBIM CMBICJIOM

6.1

O6o0menHoe omperene-
HHE

KoMMyHUKanusi — B3aMMOCBSI3b W/WIIM  CBS3YIOUIMIH
npolecc, OObEANHSAIOMINI MHOXKECTBO 3JEMEHTOB B
eIHoe 11es10€ (CUCTEMY).

Broxu n nx N
Kon KOMMYHHKaIus/communication
11apamMeTphl OCHOBHBIE CBOWCTBA M XapaKTEPUCTUKU TEPMHUHA
THBHOCTh, KOMMYHHKATHBHBIN, KOMMYHHKAITHOHHBII,
KOMMYHHKA0€IbHOCTh, KOMMYHHKAHT, KOMMYHHKa-
BHCT, TEICKOMMYHHUKALHS, TEIEKOMMYHHKAIIMOHHBIH,
MH()OPMAOHHO-KOMMYHHUKAIIMOHHBIH H JIp.
3 https://ru.wiktionary.org/ | CemaHTH4YecKHii 60K
wiki/%D0%B3%D0%B | ILlens — ycTaHOBIICHHE CEMAaHTHYECKHX CBsI3€H CTpyK-
B%D0%BE%D0%B1% | Typsl TepMHHa
D0%B0%D0%BB%D1
%8C%D0%BD%D0%B
E%D1%81%D1%82%D
1%8C-.D0.A1.D0.B5.
D0.BC.D0.B0.D0.BD.D1
.82.D0.B8.D1.87.D0.B5.
D1.81.D0.BA.D0.B8.DO.
B5_.D1.81.D0.B2.D0.BE
.D0.B9.D1.81.D1.82.D0.
B2.D0.B0
3.1 CwmbIca Cnocob cBsi3 OOBEKTOB, IMepeMelleHie, CHabKeHHe,
(3Ha4eHHe) o0OMeH, IyTh COOOIIEHHUS, O0LICHHE, COOOLICHHE, CBSI3b
(OTHOLIIEHHE, 3HAKOMCTBO, KOHTAKT) U JIp.

32 CHHOHHUMBI CBsi3b, COOOLICHHE, KOHTAKT, OOIIeHHEe, OHOKOMMYHH-
Kalysi, MHTEPAKIHs, TyTh COOOINEHHS, JINHUS CBSI3H,
3JIEKTPOKOMMYHHMKAIMA (CJI0Baph CHHOHHMOB).

33 AHTOHUMBI AToMu3aIus, H3ONAINMA, HEKOMMYHHKAaOEIHHOCTD,
TEpaKIMs u Jp.

34 T'uneponnMsl MHTEepHEeT-KOMMYHUKAIUS, TJI00adbHas KOMMYHHKa-
WL,

3.5 TunosHuMe! DNeKTpOoCBsi3b, JHEProcHaOKEHHe, TEIIoCHA0KeHH e,
ra3ocHa0)KeHue, BOJOCHA0KEHHE U 1.

3.6 YcroitunBsle I'moGanbHas KOMMYHHKamusi, MOOWIbHAS KOMMYyHHKa-

CIIOBOCOYETAHHS [Hs, KOMMYHHKAaTHBHOE B3aUMOJCHCTBHE, HayYHbIC
KOMMYHHUKAIMH, TEOPUs] KOMMYHUKAIMH, HHTEPHET-
KOMMYHHUKAITHS, MACCOBasi KOMMYHHKAIIUSI, KOMMYHHKA-
LHOHHBIC TPOLECCH], KOMMYHUKAILIMOHHBIC CHCTEMBI,
3aKOHBl KOMMYHHKALIMH, KATErOPHH KOMMYHHKAIIHH,
WHHOBAIIMOHHBIE ~KOMMYHHKAINH, HH()OPMAIIHOHHO-
KOMMYHHUKAIIMOHHbBIE TEXHOJIOTHH, KOMMYHHKAIIHOHHOE
COMPOBOYK/ICHHE MHHOBAIIMOHHON AESTENBHOCTH U JIP.

4 Kaacendpuxarop
Ienv — ycTaHOBIICHHE MONHOTHI ONPEICICHUSI TEPMH-
Ha, KJIACCU(HKAIMS ONPECICHUN M0 OCHOBHBIM TIPH-
3HAKaM

4.1 Hcropuueckue 3moxu BepOanbHast (crnoBecHass) KOMMYHHUKAIMsI, MUCbMEH-
HOCTh; KHUTOIIEYATAHNE; DIICKTPOHHAS KOMMYHHUKAIIHS;
nu(poBasi KOMMYHHKAIIUS U T. 1L

4.2 Buast KommyHnukanysi: BogHas, BO3IyIIHAs, Ha3eMHas (Ke-

BHEUTHEN cpebl

JIE3HOJIOPOJKHASI, aBTOMOOMIIBbHAS), TIOJ3eMHast (METpO,
KaHAIU3aLHsl, TYHHENb) U T. 1L

6.2

AnbTEpHATHBBI

KoMmmynukamust — cBs3yromuii mporece w/mm (QyHK-
LM YIPaBICHHUS IOTOKaMM WH(OPMAIMH, SHEpPTHH,
MaTepHaNoB U HHBIX LIEHHOCTEH.

KoMmmyHuKamus — mpomecc mHepefaddl HH(POPMAINH,
9HEPIUH HIN Macchl (HH(O-, SHEPro-, Macconepeaayn)
B YCJIOBHSIX HEOTHOPOJIHOM CPEJIbl.
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Pyccko-aHMIHICKOE Ha3BaHHE TEPMUHA!
Broxu n nx Lo
Kox KOMMYHHKaIust/communication
11apamMeTphl OCHOBHBIE CBOWCTBA M XapaKTEPUCTUKU TEPMHUHA
6.3 OkcriepTusa OcymecTBisIeTcs SKCIIepTaMHuL.
6.4 JlernTumanus OcymiecTBsieTcss OAHOBPEMEHHO C  YTBEPIKACHHEM
HOPMATHBHOTO aKTa.
7 IlepeBosx ompejesieHHsi TePMHHA HAa HHBIE €CTECT-
BEHHbIE SI3BIKH
7.1 IlepeBox Ha OGenopyc- | Kamynikaupis — y3aemacyBsi3b  1/abo  (QyHKIbIA
CKUI S3BIK KipaBaHHS aTOKaMi iH(papMarsli, HepTii, MaTIphIsLIay
i IHIIBIX KAIITOYHACIISY.
72 IepeBon Ha Communication — interrelation and/or function of
AHTIIMHCKUH SI3BIK management of a potokma of information, energy,
materil and other values.

Mepconamuu: (6enopycckue yuensie): T.H. Cyma (1972), A.M. Iupoxor (1984, 1999),
T.A. Ueixyn (1987, 2013, 2018), A.M. Bynsika (1993), H.U. Kabymkun (1996, 2013),
A.N. 3enenkos (1998, 2016), O.B. Tepenienko (2004), E.M. Ba6ocos (2004, 2015), I".E. Ana-
MoBuY (2006), B.®. bepkos (2007), A.A. Tpycs (2007), 51.C. Sckesuu (2007, 2012), E.H. I'ope-
s (2008, 2015, 2017), M.H. Ma3zanuk (2008, 2016), A.B. Py6aunos (2008), 11.B. Cunop-
ckas (2008, 2012), JI.A. Kangsi6osuu (2010), B.B. @ypc (2011), C.1. Jlebequuckuit (2011,
2018), T.B. Kapnaxunxas (2012), A.S. Capna (2013), T.H. Bensiukas (2014), A.A. HIupoka-

HoBa (2014), A.B. Kupunosa (2014), 1.1. Kanayesa (2016), M.I". Bonaucrast (2018) u sip.

C mnomolipio mpejyiaracMoi pa3paboTaHHON U anmpoOUPOBAHHON KOH-
LENTyalbHONH MOJIENHN Te3aypyca TepMUHA «KOMMYHHUKAIHS» UMEETCS BO3-
MOKHOCTh HOBBICUTH 3(Q(PEKTUBHOCTH HCIOJIH30BAHUSI B MOHMMAHHHU, OC-
BOCHUH, Niepeade HHOOPMALUK U 3HAHUH, a TAK)KE HAKOMHUTh, 000TaTUTh U
PacIpoOCTpaHHUTh MEPEIOBON OIBIT (KOMIIETEHIIMH), COBEPUICHCTBOBAThH Op-
raHu3anuio paboTt B 00JacTH HAyIHOH U 00pa30BaTENLHOIN TEPMHUHOIOTHH,
chepe HHHOBAIIMOHHOM JIEITEILHOCTH.

V]IK 343.985

II.JI. bopoBuK, KaHAUJAT IOPUIMUECKUX Ha-
VK, OOLEHT, HOIEHT Kadeapsl MPaBOBOW HH-
¢dopmatuku  Axkanemun MBJl  PecnyOmuku
benapycn

P.Borovik@tut.by

MEPCMNEKTUBHbIE HAMPABNEHUA HAYYHbIX UICCIIEAOBAHUM
B COEPE NPOTUBOAENCTBUSA NMPECTYNNEHUAM, 5
COBEPLUAEMbIM C MOMOLLbIO NHO®OPMALIMOHHbIX TEXHONOI UK

AHanu3 yroJoBHOM CTaTUCTUKH CBHUJETEIBCTBYET, YTO HAUYMHAS C KOHIIA
XX B. IO HACTOALIEE BPEMsI Ha TEPPUTOPUU CTPaH IOCTCOBETCKOIO IIPO-
CTpaHCTBA HAOJIIO/IAETCS] YCTOMYMBBIA POCT HPECTYIUIEHHH, COBEPIIAEMBIX C
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MIOMOIIBI0 MH(POPMAIIMOHHBIX TEXHOJIOTMH. Peub uner 06 yroioBHO Haka-
3YEMBIX JISSIHUSX HE TOJIBKO MPOTHB MH(POPMAIIMOHHOW 0€30MacHOCTH, HO U
B cepe HE3aKOHHOT0 000pOTa HAPKOTHYECKUX CPEICTB U IICUXOTPOIIOB,
W3TOTOBJIICHHSI M PACHPOCTPAHEHUs NETCKOW TopHOrpaduu, NpoTHBOIpPAB-
HBIX JCUCTBUM DKCTPEMUCTCKOWM U TEPPOPUCTUYECKOM HAIIPABJICHHOCTH, a
TaKXKe MHBIX NPABOHAPYIICHUAX, COBEPIIAEMBIX C TOMOIIBIO Pa3IUYHBIX
AIIEKTPOHHBIX HOCHTENEeH (KOMIBIOTEPHI, HOYTOYKH, CMapT(HOHBI U T. A.) H
nH(pOpPMANMOHHO-KOMMYHHKAIIHOHHBIX CETEH.

Crenn¢uka yka3aHHBIX MPECTYIUICHUI U UX ITOCTOSHHBIN POCT 3aKOHO-
MEpPHO NPeIONpPeIeNAOoT MOBBIIIIEHHOE BHUMAHUE IIUPOKOTO KPyra Y4eHBIX.
B nocnenHue ronpl HA CTPaHUIAX IOPUAMYECKON MeyaTu Bce OOJbIEe BHU-
MaHuUs yJeNseTcsl BOIPOCaM HAyYHO-METOJUUECKOTO 00eCreueHus mpoTHu-
BOJICHCTBHS TAKUM NPECTYIUICHUAM, BKJIIOYAs MX NPEAYIPEKIEHHE U BbISB-
JIEHUE, a TAK)KEe paccleloBaHue.

Tak, akTyanpHBIE TPOOIEMBI IPOTHBOJIEHCTBHS pacCMaTPUBAEMbIM YToO-
JIOBHO HaKa3yeMbIM JISSIHUSIM CBOEBPEMEHHO 3aTPOHYTHI B HAYYHBIX ITyOJIH-
kanusx B.b. Bexosa, I1.B. Munenko, I.I'. Ocunenko, B.B. ITlossikosa,
A H. Tykano, M.B. Konnpatsesa, B.E. Ko3nosa, A.M. Umuna, E.Il. Umen-
ko, J.JI. XapeBuya u Ipyrux ydyeHoix. HecMoTpsi Ha BBICOKYIO TE€OpeTHYE-
CKYI0 U MPAKTUYECKYI0 3HAYUMOCTb 3THUX HCCIEIOBAHUH, CIEAyeT OTMe-
TUTb, YTO OHH HE UCUEPIIBIBAIOT BCEX ACIEKTOB MPOTUBOJIEHCTBHS MPECTYII-
JICHUSIM, COBEPIIAEMbIM C HCIOJIb30BaHUEM MH()OPMAIMOHHBIX TEXHOJIOTHH.
OTcyTcTBHE KOMIUIEKCHOTO XapaKTepa B HCCIIEIOBATENIBCKOM paboTe B 3TOM
HaMpaBICHUN OILIYTUMO 3aTPyIHsET NPOTHBOJACHCTBUE MPECTYIUICHUSM,
COBEPILAEMBIM C UCIIOJIb30BAHUEM ITOCTOSIHHO COBEPIICHCTBYIOIIUXCS KOM-
MBIOTEPHBIX U CETEBBIX TEXHOJOIMH. B gacTHOCTH, B HacTosIee BpeMs He-
JIOCTATOYHO MpOpabOTaHBI BOIPOCHI OPTAHHU3AIMH M TAKTHUKH MPOBEICHUS
OIIEPaTUBHO-PO3BICKHBIX Meponpustuii B cetu HHrepHer. B cepbe3HoM
HCCIIEI0OBAaHUN HY)KJAIOTCA BO3MOXKHOCTH ONEPATUBHOIO MOUCKA U UICHTH-
(UKaIUK TOJNB30BaTENIC B «3aKPHITOM» CETEBOM HH(OPMAIMOHHOM MpO-
cTpancTBe, nMeHyeMoM «DarkNet» (B ToM dncie B HEHHAEKCHPYEMOM Cer-
MeHTe OTKphITOro uHTepHeTa «DeepNet»). He B monHOI Mepe Hcciej0BaHbI
1 TIpoOJIeMbl TOKYMEHTHPOBAHHS NTPOTHBONIPABHON AEATEIBHOCTH YYaCTHHU-
KOB TNIPECTYNHOM AEATEIIHOCTH, a TAaKXKe JIEralu3allii JaHHBIX, ITOIy4eH-
HBIX B XOJI€ IPOBEAEHHS YKa3aHHBIX MEPOIPUATHH € LENBIO UX JaJbHEMNIIe-
T'O UCIOJIb30BaHMA B YrOJOBHOM Iporecce. MMetomuecs: mpoOensl He Tyd-
MM 00pa3oM CKa3bIBAIOTCSI HA MPAKTHIECKOW JESTEIBHOCTH COTPYAHUKOB
IIPaBOOXPAHUTENBHBIX OPraHOB M, HECOMHEHHO, MPEMATCTBYIOT MpOIEcCy
BOILIOLIEHH NPaBa, COLMAIBHON CIPaBEAIUBOCTH U OCYHIECTBICHHUIO Tpa-
BoCynusl B cpepe NpOTHBOACHCTBUS pacCMaTpUBaEMbIM IIPECTYIUICHUSIM.

BrimenpruBeneHHbIe  00CTOSITENBECTBA  OOOCHOBBIBAIOT — AKTYaJbHOCTD
OCYIIECTBIICHNSI HAYYHBIX M3bICKaHMH B 0003HaueHHOU cepe u mpenompe-
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JIETSIIOT MX 3a]a4yl, CBS3aHHbIE C BBHIPAOOTKOW COOTBETCTBYIOIIMX HAYYHO
00OCHOBaHHBIX TPAKTHYECKUX pekoMmenpaanuid. [Ipm 3TomM oveBMaHO, 4TO
MPaKTHYECKOE HCII0JIb30BaHUE MOJOOHBIX METOJANYECKUX MaTepualioB Tpe-
Oyer 00s3aTENHHOTO HaJMYMs OCHOBATEJILHON MPOQECCHOHAIBHON MOro-
TOBKH, @ TaKXe PEryJsIpHOr0 OOHOBJIEHHs MMEIOLIMXCS 3HAHUI y omepa-
TUBHBIX pabOTHHMKOB, ClieIOBaTeNied M, pa3yMeeTcsi, CIEHaINCTOB U JKC-
MIEPTOB.

B koHTekcTe 3aTpOHYTOH NPOOJIEMBbl BaXKHO TAaK)K€ OTMETUTb, YTO CBS-
3aHHOE C Pa3BUTHEM MH(OPMAIMOHHBIX TEXHOJIOTHH CTPYKTYPHOE BHIOM3-
MEHEHHE TPaIUIMOHHBIX (JOPM COBEPILUEHHUSI paccMaTpUBAEMBbIX IPECTYII-
JICHWH, UX TpaHchopMalus B KaueCTBEHHO HHbIE HE TOJBKO IOPOXKAAIOT
HEOOXOJMMOCTh W3MEHEHHs OpraHM3allid M TAaKTUKU TMPOTHBOJECHCTBHS
MPECTYIHOCTH, HO U TpeOyeT HOBBIX MOAXOJOB K CHCTEMHOMY M WHCTHUTY-
LHOHAJIBHOMY TEOPETHYECKOMY OCMBICIEHHIO COOTBETCTBYIOUIMX KPHMHU-
HoJornueckux npobnem. Tak, Ha (oHE MPOUCXOJSIIMX COLUMAIBHBIX Tpe-
00pa3oBanuii 0c00ast Poyib JODKHA OTBOJMTHCS KPUMHUHOJIOTMYSCKHM Ha-
YYHBIM M3BICKaHHSIM, TO3BOJISIIOLIMM CHOPMHUPOBATH NPHHIMIUAILHO HO-
BYIO IapaJiurMy NPOTHUBOAEHCTBUS MPECTYIUICHUSM, COBEPLIAEMBIM C TO-
MOIIBI0 HH)OPMALIMOHHBIX TEXHOJIOTHH.

Cpenu NepcreKTUBHBIX HAYYHBIX HAlPaBJICHUH, KOTOPHIE KIYT CBOMX
uccienoBaTeseH, ciuelyeT OTMETUTh U METOJIUKY PACKPBITHS U pacciieoBa-
HUSI MIPECTYIICHUH B cepe OAHKOBCKUX IUIATEXKHBIX KapTOYEK, a TaKKe
BBICOKOTEXHOJIOTHYECKUX MOIIEHHHYeCTB. MHTEpecHyl0 W BMECTe C TeM
CIIOKHYIO TeMY IMPEACTaBIsIeT KpUMUHAINCTHYECKOE UccieoBaHne nudpo-
BOI MH(POPMAIMH, TEXHOJIOTUH PAOOTHI C JIEKTPOHHBIMU CllelaMU M 0O0JIb-
mmmu gaHabiMu (Big Data), naeHTndukanms u JUarHocTHKa IporpaMMHO-
TEXHUYECKUX CPEICTB COBEplleHUs npecrymieHuil. He nHamuia cBoero or-
paKeHUs] B paMKax OTIEJbHOM JMCCEPTAOHHON JMO0 MOHOTpaduuecKoit
paboThI 1 IPoOIEMaTHKA COOTBETCTBYIOIIUX CY/ICOHBIX IKCIIEPTHU3.

B mocrnenHne rojpl CBHIETENHCTBA IMPECTYITHOW IEATENLHOCTH, INpe.-
CTaBJISIOLIME UHTEPEC [Vl OPraHOB BHYTPEHHUX JIeJI, BCE yalle 0OHapyXu-
BAlOTCS B KOMITBIOTEPHBIX CHCTEMaX, IJle OHH COJEPIKATCS B Pa3IMYHBIX
nH(OpPMAIMOHHBIX 00BEKTaX (3JEKTPOHHBIE JOKYMEHTBI, COOOICHUS dJIeK-
TPOHHOM TOYTHI, BPEIOHOCHBIE IPOrPaMMBI, «00JIa4HbIe» PECYpPCHI U T. I1.).
HccnenoBanue mokaspIBaeT, YTO OCHOBHas creluduKa MpoCTpaHCTBEHHO-
BPEMEHHOM JIOKAJIU3aIMHU T0100HBIX 00BEKTOB HEMHHYEMO CKa3bIBAaeTCsl Ha
W3MEHEHHHU COJIEpXKaHUsl, METOJIOB M (DOPM HX BOBJICYCHHUS B YrOJOBHBIH
npouecc. Bmecre ¢ TeM aHanM3 cyneOHON NPaKTHKK MIPUBJIEKAET BHUMaHUE
K CIIEKTPY MpoOJIeM, CBSI3aHHBIX C HEJJOCTATOYHOW FOTOBHOCTBIO ONEpaTHB-
HBIX W CIICJICTBEHHBIX OPI'aHOB K MCIIOJIb30BAHUIO JIAHHBIX, XPaHSIIUXCS B
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KOMITBIOTEPHBIX cHcTeMax. Jlaske AJIsl CeTeBBIX KOMIBIOTEPHBIX MPECTYILIE-
HUH B Ka4eCTBE JOKA3aTeJIbCTB B IOJABIISIOMIEM OOJIBIIMHCTBE CIIydacB
UCTIONB3YIOTCS «TPAANIIMOHHBIE» OOBEKTHI, B TO BPEMS KaK IPOIECCYyallb-
HOE 3HAa4YEHHE <«QJICKTPOHHBIX JOKYMEHTOBY», KaK IPaBMUIIO, CTAHOBUTCS HU-
YTOKHBIM B pE€3y/bTaTe HEyMENBIX JCHCTBHH MO MX MCHONb30BaHMI0. Oue-
BUJIHO, YTO B COBPEMEHHBIX YCIOBHSX 3JIEKTPOHHO-IIH(POBBIE CIEBI CIIO-
COOHBI CYIIECTBEHHO PACIIMPUTH JOKAa3aTEILCTBEHHYIO 0a3y 10 MHOTHM
YTOJIOBHBIM JIeNIaM, a TIOTOMY HX 3((EKTHUBHOMY BOBJIECUCHHUIO B YTOJOBHBII
Iporecc CIeAyeT yAeNsITh 0c000e BHUMAHHUE, U COOTBETCTBYIOIIUE HCCIIE-
JIOBaHMS, Pa3yMEETCsI, TOJDKHBI OBITh ITPOIOIDKEHEL.

TakuM 06pa3om, pe3yIbTaThl IPOBEJECHHOTO aHAIHM3a CBHACTEIBCTBYIOT
0 TOM, YTO OpPTraHM3aIMs HAYYHBIX NCCIECJOBAaHMH 110 TaHHOW TEMaTHKE Tpe-
OyeT fnaybHEeHIIero copepeHcTBoBaHMs. Cpei OCHOBHBIX NEPCHEKTHBHBIX
HarpaBJIeHUH pabOTHI B 3TOH 00JIACTH MOKHO BBIJICITUTD CIIETYIOIINE:

OpraHM3alysi ¥ TAaKTHKa IPOBEACHHS OINEPATUBHO-PO3BICKHBIX MEpO-
npusiThil B cetu MHTEpHET;

OTIEPaTHBHBIN MOUCK M MICHTH(HKAIMS TOJIb30BaTEICH B «3aKPHITOM
CETEeBOM M HEMHAEKCHUPYEMOM HH(OPMAIIMOHHOM NPOCTPAHCTBE HHTEPHETA,

JIOKyMEHTHPOBAHHE IPOTHBOIPABHON JESTEIFHOCTH YYacTHHKOB IIpe-
CTYIHOW AEATENHHOCTH, a TAKXKE JIETaIN3alHs JaHHbIX, TOJYIEHHBIX B X0/E
MIPOBEJCHUS YKA3aHHBIX MEPONPHUATHI C LENbI0 NX JaTbHEHIIETO HCIOJb-
30BaHUs B yTOJIOBHOM IPOLIECCE;

KPUMHHOJIOTHYECKOE HCCIIEA0BAaHNE MPOOJIEM COBEpIICHHS TPECTyILIe-
HHH, COBEPIIAEMBIX C HCIIOIb30BaHUEM HH()OPMAIMOHHBIX TEXHOJIOTHII;

METOJIMKA PacKPBITHS U paccieOBaHUs PECTyIUIeHHH B cepe OaHKOB-
CKHX IUIATEXHBIX KapTOUYEK, a TAKXKe BBHICOKOTEXHOJIOTHYECKHX MOIICHHHU-
YECTB;

KPUMHUHAIHCTHIECKOE HCCIIeoBaHNe NHU(POBOl MH(POPMAINH, TEXHO-
soruu paboTBl C 3JIEKTPOHHBIMH CleJaMH W OoipmuMu TaHHBIMEH (Big
Data) B e TENTbHOCTH 110 PACCIICIOBAHUIO MIPECTYIIIICHUI;

naeHTH(UKANNS ¥ THarHOCTHKA MPOTPAMMHO-TEXHUYECKUX CPEACTB CO-
BEPIIEHHS BEICOKOTEXHOJIOTHIECKUX MPECTYIUICHHH;

MIPOBEJICHUE CYACOHBIX 3KCIIEPTH3 0 MaTepualaM M JIeJaM, CBI3aHHbBIM
C COBEPILCHNEM BBICOKOTEXHOJIOTMIECKUX IPECTYIUICHHH.

O0o03HaUYeHHbIE HAINPABICHUS HAYYHBIX HCCIEIOBAHWH OTKPBIBAIOT HO-
BbI€ BO3MOXKHOCTH ISl AAJBbHEHIIEr0 PasBUTHA IOPUIMUYECKON HAYKH U ee
MPaKTHYECKOTO MIPUMEHEHHS C YUETOM pealnid B HacTosmee BpeMs. B atoit
CBSI3U aKTYaJIbHBIM SIBIISICTCS] IPOBEJICHNE MOCTOSHHBIX IIEJICHATPABICHHBIX
KOH()epeHINH, KPYTIBIX CTOJIOB M JPYTHX HAayYHBIX MEPONPUSTHI, MOCBS-
IIEHHBIX YKa3aHHBIM BOIIPOCAM.
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NMYHOCTb NPECTYMNHKUKA, COBEPLUAIOLLErO MOLWEHHUYECTBA
B CETU UHTEPHET

EsxeromHo kuOepnpecTylmHOCTh HAHOCHT TOCYAAapcTBaM M YaCTHBIM JIH-
aM o4eHb OoNbIIoN Bpen. CaMblif pacpOCTpaHEHHBIH BHUJ MPECTYILIC-
HUS — MOIIIEHHUYECTBO B ceTH MHTepHeT. Yale Bcero MOIMIEHHUKN CO3/1aI0T
CaliThl M MPOJAIOT HECYIIECTBYIOIUI TOBAp, OUYEHb MHOTO NPECTYIUICHNUH,
Kacaroluxcs BHIMAHUBAHUS MH(OpManuy ¢ OAaHKOBCKUX IIIATEKHBIX Kap-
TOYEK ¥ OHJIAHH-KpeAUTOBaHWA. IIpeCTymHHKOB TpPHBIEKAET CKOPOCTS,
y1o0CTBO, aHOHIMHOCTh MHTEPHETA U OTCYTCTBHE TPAHHUIL.

HecmoTps Ha mMeromuecs: B HAy9HOH JUTepaType HapabOTKU O JIMYHO-
CTH TIPECTYITHUKOB, UX HEJOCTaTOYHO JIsi HGOPMHUPOBAHMUS LIEIOCTHOIO, 3a-
BEPIICHHOTO U MOJHOT0 MPEACTaBICHUs O INYHOCTH HHTEPHET-MOIIEHHHKA,
1 BO3MOXXHOCTH y4eTa €ro IOBEICHYECKUX MNPOSBICHHH B TpoIecce pac-
CJICZIOBAHUS TaKUX NPECTYIUICHUI. BblneneHne THITOBBIX MOJETeH pa3HBIX
KaTeropuil MpecTyMHUKOB, 3HAHWE OCHOBHBIX YePT 3THX JIIOJEH MO3BOJSAET
ONTUMU3UPOBATH MPOIECC BBISABICHUS KpyTa JIUI, CpeIu KOTOPBIX IIeTeco-
00pa3HO BECTH IMOWCK MPECTYNHUKA W TOYHEE ONpPEIEIUTh CIOCOOBI ycTa-
HOBJICHUSI M M300JIMYEHUs] KOHKPETHOTO TNpaBoHapymurensd. Kpumunanm-
CTHUECKasi XapaKTepUCTHKAa KHUOEpNpecTyNJIeHUN OTINYaeTCsl OT YXKe M3-
BECTHBIX KPUMHUHAIMCTUYECKON HayKe MPECTYIMHBIX MOCSATAaTEILCTB ONpeie-
JeHHOH crierpukoil. B mepByro odepenp B Hee JOIDKHBI BXOAWTH KPUMH-
HAJIMCTUYECKH 3HAUYMMBbIE CBEICHMS O JIMYHOCTH NPABOHAPYLIUTENS, MOTH-
BallMU €ro MPECTYITHOTO MOBEACHHS, THITMUHBIE CIIOCOOBI, PEIMETH U MeC-
Ta MOCAraTeabCTB. MOIEHHUKY SBISIOTCS XOPOUIMMU IICUXOJIOTaMH U 3Ha-
10T, Ha KaKue c1a0ble CTOPOHBI YEIOBEYECKOW HATYPhl MOKHO HAaXaTh, YTO-
OBl yOeIUTh JKepTBY NOOPOBOJBHO PACCTAaThCS C JEHbramMu (MasooOpa3o-
BaHHOCTh, XKaJHOCTh, BEpa B «CYACTIMBBIM CIydail», >KaXJga «XaJsBBI»,
JIeHb, a3apT, TIIECJIaBUE, HECAMOCTOSATENbHOCTD, MPEIPACCYIKU, TTPUBBIUKA
OBITh BEXKJIMBBIM M COONIONATh OOIECTBEHHBIE HOPMBI, PUTYalbl U TPaIH-
IIH, KOMITJIEKCHI, HEBPOTHYECKHE COCTOSHUS U T. A.). Ilepeuncinm camble
MONYJIAPHbIE CIIOCOOBI HAa CETOJHS, KOTOPHIMH MHTEPHET-MOILEHHUKH 00-
MaHBIBAIOT JIIOJIEH Ha MOKYINKax B ceTu VIHTepHeT:

cxema nepeas — 360HOK u3 Oanka. MOIEHHUKY IO BUIOM IMOKYyNaTells
3BOHSAT MPOJAABILY, HEKOTOPOE BPeMsl TOPIYIOTCA, ITOTOM OepyT HoMmep OaH-
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KOBCKOI1 TUIATeKHOW KapTOYKH, 0OeIasi MepeBecTH CPEACTBa, U HECKOIbKO
JIHEW He 3BOHST. 3aTeM 3BOHUT «IIPEJCTABUTENb OaHKa» M COOOLIAET, YTO
Kaproyka IpoJaBla, sSKOObl Obula 3a0JOKMpOBaHA JUIs IIOCTYIUICHHS
CPEICTB OT IOPUIAMYECKUX JHI. UTOOBI Pa3MOPO3UTH CUET, MOIICHHHUKH
MpeUIaraloT BOCIOJIB30BATHCS MOOWIBHBIM IPWIOKEHUEM W BBIBEIBIBAIOT
BCe JIaHHBIE ¢ OAHKOBCKOM TITaTE)KHON KaPTOUKH KEPTBHL;

cxema emopas — mowenHuyeckuti carim. bonee n3zo0perartenbHbIE MO-
LIEHHWKH OTKPBIBAIOT COOCTBEHHbIE MHTEPHET-Mara3uHbl. Pacxombl Musep-
HBIE — ClIeJIaTh CaiT MOXHO 33 HECKOJILKO THICSIY I'PUBEH, 3aTO HAXKUTHCS Ha
HEM MOXKHO YyTh JIM HE Ha MWJUIHOHBI TpuBeH. Eciu uio 3amHTEepecoBat
OTIpEe/IeICHHBIN TOBap, €ro IeHa, CTOMMOCTh KOTOPOTO 3HAYUTEIHHO HIDKE,
4eM peajm3yeTcs B APYIHX Mara3uHax, TO, KOHEYHO, JHIO WHTEpEeCyeTcs
5THM TOBapOM, 3BOHHT MOIIEHHHK, OH, KaK IPaBUIIO, IPOCUT OCYIECTBUTD
npenBaputensHo omnary 10, 20, 50 % 3a HecymecTByromuii ToBap. Mim
MHTEPHET-MOIIEHHUKH JIeJIAl0T KOIUIO caita 0aHKa, KIMEHT BBOJIUT JIOTHUH
(Homep TeneoHA) W MapoNb, KaK CIEACTBHE, WX MOIYYAeT 3JIOYMBIILUICH-
HUK. [lanee MpUXOAMUT SMS, YTO JOCTYII SKOOBI 3a0JIOKMPOBAH, 3BOHUT «CO-
TPYAHHK OaHKa» M TPOCHT TNPOIAMKTOBATh KOJA W3 cooOmieHus. JlormH-
MapoJib BOP YK€ 3HAeT U KOJ| ¢ SmS — MocJeHee CBeleHHe, YTOOb! BOMTH B
HACTOAILUI aKKAYHT;

cxema mpemvs — OeHbeu Hauucienvl. Hanpumep, Bbl Mpojaere IIaH-
T, UTPOBYIO MPHUCTaBKY WM MHOW TOBap. MOIIEHHUK JOTOBApHBACTCS C
BaMH O BCTpeUe, BAPYT COOOIIAET, YTO HE MOXKET Ha Hee MPHUUTH U Ipeiia-
raeT OTOaTh TOBAp €ro TOBAPHIILY WIH Kypbepy, HO MOCJE TOTO, KaK Ha CUeT
MOCTYNAT A€HbrM. Bam mpuxoauT sms ¢ coOOLIEHHMEM O HauyUCICHUH
CPEJCTB, HO HE OT OaHKa, a OT OOBIYHOTO YaCTHOTO HOMepa. B OobIMHCTBE
clly4aeB KypbepOM OKa3bIBa€TCS BOJAWTEIb MapILIPYTKH WM TakcucT. OH
CIIEITUT €XaTh, U BBI, TOPOILICH, OTJAETE TOBAp ye3KaIoIMEeMy Kypbepy.

VHTEepHET-MOIICHHUKH UMEIOT YCTOHUMBYIO TTOJICO3HATENFHYIO aHTHCO-
IUAFHYIO HANpaBJIeHHOCTh. Kak mpaBmIilo, B ATy KaTErOprI0 BXOJAAT JIUIIA,
KOTOpBIE HEOJTHOKPATHO COBEpILAIIM TaKue rpecTyruieHus. [1o conepxanuio
LEHHOCTHO-OPHEHTALMOHHOM HAIPaBJICHHOCTH 3TO IPECTYIIHUKU C KOPbI-
CTHOM HaIlpaBJICHHOCTbHIO, MOCATAIONINE HA OCHOBHOE JOCTOSIHHE 00lie-
CTBa, — paclpeelicHne MaTepHATBHBIX OJar B COOTBETCTBHH C MEpPOH H
Ka4ecTBOM 3aTpaueHHOTo Tpyaa. MoOTHBamus HWHTEPHET-MOIICHHHKOB —
JKETIaHUe «IETKUX JICHEeTr», CTpeMIIeHHe K HaxuBe. [lo CTaTHCTHYECKHM
JIaHHbIM, KoTophie mpuBoaut Ilinuk KO.M. B cTathe «AHaji3 0cOOUCTOCTI
KiOEp3JIOUMHIIS, KU BYMHSE 3JI0YMHU MPOTH BJIACHOCTI y KiOepIpocTopi»
B Hayxoeuii gicnux Midcnapoonozo eymanimaphozo yuisepcumemy. Cepis:
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FOpucnpyoenyis, 2017. Ne 26. C. 106 (105-107), GONBIIMHCTBO MPECTYILIC-
HUH B WHTEpHETE MPOTHB COOCTBEHHOCTH (79 %) — MOIIEHHHYECTBa, Kak
MIPaBUJIO, COBepIIaloTCA Myx4uHaMu (94 %), U JUIIb B PEOKUX CIydasx
xeHmuHaMu (6 %). Kak ycTaHOBIEHO, TaKue MPECTYIJICHUS] COBEPIIAIOTCS
JIUNamMH, oQUIMAIBFHO HE COCTOSIMMHU B Opake M HE MMEIOIIMMHU JETeH.
KonmuecTBo X0mocThIX au1 U3 00mero yucia cocrasiseT 70 %, B TO BpeMs
kak B Opake — 30 %. Kak nokaseiBaer cyneOHas mpaktuka, 51 % nwi, co-
BEPLIMBIINX MPECTYIUICHUS B ceTH VIHTepHET, He UMEIOT IIOCTOSIHHOTO Mec-
Ta pabotsl. Cpenu octasbHBIX 49 % OOJBIIYIO YaCTh 3aHUMAIOT MEHE/KEPhI
HUBILIETO W CPEIHEro 3BEHA, PEeXE BCTPEUAIOTCS JIODKHOCTHBIC JIMIA U MPO-
rpaMMHUCTBL. Tak, ecin cpeHuil BO3pacT MOIIEHHHKA B MaTepHaIbHOM MH-
pe coctasiiseT oT 26 10 39 neT, To cpeAHUH BO3pacT HHTEPHET-MOILIEHHUKA
Bappupyetcs oT 18 mo 35 ner. BooOrie Bo3pacT MHTEPHET-MOIIEHHUKOB
MOJKET BapbupoBaThes OT 18 1m0 45 neT, a conuanbHOE MOJ0XKEeHUe B o01e-
CTBE — OT CTYyJIEHTa JI0 COTPYJHHMKa TOCYIApCTBEHHOTO YUPEXKICHHUS HIIH
¢upmbl. JIMYHOCTHBI TOPTPET HHTEPHET-MOIICHHUKA XapaKTepH3yeTcs
ABaHTIOPHBIM CKJIQJIOM, «ATPOBBIMY» THIIOM JIMYHOCTH, B OOJBIIMHCTBE CIIy-
YaeB MMOCTOSHHBIA PHUCK SIBIISICTCSA (PU3MOIOTHYECKH HEOOXOAUMBIM AJISI MO-
LIEHHHKA, CJIE/I0OBATENILHO, TAKHE JIMIA CKJIOHHBI K PUCKY, UM TIpHCYIIa pe-
LIMMOCTb, CHU)KEHA TPEBOXKHOCTD, 00JIAJIAF0T CAMOKOHTPOJIEM U TEPIICHHUEM,
IIPU 3TOM OBICTPO pearrpyroT Ha OBICTPO MEHSIIOLIYIOCS OOCTAaHOBKY M JIeT-
KO IpHUCTocoOusoTes K Hel. Kak mpaBuito, OHM MCIIBITHIBAIOT HHTEIUICKTY-
aJIbHOE TIPEBOCXOJICTBO HAJ JKEPTBOI, yBEpPEHHI B cebe, IMEIOT HECTaHapT-
HOCTH MBIIIUICHHS U MTOBEAEHUS, KPEaTHBHOCTb, IIapM, 00asHIEe, HaCTONYH-
BOCTb, YMEIOT paboTtaTh ¢ MH(popManueil u ObICTPO pearupoBaTh Ha H3Me-
HSIOMIYIOCS HH(DOPMAIHIO.

C pa3BUTHEM MHTEPHET-TEXHOJIOTUH MEHSIOTCS U Pa3BUBAIOTCS HOBBIC
BUABI MOIIEHHHWYECTB B cet MHTepHer. OHM cTaHOBATCS eme Ooiee
OTIACHBIMH, TaK KaK ITOCSTAIOT HAa YacTHYIO, KOH(pHUICHINAIBbHYI0 HHOP-
Manuio moas3oBareneid. C  IEeapl0  TONYyYeHUs HaXHBBI HHTEPHET-
MOILIEHHUKN HCIOJIB3YIOT MPECTYNHbIE NMPHEMBI, YTO NMPHBOAMT K Hera-
THUBHBIM IIOCJIEICTBUSIM, TaK KaK MX KEPTBAMH CTAHOBSITCS HE TOJBKO Di-
JIOBBIE TpaKAaHe, HO U YacTHbIE, U rOCyJapCTBeHHbIe opranu3anuu. Orn-
peneeHne JIMYHOCTHBIX CBOMCTB NMPECTYNHUKOB, COBEPIIAIONINX MOIICH-
HUYECTBO B ceTH VIHTEpHET, MO3BOJIUT ONTUMHU3NPOBATH IPOLECC BBISABIIC-
HUS KpyTa JIMI, CPEIN KOTOPBIX [EIeco00pa3HO BECTH ITOMCK MOIICHHHKA,
ONpe/eNATh TAaKTUKY BEAEHHUs J0IPOca, CBOEBPEMEHHO BBISBIATH M pac-
CJIEJIOBATh TAKHE NPECTYIUICHHS.
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BUPTYANbHOE NPOCTPAHCTBO
KAK MECTO AKKYMYJIMPOBAHUA
ANEKTPOHHO-LIN®POBON NH®OPMALIUA O XYIUTAHCTBE

IIpunepxuBasice TpaJUIMOHHO-IHAIEKTHYECKOTO MOJX0/a B HU3yYeHHUU
IPUYUH 3BOIONMU TNPECTYNHOCTH, NPOTHO3UPOBAHUU TEHISHIMHA M Mep-
CHEKTHB Pa3BUTHsI KPUMHUHAIBHBIX CXEM U MEXaHU3MOB, HEOOXOIUMO OTME-
THUTb, YTO OJHOH U3 CYIIECTBEHHBIX JETEPMUHAHT 3THX IIPOIIECCOB SIBIISIETCS
BHEJ[PEHHE B JKU3HEIEATEIBHOCTh 00IIecTBa HHYOPMAMOHHO-KOMMYHHKA-
IIMOHHBIX TEXHOJIOTHH.

CeronHst TpeH 0€JIOpYCCKOro OO0IIecTBa — MOCTENEHHBIH MEPEX0oa OT
TPAIUIMOHHOTO WHIYCTPUAIBHOTO 00IecTBa K MHPOPMAIMOHHOMY, NpH-
YeM MpOonecch NU(PPOBU3ANH U aBTOMATH3ALUH MTPOUCXOAAT HE TOJIBKO Ha
YPOBHE OTAENBHBIX MHIMBUAYYMOB HMJIHM COOOLIECTB, Korjua Bce Ooliee co-
BEpLIEHHbIE JIeBalChl, Ta/PKEThl U COPTH MOTUPHUIMPYIOT KOMMYHHKALHIO
MEXJy WIeHaMH O0IIecTBa, PAaCIIUpssi BO3MOXKHOCTH HCIOJIb30BaHUSI BUP-
TyaJIbHOI'O IPOCTPAHCTBA JUIS 3TUX IieJiell, HO U Ha YPOBHE T'OCYAapCTBEH-
HO-YaCTHOTO mapTHepcTBa. I[lpuMepom siBisieTcs paspaborka psima IT-
IIPOEKTOB B paMKaX peaJM3allid CTPAaTerHd TIOCYNapCTBEHHON MOJUTHKHI
«Hayka u texnonoruu: 2018-2040», yreepxknenHoil Ha Il Cre3ne yueHbix
Benapycu B nexadbpe 2017 r., koTopas mpenmnoiaraeT nepexoa K mudpoBoit
9KOHOMHKE W BHEAPEHHE WH(OPMAIMOHHBIX TEXHOJOTHH BO Bce cepsl
KHU3HEIEATEIBHOCTH OETI0PYCCKOro 00IecTRa.

ITpn 3TOM ecnu 3aKOHOIOCIYIIHOM YacThio OOIIECTBAa OONBIIMHCTBO
WHHOBALMI BOCIPUHUMAIOTCSI C HACTOPO)KEHHOCTBIO, CKEITUIIM3MOM U He-
JIOBEpPHEM, a MpOoLecC NMPUHIATHS U aJalTally XapaKTepu3yeTcs MPoI0HKU-
TEJILHOCTBIO M CJIOKHOCTBIO IPOTEKAaHWs, TO MpECTyIHas 4acTh Oenopyc-
CKOTO 00111ecTBa OBICTPO afanTupyeT HOBbIe [ T-BO3MOKHOCTH, BKPAIUISS UX
B MEXAaHU3MBI JTOCTUKEHUS MPECTYIHOIO pe3ybTaTta, 1 3a CYeT 3TOTro CTpe-
MUTETIbHO Pa3BUBACTCS.

HanbGonee mpoOIEeMHBIM C TOYKH 3PEHHS OpraHU3aldd IPaBOOXPAHU-
TEJILHOH NIESITEIbHOCTH, HANPABICHHON Ha 3aIUTy WHTEPECOB OOIIEeCTBA U
rocy/lapcTBa OT TNPOTHBOIPABHBIX MOCATATENIBCTB, SIBISETCS YaCTUYHBIH
Mepexo]] MPECTYyIHOTO MHpa B BUPTYaJIbHOE NPOCTPAHCTBO M HCIIOJIB30BA-
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HHE ero IPOCTOPOB B KPUMUHAIIBHBIX LIEJIAX, IPU 3TOM PEYb UJET HE TOJIBKO
0 XUILEHHUU C UCIIOIB30BAHUEM KOMITBIOTEPHOW TEXHUKH MJIHM JIESTHUSX IIPO-
TUB MH(OPMAIIIOHHONW 0€30IacHOCTH, KaK 3TO TPAJUIHOHHO HMPHUHATO MO-
HUMaTb. B Hacrosiee Bpemsi MOXKHO TOBOPUTH 00 HCIIOJIb30BaHHU BUPTY-
aJIbHOTO MPOCTPAHCTBA, B TOM YHUCJE B Ka4eCTBE CPEJCTBA WIIM AIIEMEHTa
MEXaHH3Ma COBEPIICHHS MHOTHX ITPECTYIUIEHHH OOIIEyroJIOBHONH Hampas-
neHHocTH. He siBisieTcst ncKiloueHneM M Xynurancto. Kak npaBuiibHO OT-
Metun A.K. CapkucsH, ucnoib3oBaHHE HHTepHeTa U cpeacTB IT-texHo-
JIOTHH B TOW WM MHOM (hopMe CeTomHs XapaKTepHO A COBEPIICHUS IIpe-
CTYIUICHU# B J1F000#1 13 cdep 00IIeCTBEHHOTO MOpsIKa.

JlelCcTBUTENBHO, YMBIIIEHHEIE AEHCTBHS, Ipy00 HapyIIAroIKe OOIIEeCT-
BEHHBIH MOPAZOK U BRIPKAOIINE SIBHOE HEYBaKEHHE K 00IIECTBY (YTOJIOBHO
HaKazyeMoe XYJIUTaHCTBO), C TOYKH 3pPEHHs IpEeceyeMbIX Lielield XapakTe-
PHU3YIOTCS CBOEH OTKPBITOCTBIO, OCOOEHHO B CIydasiX COBEPILEHMS B TPYIIIE.
JInst n, COBEPIIAOIINX TaKWe NESHUS, MPUHIUINAIGHO BaXKHBIM SBIISCTCS
HE TOJIbKO HACTYIUIEHHWE OOIIECTBEHHO ONACHBIX IOCIJIEJICTBUA UX XyJIUTaH-
CKOM aKTHMBHOCTH, HO W BH3yaju3auus (WM €€ BO3MOXKHOCTb) 4I€HaMH 00-
IIECTBA CaMOT0 HMCHOJIHEHHS OOBEKTUBHOW CTOPOHBI IIPECTYyIUICHUS. B 3ToM
acIrieKTe COBPEMEHHbIe WH(OPMAIMOHHO-KOMMYHHKAIIMOHHbBIE TEXHOJIOTUH
KaK HeJb3sl JIy4llle IO3BOJISIFOT XyJIMraHaM JIEMOHCTPHPOBATh CBOIO OpaBany,
JIEP30CTh M HEYBAKEHHE K OOIICTIPUHATHIM HOPMaM TOBEICHHS W MOPAJH
OTZAEJBHBIM TpaXkIaHaM B pa3iIM4HBIX (hOpMax MPOSBICHUS W pacnpocTpa-
HATH (TPaHCIUPOBATh) HH(YOPMAIHMIO O CBOMX XYJIUTAHCKUX JEHCTBUSIX HEOII-
pEIeIeHHOMY KPYTY JIMI] ¢ TIOMOIIBI0 MECCEH/DKEPOB, CONMAIBHBIX CETeH U
MHTEpHETa. B Takux yc/IOBHUSIX NMPaBOMEPHO TOBOPUTH O BUPTYaJBHOM IpO-
CTPaHCTBE KaK O MECTE€ COXPAaHEHHUs CJIEJ0B COBEPILIEHHOI'O XYJIUTaHCTBA,
KOTOpbIE HapsAAy ¢ TPAIWIMOHHBIMHU JUIS 3TOTO IPECTYIUICHUSI MaTepHallb-
HBIMH M UJICTLHBIMU CJIEIAMU COCTABIISIOT CIIEAOBYIO KapTHHY.

PaccmarpuBasi BUPTyalbHOE NMPOCTPAHCTBO KaK MECTO CO3/IaHMSI M aKKy-
MYJHPOBaHUS AIIEKTPOHHO-MppoBoii mHpopMarmu (DL) o mpecTymHBIX
COOBITHSIX, IPOUCXO/IMBIINX B MAaTEPUaIbHOM MHUPE, Ha HAIl B3IJIsLA, HEOOXO-
JIMMO OTMETUThH HAJIMYME Yy YYEHBIX MHOTHX oOJlacTell 3HaHWil Hay4HOTrO WH-
Tepeca K 3TOH KaT€ropuu, B TOM YHCIIE ¥ KPIMHUHATUCTHKU. C TOUKH 3pCHUS
MPaBOBOTO PEryJHpOBaHMs JEATEIbHOCTH 4YeJOBeKa B BHPTYaIbHOM MpO-
CTpaHCTBE HauboJiee yAauyHOe, Kak IPEe/ICTABIISIETCS, OINpPEACNICHNE JIaHHON
Hay4HOU Kateropmu mano H.H. TenmemmHoi. B ee moHMMaHuM 3TO 007acTh
TEXHUYECKHX, TEXHOJIOTUUECKUX U COLMAIBHBIX OTHOILIEHUH, BO3HUKAIOIINX,
M3MEHSIOLIMXCS U NPEKPAIaloIMXCsl B TPOIECCE HMCIOJIb30BaHMUS KOMIIBIO-
TEpHOW WMJIN MHOW IIEKTPOHHOM TEXHWYECKOH CEeTH MO MOBOAY MH(pOPMAaLHH,
nH(OPMAIMOHHBIX PecypcoB, HH(GOPMAIIMOHHBIX YCIIyT M CPeACTB cBs3u. [1o
CYTH, BHpPTYaJIbHOE HPOCTPAHCTBO (KHOEPIPOCTPAHCTBO) OIPEACICHHBIM
00pa3oM 0ObeANHSAET YETOBEUECKYI0 M TEXHOJIOTHUYECKYIO Cpely, pacIIupsist
BO3MOXXHOCTH JIFOJIEH HE3aBUCHMO OT HALMOHAIBLHOCTH, KYJIBTYPHI U SI3bIKa
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0 CO3/IaHHIO, NIepeiaye U MOIYyYeHHI0 HHPOPMAaIK Yepe3 BCEeMUPHYIO CETh
KOMIIBIOTEPOB, JIEBaiicoB, ycTpoiicTB xpaneHust DLV, B3auMOCBS3aHHBIX
CpelCcTBaMH KOMMYHHKAIIOHHBIX MH(PACTPYKTYp, 0OecrednBaronmX u-
POBYIO 00pabOTKY, XpaHSHHE U TIepeady HHGOPMAITHH.

JIis KpUMMHAUCTUKY BUPTYaJIbHOE NPOCTPAHCTBO IMPEJCTaBISET Hayd-
HBIIl MHTEpEC ¢ TOUKHU 3PSHUS TEOPUH OTpakeHHs. B 3ToM KOHTEKcTe ero 1ie-
JIecoo0pa3Ho paccMaTpuBaTh Kak 4acTh MH(OPMAIMOHHOTO IPOCTPAHCTBA,
aKKyMYJIMPYIOIIYIO B cebe CBEICHUS O JIMLaX, COOBITHSX, NpeaMeTax, sBie-
HUAX U MPOIECCax, MIMEBIINX MECTO B MaTepUaIbHOM MHpPE U IMpEICTaBIICH-
HBIX B MaTeMaTu4eckoM (OMHapHOM) BHJE B MPOLECCE IBIKEHUS 10 KOMIIb-
IOTEPHBIM CETSAM JIMO0 XPaHAIIUXCS B MaMSATH KOMIIBIOTEPOB, JEBACOB (T. €.
(U3MYECKHUX JEKTPOHHBIX YCTPOWCTB) Wiw apyroro Hocutens DL, Jlroboe
JIeHCTBHE UelloBeKa B BUPTYaJbHOM IPOCTPAHCTBE, Oy/b OHO CBA3aHO C BHE-
CEHHEM B HEro HoBoW MH(poOpManuu (HapuMep, TEKCTOBOH, 3ByKOBOIA, Tpa-
¢mueckoii, ¢pororpadus wm BuACOMH(DOPMALINS) MO0 COBEpIICHHEM C HEl
JICCTBUM, BKJIOYAs IPOCMOTP, U3MEHEHUE WU YJAJIEHUE B KOMIIbIOTEPHOU
cucreme win Hocutene DL, ocTaBisier cieibl TAKOTO BO3ACHCTBHSL.

Ecmn nnst kxubeprpecTymiieHui, KOTopble, KaK IPaBUIIO, COBEPLIAIOTCS
HETMOCPEJCTBEHHO B BUPTYaJbHOM IPOCTPAHCTBE, XapaKTEpPHBI BUPTYallb-
HBle ciiebl B BUJe log-¢aiinos, noBpexaeHHbIX QainoBbix cucrtem 1K,
ciefioB co3zaHus (TIEepechUIKH), 3amycka BpenoHocHoro I1O, BupycoB u
T. 1., TO COBOKymHOCTh DL{U, coxpanuBiueii B cebe cBeleHUsSI 00 UMEBIIIEM
MECTO B MaTepHaJIbHOM MHUpE aKTe XyJIMIaHCTBa, HHasd. Berpeuaromuecs Ha
MIPaKTHKE CHOCOOBI NCMONB30BaHus [ T-TeXHOIOTHI TPH COBEPIICHUH XYJIU-
TaHCTBA U PaclpOCTPAaHEHUHU CBEICHUII O HEM, a TakKe IeJIM TaKoro MpHuMe-
HEHHUSI UMEIOT Pa3InyHoe (PaKTUUECKOe BBIPAKEHHE, KOTOPOE, B CBOIO Ove-
penb, GOpMHPYET CHCTEMY BUPTYaJIbHBIX CIEIOB 3TOTO JICSTHUS.

OUU o cobbiTum XynurancTsa B Buze Gportorpaduii u Buaeodaiiyios, kak
MIPaBUJIO, CO3/1aeTCs MPHU MOMOIIHU JIeBaiicOB MPECTYITHUKOB WIIM OYEBU/IIIEB
XYJIUTAHCTBA M COXPAaHSAETCA B BUPTYaJIbHOM IPOCTPAHCTBE JIHOO mepenaet-
cs (pacmpocTpaHsercs) uepes MecceHmkepsl, T. . [10 win web-cepBuCHI,
npejiHa3HaYeHHbIE Ul MIHOBEHHOro oOMeHa cooOmieHusMu. M3ydenue
YTOJIOBHBIX /I O XyJIUTaHCTBE, BO30Y)aAeHHBIX B 2012-2019 rT., mo3Bos-
€T OTHECTH K HauOoliee MOIMyJISPHBIM Cpein OeIOPYCCKHX IMPECTYITHUKOB
Takue MecceHKepsl, kKak Viber u WhatsApp.

BeBatoT cityyan, KOTAa rpymma XyJIUraHoB OCYHIECTBIISICT ITyOIHYIHYIO
OHJIAMH-TPAHCIILUIO CBOUX XYJIMIaHCKUX JCHCTBUI, HAIIPUMEDP, MAaCCOBOIO
XyJIMTQHCTBa (haHATOB OJIHOM U3 UTPAIOIIMX KOMaH] B XOJ€ CIHOPTHUBHOTO
MeponpusaThs (HyTOOIBHOTO MM XOKKEHHOTo Maryda). Bo3zmoxHOCTH TIOTO-
KOBOHM TpaHCISILMK COOBITHII KPUMHHAIBHOTO XYJIMIAHCTBA B PEXUME pe-
aJBHOTO BPEMEHH JIOCTyIHA Onaronapss MOOMIBHBIM BUI€OCTPUMHUHIOBBIM
cepBucaM. BakHOM B KPUMHHAJIMCTHYECKOM AacIeKTe SIBISIETCSl JOCTYII-
HOCTB JJISI IPOCMOTpPA NMOTOKOBBIX JAHHBIX B TeUeHHE 24 4acoB Kak IpH
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MIOMOIIM TPHIIOKEHHUH, YCTAHOBJICHHBIX B HCIOJIBb3YEMOM JIeBaiice, TaKk U B
Opay3epe Ha caiiTe camoro cepBuca. Hambosnee uwacto npu coBepLICHHH
TPYIIOBOTO XYyJIWI'AaHCTBA MPECTYNHHUKH HCIIOIB3YIOT TAKHUE CEPBHUCHI, KaK
YouTubeLive nu «BKonrakre». Tak, coBepiienue B stuBape 2016 r. rpymnmo-
BBIX XYJIMIaHCKHUX AeWcTBUIl HecoBepiueHHoieTHUMH C., H. u uHbIMU 7H-
I[aMH, COTIPOBOXKJABIINXCS MOTPOMOM B apeHAyeMON Ha CYTKH KBapTHpE B
r. MUHCKE M TOBpEXIEHHEM YY)KOTO HMMYIIECTBA, TPAHCIUPOBAIOCH OH-
naiiH Ha cepBuce YouTubeLive.

HHTepHET aKTHBHO NMPUMEHSIOT COBPEMEHHBIE XYJIHUTaHbl JJSI JOCTHIKE-
HUSI 1ieJIell 110 BHECEHHIO B CO3HaHHE JIPYTuX JIo/ieil npe/icTaBiIeHus: 00 nx
3HAQUYUMOCTH, TOATBEPIKJICHUSI NPUYACTHOCTH K OIPEAEIEHHOI acounualib-
HOH TpyIIe, CaMOBBIPAXKEHHSI, AEMOHCTPALIUH MIPOIIECCAa COBEPIICHHS XYIIU-
TaHCKHMX JieficTBUI (He3aBUCHMO OT ()OPM HX NPOSBICHUS) U TMOJYYEHUS
OTBETHOH pPEeaklu B BUJAE JaMKOB WM Au3naiikoB. COOTBETCTBEHHO, B BUp-
TyaJbHOM IIPOCTPAHCTBE OCTAIOTCS CIIEABI TAKHUX JIEHCTBUM, KaKk B BUJIE BHU-
neodaiiioB, Tak M TEKCTOBBIX (ailJIoB (AJIEKTPOHHAsl Mepernucka B Mec-
CeHJPKepax, Ha CTPaHUIAX COIMAIBHBIX CEeTeH WIJIM MOCTHI HA BHUIOKEHHYIO
B OOIIMII MM MPUBATHBIN JOCTYI BUICO3AMNCh XyauUraHcTsa). Hampumep,
XYJIMTQHCKHE JIEUCTBHS JIByX aHAPXUCTOB, BBIPA3MBILIHECS B IOJKOTE C HC-
MOJIb30BaHUEM «KOKTeilns MonoTtoBay B urone 2017 r. B r. MBaneBuun 6mi-
6opaa c n300paXeHHeM COTPYAHNKA MINIMIMN U Hauchio «Cuila 3aKkoHa B
€ro WCIIOJHEHMM», OBbUIM 3alicaHbl Ha JIeBaliC MOCOOHHMKA W BBUIOXKEHBI
4yepes colualibHyo ceTh 1 Y ouTube-kaHan st myOJIMYHOTO IIPOCMOTpA.

CoBpeMeHHbIE BO3MOXKHOCTH MHTEPHETa MO3BOJIAIOT HE TOJBKO obecrie-
YUTh IMCTAHIMOHHYIO KOMMYHHUKAIIMIO WM CO3/aBaTh YaThl, MECCEHIKep-
IPYIIBI 0 UHTEpecaM it oOMeHa uHdopmanueit B 1000t dopme. Ctpe-
MUTEJIFHO Pa3BHBAIOIINECS TEXHOJOTUH SBISAIOTCS YAOOHBIM CpEICTBOM
JUIsl pa3MEIIeHHs] Pa3JIMuHOrO POjia KOHTEHTa, B TOM 4HCIe BUAeo]ailyioB ¢
3aIMChI0 TUIAHUPOBAHMS WM COBEPLICHHS XYJIMIAHCKUX I'PYIIOBBIX JIeiCT-
Buil. Takoe MCIIOIb30BaHNE TEXHOJIOTHH MO3BOJSET COBPEMEHHBIM XYJIUTa-
HaM CYIIECTBEHHO YCWIIUTH 3(P(EKT OT MX MPECTyIUICHUs, PacIpOCTPAHUTh
nHpopmanuio 0 HeM, He orpaHu4MBas Kpyr . Hapsny ¢ Meccenpkepamu
U COLUHMATBHBIMH CETAMH HMH HCIHOJIB3YyeTcs 6udeoxocmune. Ilpm sTom
OOJIBIIMHCTBO MOJOOHBIX CEPBHCOB HE NPEJOCTABISIOT BHUIEO, CIEHys Ta-
KUM 00pa3oM MPUHIUIIY «KOHTEHT TreHepupyer mnoiab3osareiby (User-
generated content). HanbGonee momyssipHBIMH Cpein TPECTYITHUKOB SIBIIS-
torcs YouTube (a1t 3arpy3Ku BUJEO HYKHO 3apEerHCTPHPOBATHCS, a pa3Mep
3arpyeHHbIX (aitioB He noypkeH npepbimate 1Gb), Buneonopran RuTube
U caiT Vimeo.com.

Kpome Ttoro, DL o XyaurancTtBe MOXET OBITh aKKyMyJIUpOBaHa
B BUPTYaJIbHOM IIPOCTPAHCTBE B BHJE BHJIE0(aiIoB, COXpaHsIEMbIX Ha cep-
Bepax wimm [1OJlax kxamep BUICOHAONIONCHUS, YCTAHOBJICHHBIX B ILEJAX
obecrieueHnst 00IECTBEHHOW 0€30MaCHOCTH M OXpaHBbI IpaBoropsiaka. Ha-
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npumep, ¢ Mas 2019 r. B Pecniyonuke benapych pyHkunonupyer pecryonu-
KaHCKasi CHUCTEMa MOHHUTOPHHIA OOIIECTBEHHOW Oe30macHOCTH, pa3pado-
TaHHas B COOTBETCTBMM ¢ Yka3oM llpesnnenta Pecryonuku bemapycs ot
25 mas 2017 1. Ne 187. B ocHOBY paOOThI CUCTEMBI 3aJI0’KEHA TEXHOJIOTHSI
KIPOD, xotopasi MO3BONAET BBIBECTH HAa HOBBII ypOBEHb BO3MOXKHOCTH
OenopyccKuX MpaBooXpaHuTenel no ananusy Big Data n BugeokoHTeHTa.

B koHTEKcTe pacciieloBaHUs XYJIWTaHCTBA BUPTYaJbHBIC CIEIBI TPE.-
crasieHsl B Buze DL o coObITHN XyIUraHCTBa, HAXOASIEHCS B BUPTYaJlb-
HOM IPOCTPAHCTBE, KOTOpasi UMEET J0Ka3aTeIbCTBEHHOE 3HAUeHUE HE3aBU-
CHUMO OT TOT'O, COJIEPKUTCS JIM OHa Ha OIPEAEIeHHOM MaTepHaibHOM ((u-
3MYECKOM) HOCHTEIIE M BOCIIPOM3BEJIEHa JIM OHA B (hOopMe, AOCTYITHOM st
BHU3YaJIHOTO (ayAHOBU3yaJIbHOT0) BOCIPUSTHUS.

Takum o0OpazoM, Kk HauboJsiee TUIMYHBIM MeCTaM OOHApyKEHUs! BUPTY-
IBHBIX CJIEJOB IO YTOJIOBHBIM JIeNlaM O XYJIUTAHCTBE OTHOCSTCS KapThl
namaty u [10 neBaiica (B OCHOBHOM cMapT(OHOB), TaIKETHL, T. €. TEXHUUE-
CKHME YCTpOICTBa, MpenHa3HaueHHble i xpaHeHuss DLW, B ToM uucne
¢nem-nakormrenu, O3V IIK, Bunuectep I1K, co3marommii komuio cMapt-
¢ona, IHOdpr u JlaTa-IeHTPBI CONMANBHBIX CETEH, MECCEHIDKEPOB, BHIIEO-
CTPUMHUHTOBBIX CEPBHUCOB.

VIIK 342.9

M.B. I'y0nu4, xaHauIaT IOPUIUYECKHX HAyK,
BPEMEHHO HCIOJHSIOMMHA 005S3aHHOCTH MO
JIOJDKHOCTH 3aMECTHUTENsl HadaJIbHHKA Kaden-
pl IpaBoBoii MHpOpMaTukn Axagemun MBJ]
Pecnybnuku benapychb

gubichmv(@yandex.by:;

A.1O. BoraankeBuY, KypcanT y4eOHOH rpyrm-
mel 6112 4 «b» Kxypca QaxyiapTeTa MITUIAN
Axanemun MBJ] Pecriy6omuku benapych
andreibogdankevitch@yandex.by

HANPABNEHWA NPABOBOIO PErYNIMPOBAHUA
MCNONb30BAHUA KPUMTOBAIIOT
¥ NPOBNEMbI MPOTUBOJEWCTBUA NPECTYMNEHUAM
B YCNOBUAX LU®POBON IKOHOMMKU

[TndpoBeie TEXHONOTHM — HEOTHEMJIEMAsl COCTABISIONMIAsT AKTHBHOCTH
COBPEMEHHOTO YeJIOBEKa, OpraHU3alny, opUIuIecKoro jumna. Vx passurue
MPOUCXOTUT CTOJb CTPEMHUTENBHO, YTO IPaBO HE BCErja yCHeBaeT olepa-
TUBHO pEarnpoBaTh Ha IMOSIBICHUE HOBBIX TEXHOJOTHYECKHX pemreHui. [To
9KCHEPTHHIM OIICHKaM, 10 COCTOSIHHIO Ha cepeanHy oKTsiOpst 2019 r. kamu-
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Tanu3anus BCeX KPUNTOBAIIOT cocTaBuia 6omnee 220 mupa gomi. CIIIA, uro
HE MOIJIO He O0YyCIIOBHThH HOIYJISIPHOCTh IIM(PPOBBIX aKTHBOB KakK 00BbEKTa
Hay4IHBIX HccienoBannii. CyIIecTBYeT IeJbIi Psa TEXHUUIECKUX KadecTB, C
peryjMpoBaHHUEeM KOTOPBIX paHee He CTalKUBajach MPaBOBasi HayKa: TEXHO-
JIOTHU PacIpe]eNICHHBIX PEecTPOB, OE3BO3BPATHOCTD MPOBEJCHHBIX Olepa-
Uil (TpaH3aKUWi), OTKa3 OT IEHTPAJIM30BAaHHOTO XPAHEHHs ITaHHBIX Ha
cepBepax, BO3MOYKHOCTh 3aKJIIOYEHUS] M BEJCHUSI CMapT-KOHTPAKTOB HEIO-
CPEACTBEHHO MEXIy CTOPOHAMM NIPH OTCYTCTBUHU IOCPEIHUKOB, BO3MOXK-
HOCTB KPYTJIIOCYTOYHOTO (DyHKIIMOHUPOBAHUS CHCTEMEI.

VYka3aHHbIE BO3MOKHOCTH HE OCTAINCh He3aMEUYEHHBIMU KpUMHHAJIUTE-
ToM. Tak, Mo psiay PKCHEPTHHIX OLEHOK, B 2018 . 00beM KpUMHUHAIBHBIX
CIETIOK, COBEPIICHHBIX C HMCIIOJIF30BAaHUEM TOJBKO JIAII OJHOW KPHUIITOBA-
JIFOTHI OUTKOWH COCTaBHJI MPUMEPHO 76 MIIPA JOJUL., TIPH 3TOM OCHOBHBIMH
HAalpaBJeHUsIMH KPUMUHAJIBHOTO HCHOJIB30BaHUS KPHUIITOBAIIOTHI (B COOT-
BETCTBUU ¢ oTdeToM EBporosna 3a 2018 T.) BeICTyaH:

HE3aKOHHBIH 000pOT HApPKOTHYECKUX CPEJICTB W IICHXOTPOIHBIX Be-
1mecTB (IIpUMEHEHUE TEHEBBIX UHTEPHET-CEPBUCOB, MPOJaXKa «XUMHYECKUX
KOHCTPYKTOPOBY, TTO3BOJIIONINX TTOKYTIATEII0 CAMOCTOSTEIFHO M3TOTaABIH-
BaTh HAPKOTHUKN);

OTMBIBaHHE TPECTYITHBIX JJOXOJ0B (Pa3BUTHE HEJIETaJbHBIX CEPBHCOB I10
KOHBEPTAIIMA KPUITOBATIOTHI M OOHANMYWBAHHUA (HATHBIX CPEACTB, HC-
MOJIb30BaHUE «IPOIPAMM-CMECHTENIEH», KOTOPBIE MO3BOJISIOT 3allyTaTh HC-
TOPHIO TPaH3aKIMH, OTMBIBAHUE Yepe3 CalThl a3apTHBIX WTP, UCIIOJIB30Ba-
HHUE KPUITOBAIIOTHI IIpH (GMHAHCHPOBAHUH TEPPOPHU3MA U T. [1.);

KOPBICTHBIE NPECTYIJICHUs], T/Ie BUPTYaJIbHAasl BaJIOTa SIBJISIETCS MPeIMe-
TOM IPECTYITHOTO MOCSATaTeIbCcTBA (MCIONIb30BaHNE (PEeHKOBBIX (TO/AeNb-
HBIX) DJIEKTPOHHBIX KOIIEIHKOB, CO3JaHHe (DUIIUHTOBBIX CAHTOB (WIJIH caii-
TOB-KOINi1) TOMYJISIPHBIX PECYPCOB, 3aIllyCK KpayAWHBECTHHTOBBIX HPOEK-
TOB M UHBECTUI[HOHHBIX (DOHJIOB, COOMPAIOIINX CPEIICTBA B KPUIITOBAIIOTE).

Heobxonmnmo akmeHTHpoOBaTh BHUMAaHHWE HA TEHACHIINH DPACIIMPECHHUS
CHEKTpa MCIOJIb3YEMbIX B KpUMHHAIIBHBIX 1IEJIIX KpunroBamor. Eciu panee
B KauecTBe aOCOJIIOTHOTO MOHOIIOJIMCTa KPUIITOPBIHKA BBICTYINAN OUTKOWH,
TO cefiuac B KpUMUHAIBHBIX CAETKaX BCE Yallle CTaJIH MPUMEHSITHCS BaJTFOTHI
C BBICOKOH aHOHUMHOCTBIO (ZCash, Dash, Monero).

[MonyasspHOCTh WCIMOJIB30BaHKS KPUITOAITOPUTMOB B KPUMHUHAJIBHOM
cpene OOBACHSAETCS TEM, UTO JI0 HACTOAIIETO BPEMEHH HE BBHIPAOOTAHEI YeT-
KHe NPaBOBBIE MTApaMETPhl KPUIITOBATIOTH M HE YCTAHOBJICHBI TPAaHMIIBI €€
6e30macHoOro 000poTa.

C ydeToM MEeXIyHapOIHOTO M OPTraHM30BaHHOTO XapaKTepa KOMIIBIO-
TEPHOM TPECTYMHOCTH B IIEJIOM Bce 0003HaUEHHbIE KPUMUHAJIbHBIE HAIIPaB-
JICHUS! MICTIOJIb30BaHMsl KPUIITOBAIIOT XapakTepHbl U i Pecnyoiuku bena-
PYCh, B KOTOPOH 3aKOHOIATENFHOE PETYINPOBAHNE UCTIONB30BAHMS TaHHBIX
(DMHAHCOBBIX MHCTPYMEHTOB HaXOJUTCS TOJBKO HA HAYAJILHOM CTaJHUU CTa-
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HOBJICHUA. B 3TOH CBS3M OTEYECTBEHHOMY 3aKOHOJATENII0 U IIPABOOXPAHHU-
TEJIbHBIM OpraHaM HeoOXOJMMO BbIPaOOTaTh CTAaHIAPTHI U METOAUKH IPO-
TUBOACHCTBUS yKa3aHHBIM IIPECTYIUICHHUSM, pa3padoTaTh TaKyl0 MOJEIb
MIPABOBOTO PEryJIMPOBaHKs 000pOTa KPUITOBAIIOTHI, B KOTOPOH ObUIH OBbI
peleHs! 3a/1a4l IpeayNpexIeHUs COBEPIICHHUS KOPBICTHBIX MPECTYIUICHU
U TIOAJIEPKKU MHHOBALIMOHHOTO Pa3sBUTHs DKOHOMHKH benapycu.

CrenyeT oTMeTuTb, uTo ¢ npuHstueM Jlekpera [Ipesunenra Pecriyonuku
Benapycs ot 21 nexabps 2017 r. Ne 8 «O paszputuu upoBoit IKOHOMUKH»
Hallla CTpaHa cTaja OJHUM U3 JIUAEPOB B IPABOBOM PErYIHPOBAHUU MOPA-
Ka oOpalleHus KpHUITOBATIOTH, NMPU 3TOM ompenencHue [lapka BBICOKHX
TEXHOJIOTUI B KayecTBE YIOJHOMOYEHHOIO CyOBEKTa peasM3alud HOPM
JTAHHOTO JOKYMEHTA MMEET, HECOMHEHHO, MOJIOKUTENILHOE 3HAYEHUE B ajl-
MUHHCTPUPOBAaHUM TEXHOJIOTHH peecTpa OJIOKOB TpaH3aKLMUH, a TaKKe
HHBIX TEXHOJIOTHH, OCHOBAHHBIX HA NPHUHIHMIIAX PACHPEINEIEHHOCTH, YTO
MO3BOJISIET HALIMOHAJBHBIM YYaCTHHKAaM OTHOIIEHUIl B paccMaTpuBaeMoOM
cdepe coBepmaTh ONEpanny C UCTIOIL30BAHIEM YKA3aHHBIX TEXHOJOTHI ¢
OoJIbILIeH CTENIEHBI0 0€30TIaCHOCTH.

B nacrosimee BpeMst pa3pabaTbIBacTCs psA MPOSKTOB HOPMATHUBHBIX Tpa-
BOBBIX aKTOB B JIJaHHOH cdepe, B ToM umcie npoekt Jlekpera [Ipesunenta
PecnyOonmuku benapych, HanipaBJIeHHBIH Ha pa3BUTHE NeiicTBytomero Jlexpe-
Ta «O pa3BuTHH U(YPOBON SKOHOMHMKHY», YTO CBHJETEILCTBYET O PEaKIHU
TOCYy/apcTBa Ha pa3BUTHE IU(POBOH SKOHOMUKH U KPUITOBATIOTHI.

OpHako, HECMOTPsl Ha MPEANPHUHSATEIE TOCYAAPCTBOM IIaru, MpeacTaB-
JsieTcsl HeOOXOIUMBIM BBIIEJIUTH CIEAYIOIINE TEPCIEKTHBHBIC HAIrpaBie-
HUsI TIPAaBOBOTO PETYJIMPOBAHUS paccMaTpUBaeMbIX (PMHAHCOBBIX MHCTPY-
MEHTOB, 4YTO MO3BOJHUT KaK YYaCTHHKAM OINEpaluil U MX UCIOJNb30BaHHEM
npeObiBaTh B OoJjblIel 0€30MacHOCTH, TaK M MPAaBOOXPAHUTENbHBIM Opra-
HaM ¢ OOJbIIEH Pe3yJIbTATUBHOCTHIO IIPOTHBOACHCTBOBATD NMPECTYILICHUSM,
COBEpIIAEMBIM C UCIOIb30BAaHUEM KPUITOBAJIIOT.

1. Onpenenenue eAMHON MEXIyHapOAHON MPAaBOBOM MO3ULUU OTHOCH-
TENbHO MPaBOBOI CYIIHOCTH KPUNTOBAIIOT, T. €. PEIIEHHEe BONPOCa MOTYT
JIM OHM OBITH BKJIIOYEHBI B COCTAaB JEHE)KHOW MaccChl MM HET. B HacTosmee
BpeMsl CYIIECTBYIOT /1B OCHOBHBIX MHEHHS: BUPTYyaJIbHbIE BAJIOTHI HE pac-
CMaTpUBarOTCs Kak (popMBI AEHET, HECMOTPS Ha HAJIWYIHE NTPU3HAKOB, CXO/I-
HBIX C NMPHU3HAKAMM JEHEXKHBIX CPEJCTB WJIHM 3JEKTPOHHBIX JEHET; KPUITO-
BJIIOTHI JIOJDKHBI OBITH MPUPABHEHBI K 0OBEKTaM IPa’KIaHCKHX IPaB C OJI-
HOBPEMEHHBIM OIpEAEICHUEM B CHELUANbHBIX HOPMATHUBHBIX MPAaBOBBIX
aKTax IPEAeNoB OE30MaCHOCTH HCIIONb30BAaHHUSA MOJENN KOJUIEKTUBHOTO
WHBECTHPOBaHHUs (KpayadaHIuHra).

B pamkax pemeHnst yKa3aHHOTO BOIIPOCa HEOOXOMMa BEIpabOTKa U yc-
TAQHOBJICHHE €IMHOTO peXXMMa KOHBEpPTAllUM BCEX BHJIOB KPUITOBAIIOT B
(raTHBIC YKBUBAJICHTHI.
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2. B messix npoTUBOEHCTBHS pacCMaTPUBACMBIM KPUMHUHAIBHBIM TIPO-
SIBIICHUSIM HEOOXOJIMMO YCTaHOBJICHHE 00s3aTeIbHON HACHTU(DUKAIMH BJIa-
JIENIBIIEB KPUITOBAIIOTH U MHBIX JIMI, YIaCTBYIOIINX B €€ 000poTe.

3. C y4eToM NpHUBEICHHBIX M HMHBIX MPUMEPOB UCIIOJIb30BAHUS PACCMAT-
pUBacMbIX (DUHAHCOBBIX HHCTPYMEHTOB B MHPECTYIHBIX IEJSIX MOJaracM
HEOOXOIUMBIM BBEJCHHE OTBETCTBCHHOCTH 33 HapyIIIEHHE CTaHAaPTOB 000-
pOTa KPUNTOMHCTPYMEHTOB, & TAKIKE CO3JaHUE OTKPBITON MEXIyHApPOIHOM
0a3bl TaHHBIX O JIMIIAX, JOMYCKAOIINX TAKHE HAPYIICHUS.

TakuMm 00pa3oM, KPHIITOBAIIOTA SBJISIETCS OTHOCHTEILHO HOBBIM M HaM-
0oJiee aKTHBHO DPAa3BHBAIOIIMMCS 3JIEMEHTOM IM(POBOM IKOHOMHKH, UYTO
00BEKTHBHO O0YCIOBHJIO Psiji IPOOIEMHBIX BOIIPOCOB, CBSI3aHHBIX C MPABO-
BBIM pEryJIMpOBaHHEM €€ 000pPOTa, B TOM YHCIIE OpraHu3anuu 3G QGeKTHBHO-
IO MPOTUBOJCHCTBUS KPUMUHAILHOMY HCIIOJIh30BAHUIO PACCMATPUBAEMOTO
(huHAHCOBOrO MHCTpYMEHTA. [Ipy 3TOM OCHOBHBIMH BOIIPOCAMHU B IIPABOBOM
PEryIHpPOBAHUHU SIBJITIOTCS OIPEICIICHHE €IUHON MEKIyHApOIHOW IpaBo-
BOIl MO3WIIMK OTHOCHTEIBHO IMPABOBOW CYIIHOCTH KPUITOBAIIOTHI, yCTa-
HOBJICHHE MEXaHHU3MOB WJICHTH()HMKAIMU BIAJEIbICB KPUITOBAIIOTHI U
HHBIX JIMI], YYACTBYIOIIMX B €€ 000pOTe, a TaK)ke OTBETCTBEHHOCTH 3a Ha-
PYUICHUS CTaHAAPTOB 000POTA KPUNTOUHCTPYMEHTOB.

VK 342.9

M.B. I'y0ny4, xaHOUIAT IOPUIUYECKHX HAYK,
BPEMEHHO HCIOJHAIONMIT 005M3aHHOCTH 110
JIOJDKHOCTH 3aMECTHUTENIsl HadyallbHUKa Kaden-
pHI ipaBoBoOil nHGOpMaTHKH Akagemun MBJ]
Pecnyonuku benapychb
gubichmv@yandex.by

CUCTEMA CYEBEKTOB HPOTMBOﬂEV[CTBVIFI NPECTYNNEHUAM
B COEPE BbICOKUX TEXHONMOIMK U UX KOMNETEHLUA

Konmeniue#t nanuoHanpHO# Oe3omacHoctd PecmyOnmuku benapycs u
npuHATOH B ee pasputhe KoHmenmueil wHpOpMAnMOHHON O0e30MMacHOCTH
oIpeJieJieHbl OCHOBHBIE (YHKIIMM CHCTEMBI OOeCHeueHMs HalMOHAJIbHOM
0€301acHOCTH, BBITIOJIHEHHE KOTOPBIX MpeIoaraeT AalbHenIIee coBep-
IIEHCTBOBAHUE MMEIOLINXCS TOJICHCTEM U MEXaHHW3MOB, 00ECIEUNBAIOIINX
HaJIS)KHOCTh U YCTOWYMBOCTH €€ (QyHKIHMOHUpOoBaHus. OJJHUM U3 Hampasiie-
HUIl yKa3aHHOH JEATENbHOCTH SIBJISIETCS] COBEPIIEHCTBOBAHHUE JIESTEIBHOCTH
CyOBEKTOB IPOTHBOJICHCTBHSI KOMITBIOTEPHBIM TPECTYIUICHUSM.

JlaHHBIE HOpMAaTHBHBIE MNPABOBBIE AKTHI 3aKPEIUIIIOT HEOOXOAMMOCTD
pemeHus 3a1a4 oOecrieueHNsT HallMOHAIBHOH 0€301acHOCTH Ha OCHOBE CHC-
TEMHOTO TOAXO0Ja, B TOM YMHCJIE€ MOCPEACTBOM pean3allii KOMILIEKCca
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B3aMMOCBSI3aHHBIX M€p, HAalpaBJICHHBIX Ha BBISABICHHE, IPEAYIPEKICHNUE U
HEWTpaNn3aluio BHYTPEHHUX M BHEIIHUX PHCKOB, BBI30BOB M YIpo3 0e30-
MacHOCTH. VCKITIOUUTENBHO BaXKHYIO POJIb JIs oOecriedeHus 3 peKTHBHO-
cTH (YHKIMOHUPOBAHMS YKa3aHHBIX CYOBEKTOB WIpacT HX IpaBHIbHAs,
Hay4YHO 00OCHOBaHHAsI OpraHU3alMOHHAsI CTPYKTYpa — CHCTeMa CyObEeKTOB
obecrieueHnst HHYOPMAIMOHHOW O0€30MaCHOCTH, a TaKXe MPOTHBOICHCTBUS
NPECTYIJICHUs! B cpepe BBICOKUX TEXHOJIOTHI — KaK ee I0JICHCTeMa.

CrenyeTr ykaszaTb, 94TO CyOBEKTBI, BOBJICUEHHBIE B PACCMATPUBAEMYIO
JIesITeNIbHOCTh, MHOTOYKCIIEHHBI M pa3HoOOpasHbl: rpaxiaane PecryOimku
Benapycs, nHOCTpaHHBIE TpaXkIaHe, OOIMECTBEHHBIE 00BEINHEHNS, IOPUIU-
YecKHe JIMIA; OpPraHbl IOCYJapCTBEHHOTO YIPABIEHUS, UX CTPYKTYPHBIE
MOJIpa3/ieNieHNs, JOJDKHOCTHBIE JINIIA, KOTOPbIE HaJeNCHBI ONpPENeICHHBIMU
MOJTHOMOYUSIMU B JIaHHOM cdepe. Takas MHOrocyObEeKTHOCTh 00yCIIOBIEHA
KOMIUIEKCHBIM XapakTepoOM IPOTHBOJCHCTBHSA MPECTYIUIEHHSIM B cdepe
BBICOKMX TE€XHOJIOIHH.

3ammTa KHU3HHU, 3J0POBbs, YECTH, JOCTOMHCTBA, IIPaB, cBOOO M 3aKOH-
HBIX MHTEPECOB YYaCTHUKOB OOIIECTBEHHBIX OTHOIIEHHUH OT MPECTYMHBIX U
WHBIX NPOTHBOINPABHBIX MOCATATENBECTB OTHOCHTCS K BaKHEWIINM (DyHKIH-
sIM TocynapcTBa. Pemenne Hanbosee BaXKHBIX, OCHOBHBIX BOIIPOCOB B Ipa-
BOOXPAHHUTENBHON cepe BXOAUT B KOMIIETCHINIO OPTaHOB T'OCYIapCTBEH-
HOTro ympaBiieHus. PaccmarpuBas aestenbHOCTh IIpesunenra PecrmyOmnuku
Benapycs, Cosera besonacnoctn Pecrrydmmku benapycs, HarmonamsHOTO
cobpanus Pecniyonuku benapycs, CoBeta Munuctpos Pecnyonuku bena-
pych B chepe MPOTUBOACHCTBHS KOMIBIOTEPHBIM MPECTYIICHHUSIM, HE00X0-
JUMO YYHUTBHIBATh, YTO paccMaTpHBaeMasi CHCTEMa SIBJSIETCS MOJCUCTEMOM
OoJsiee BBICOKOTO YPOBHS — HAallMOHAIBHOM Oe3omacHocTH. B 3T0# cBsizm
pEeLleHHE BOIPOCOB MPOTUBOJCHUCTBUS NPECTYIUIEHHSIM B c(epe BBICOKHX
TEXHOJIOTHH yKa3aHHBIMH CYOBEKTaMH OCYIIECTBISETCS, KaK IPAaBUIIO, B
KOMIUIEKCE BOIIPOCOB B c(hepe HAIMOHAIBLHON O€3011acHOCTH.

[Tpe3uneHT ocymecTBisieT odiiee pyKOBOACTBO CHUCTEMON 0OecTIedeHHs
HaIlMOHAJBHON 0€30MacHOCTH IyTeM peaau3allid CBOMX MOJHOMOYHMH B
aToit cdepe yepesz Coser bezonmacHoctu Pecnyonmuku benapycs u ero pabo-
ugnii opran — I'ocynapcTBeHHbll cexperapuar CoBeta besomacnoctu Pec-
myonmuku bemapyce, a takke uepe3 CoBer MunuctpoB Pecryommku bena-
pycs. IIpesunent Pecniyonuku benapych omnpenenseT OCHOBHBIC HarpaBiie-
HUSI JEATEILHOCTH TOCYapCcTBa IO 3aIIUTE KU3HEHHO BAXKHBIX MHTEPECOB
JIMYHOCTH, OOIIECTBA M TOCYAapCTBa OT BHEIIHMX W BHYTPEHHUX YIPO3,
OCYIIECTBIISICT (DYHKIMIO KOOPAMHAIMM JEATEILHOCTH IO O0OECIEeYEeHHIO
HallMOHAJILHOI 0€3011aCHOCTH, B TOM YHCIIE POTHBOJACHCTBUS TpECTyILIe-
HUSIM B cepe BBICOKMX TEXHOJIOTHH. YKa3aHHbBIM 3JIEMEHT paccMaTpHBae-
MO CHCTEMBI SIBJISIETCS €€ CTPAaTeTHUECKUM IEHTPOM, YTO MO3BOJSIET eMy
3¢ (QEKTUBHO BBINOIHITH BO3JI0KEHHBIE Ha HETO 3a/1a4u.

32


mailto:gubichmv@yandex.by

Coser besonacHoct Pecniyonuku benapyck — BbIcIIMi KOJUIETHaAIBHBIH
KOOPAMHAIIMOHHO-TIOJINTHYECKUII OpraH, CO3JaHHBIN B IEJAX pealu3aliu
moHOMoumit Ilpesnaenta Pecnyonukn Bemapych B o0mactu obecrieueHus
HAIMOHAJIBFHON Oe3omacHOCTH. ICX0/sl U3 M3JI0KEHHOTO OH Hapsiay ¢ ['na-
BOHM TOCylIapcTBa 3aHMMaeT LEHTPalIbHOE MECTO B CHCTeMe CyOBEeKTOB
obecrieueHns1 HAIMOHAIBHON 0€301acCHOCTH.

CucreMa OpraHoB HUCIIOJIHUTENBHOM BiacTH BO ryaBe ¢ CoBeToM MuHU-
ctpoB Pecnybnuku Benapych ocyiiecTBiasier (pyHKIUHM IO HEMOCPEACTBEH-
HOMY 0O€ecIIeueHHIO HaMOHANIBHOH Oe3onmacHocTH. OcHOBHAas 3anada Cose-
Ta MUHHCTPOB Kak cyObeKTa MPOTUBOJECHCTBHS NPECTYIUIEHHSM B chepe
BBICOKUX TE€XHOJIOTUI COCTOUT B HEMOCPEICTBEHHOM peann3aliii Ha HaJBe-
JIOMCTBEHHOM YPOBHE CTPAaTErMYECKHX peIleHu, npuHAThIX [IpesunenTom
Pecniy6uku benapycs u Coerom besonacHoctn Pecny6snuku benapycs, a
TaKXKe OpraHU3allMM BBIOJHEHUS TPeOOBAHUN HOPMATHUBHBIX IPABOBBIX
aKToOB B cepe MHPOpMaIMoHHOH 0€30IacHOCTH.

MuHHUCTEPCTBAa U TOCYIapCTBEHHbIE KOMHUTEThl PecnyOnuku benapych
corJIacHO 3aKoHozaTenbcTBY PecnyOnuku benapycs, peannsys 3agauu, Bo3-
JIO)KEHHbIE Ha HHX, YJacTBYIOT B OOCCIICUCHHH Pa3IMYHBIX acleKTOB IPO-
TUBOAEUCTBHUS NPECTYIJICHUSIM B chpepe BHICOKMX TEXHOJIOTHH B COOTBETCT-
BHUH CO CBO€Il KoMIeTeHIMeH. PyKkoBOICTBYsICh 3aKOHAMHU, JEKPETaMU, yKa-
3amu, pacropspkeHusiMH [Ipesunenta Pecny6nuku benmapycs, mocraHosie-
nusiMu [IpaButensctBa PecniyOnuku benapych, OHM peanu3yroT MOJUTHKY
roCyJapcTBa, HAMpPAaBICHHYIO Ha 3aIUTYy XM3HEHHO BAXKHBIX HMHTEPECOB
00BEKTOB 0€30MacHOCTH, B TOM 4Hcie kKndepOezomacHoCcTH. B aTol cBs3M
OpraHbl UCTIOJIHUTEIBHON BIACTH TAKXKE SIBJIIOTCS KOMIIOHEHTOM paccMat-
puBaeMoil cucteMsl CyOBEKTOB.

HanmonansHoe cobOpanmne Pecnybnmkn bemapyck ocymiecTBisieT 3axo-
HOJIaTEeNIbHOE PETYIUPOBAHME MCCIENYyEeMOH NeATeNbHOCTH, NpUAaeT es-
TENbHOCTU 3JIEMEHTOB CHUCTEMBI IIPABOBOM XapaKTep, yCTaHABIUBAaeT Ipa-
BOBBIE TIPEJEIIBI TAKOH AEATEIBHOCTH, TOCPEACTBOM M3AaHUS 3aKOHOB (hop-
Mupyet (hopMaNbHOE MPAaBOBOE EAMHCTBO IICNCH, 3ajad M IMOJHOMOYHH,
MPaBOBYO OOIIHOCTB 3JIEMEHTOB CUCTEMBI.

CyneOHble OpraHbl Kak 3JIEMEHT CHCTEMbI OIIEHHBAET C MO3UIIMH 1TPpaBa Te
700 WHBIE SIBJICHNUS, HETATHBHO BO3JICHCTBYIOIINE HAa COCTOSIHHE MH(OpMa-
LIMOHHOI1 0€30MaCHOCTH, ¥ IPUHUMAET PelleHHe O PUBJICYEHUH BUHOBHBIX B
HapyLIEHUH NPaBOBBIX HOPM, K YCTaHOBJIEHHOM 3aKOHOM OTBETCTBEHHOCTH.

IIpoxyparypa PecryGnuxu benapych koopAnHUpPYET PaBOOXPAHUTEBHYIO
JIeSITeNIbHOCTh TOCYAAPCTBEHHBIX OPraHOB, OCYIIECTBISIOIIUX NPOTUBOACHCT-
BHE TIPECTYIUICHHSIM B C(pepe BBICOKMX TEXHOJIOTHI, a TaKkKe OCYIIECTBIISIET
HaJ130p 3a TOUHBIM U €IMHOO0PA3HbIM UCIIOJTHEHHEM 3aKOHOIaTeIIbCTRA.

K HerocynapcTBeHHBIM CyObEeKTaM MPOTHUBOACHCTBUS NPECTYIUICHUSIM B
cdepe BBICOKHX TEXHOJOTHUH OTHOCATCS IOPHIAMYECKHE JIMNA, OOIIEeCTBEH-
Hble (OPMHUPOBAHUS, COJCHCTBYIOIIME OpraHam IpaBonopsiaka. JlaHHbIe
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3JIEMEHThI CUCTEMBI MOKHO paccMaTpHUBaTh KaK BCIIOMOTraTelbHbIE AIE€MEH-
ThI CHCTEMBbI, BBIMOJHSIOMKE QYHKIMH 1O HEMOCPEACTBEHHOMY BO3JCHCT-
BHIO Ha BHEIIIHIOIO CPEIy, YTO HE CHI)KAET WX 3HAYMMOCTH B 00eCIeUeHUH
(YHKIIMOHUPOBAHUSI BCEW CHUCTEMBbI CYOBEKTOB. ['pakiaHe Takke MOTYT
paccMmarpuBaThCsl B KadecTBe CyOBEKTOB paccMmaTpuBaeMoil cuctembl. Oc-
HOBHAsI POJIb TPAKIAH B YKa3aHHOW cdepe COCTOUT B CO3IaHHH OJaromnpu-
SITHBIX YCIIOBH BBITIOJHCHHS TOCYJIAPCTBEHHBIMU CYOBEKTaAMH BO3JIOKCH-
HBIX Ha HUX 3aJa4, B TOM UYHCJIE OKa3aHUE PA3HOCTOPOHHEH MOMOIIM IIyTEM
COOOIIeHNsT TTPAaBOOXPAHUTEIEHBIM OpPTaHaM O CTAaBIIUX MM H3BECTHBIMH
(hakTax TOTOBSIIMXCS, COBEPIIAEMBIX MU COBEPIICHHBIX MPAaBOHAPYIICHUH,
MPUYMHAX U YCIOBUAX, CIIOCOOCTBYIOIIUX UX COBEPIICHUIO, H T. II.

Ha ocHoBaHMM BBILIEW3IOKEHHOTO MOKHO 3aKJIIOYWTh, YTO MPOTHBO-
JIeficTBUE TPECTYIUICHUSM B cepe BBICOKHX TEXHOJIOTHH B OoJibIneii 1100
MEHBIIEH CTETIEHU COCTABIIIET KOMIIETEHIUIO BCeX 0e3 MCKIIOYEHHS TOCY-
JTAPCTBEHHBIX CYOBEKTOB MPOTHUBOICHCTBHUS MPECTYIUICHUSIM B chepe BBICO-
KHX TE€XHOJIOTHM, a TaAKXKE MOYKET OCYUIECTBIATHCA U HETOCYAapPCTBEHHBIMU
cyobektamu. [Ipu 3TOM ISl X KITACCU(UKAIIMHY, & TAKIKE BBISIBICHHS 3aKO-
HOMEPHOCTEH BO B3aMMOCBS3SX OTICNBHBIX CYOBEKTOB MPUMEHUMEBI O0IIe-
MPUHATHIC KPUTEPUH Kiaccu(UKaIuy, pa3paboTaHHbIC aMHHUCTPATHBHO-
MPABOBOW HAYKOW: TEPPUTOPUAILHBIA MacITad JIesTeIbHOCTH, OCHOBAHUS
o0pa3oBaHus, 00BEM M XapakTep KOMIIETCHIINH, MMOPSIOK PEIICHHs MO Be-
JIOMCTBEHHBIX BOIIPOCOB, KOHKPETHAsl HAIPaBJIE€HHOCTb KOMIIETEHLIUH, HC-
TOYHUK ()UHAHCUPOBAHHMS, MECTO B CHCTEME OPraHOB BJIACTH U OpraHU3aIlu-
OHHO-TIpaBoBas popma.

VIIK 343.98

B.B. I'yneBuu, kypcant Axagemun MB]/]
Pecnyonuku benapychb

gulevich_viktoriya.ru@mail.ru;

P.M. Ponot, kaHauAaT IOPUIMYECKUX HAYK,
JIONIEHT Kadeapbl KPUMHHATUCTHYECKHX IKC-
MIEPTU3 CIIEACTBEHHO-IKCIIEPTHOTO (haKynbTe-
ta Akagemuu MBJl Pecny6imku benapych

r.r.m.86@mail.ru

NUCNONb30BAHUE BO3M0)KH0CTEI7IV CYOEBHOW 3KCNEPTU3bI
B BOPbBE C KOMMNbIOTEPHOU NPECTYMHOCTbBIO

HeoTbemneMbiM aTpuOyTOM COBPEMEHHOTO OOILECTBA SIBJISIETCS] BCEOOH-
EeMJIFOLIMIT XapakTep NPOHHKHOBEHHS HWH(OPMAIIMOHHBIX TEXHOJIOTHH BO
MHOrHe cepbl AESATENPHOCTH 4YeNOBEKa — COLHUANbHYIO, (DHHAHCOBYIO,
yIpaBjeHYecKyto U 1p. KoMmmbloTep crajn He3aMeHHMBIM 3JIEMEHTOM pado-
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4ero cTojla Kak pyKOBOJUTENEH, Tak U PSIOBBIX COTPYIHUKOB NMPAKTUIECKH
BO BCEX HANPABJICHUAX KU3HEAEATeTbHOCTH. CerofHs MOXHO C yBEpEHHO-
CTBIO YTBEPI)KIATh, YTO €CIIHM PAHbIIE TEMIIbI Pa3BUTHS YEIIOBEUECTBA OIpe-
JIeJSUTICh JIOCTYITHOW €My DHEpruei, To Terneph — JAOCTYIMHOW MH(pOpMaIu-
i, TIpY 9TOM, HEB3Hpasi Ha SIBHbIE NPEHMYIIECTBA U JOCTHXKEHHs, HHPOP-
MaTu3alys SBWIACh MPUYNHONH MHOXKECTBA HETATHBHBIX TEHJCHIUH, 00ycC-
JIOBUBIINX HCIOJb30BaHUE KOMIIBIOTEPHBIX CPEJACTB B IMPOTHBOIPABHBIX
nenax. KpuMuHansHas cpefja MOBCEMECTHO «BOOPYXKHIIACH» COBPEMEHHBI-
MU JOCTH)KEHUSMHI WH()OPMAIMOHHBIX TEXHOJIOTHH HE TOJIBKO C IEIBIO CO-
BEPIICHUS «BBICOKOTEXHOJIOTMYHBIX» NMPECTYMJICHUH, HO U Al obecreue-
HUSI MEXaHU3MOB CaMOM IPECTYIHON AEATeIbHOCTH, (POPMHUPOBAHUS HOBBIX
MOJIXOZI0B B KOHCIIMPAINH, OKa3aHUs aKTHBHOTO MPOTHBOICHCTBHUS MPaBO-
OXPAaHUTEIBHBIM OpPTraHaM.

W3zy4yenue ombita 60pHOBI ¢ KOMIBIOTEPHOI MPECTYIMHOCTHIO OJTHO3HAY-
HO TIO3BOJIIET 3aKJIIOYHMTh, YTO TIOJNydCHHE 3HAYMMOW C KPUMHHAJIMCTHYE-
CKOW TOYKM 3peHHs] MHPOPMAIMHU IO MPECTYIUICHUSIM JTAHHOW KaTeropuu
SIBJISIFOTCSL B JIOJDKHOW cTerneHH 3()(EeKTUBHBIMU TOJBKO IPH YCIIOBUH MO-
BCEMECTHOTO MPUMEHEHHMS CIIEIMAIbHBIX 3HAHUH, 00JacThI0 U3YYEHHS KO-
TOPBIX SIBJISIIOTCS MH(OPMAIMOHHBIE TEXHOJOTHMH. B KkadecTBe onqHOM M3
OCHOBHBIX M HamOoJiee paclnpoCTpaHEHHBIX ()OPM HCIIOJIB30BAHHS CIELH-
aJIbHBIX 3HAHWH B JaHHOM HAIPABJICHWM BBICTYIA€T HAa3HAUYEHHWE U IPOBe-
JIeHHe CcyAeOHBIX KOMIbIOTepHO-TexHuueckux skcrneptus (CKTI). B na-
cTosilee BpeMs 3Ta 001acTh CyJeOHO-9KCIIEPTHOM e TeIbHOCTH MPECTaB-
JsIeT coOOM yXKe CIIOKHMBIIMICS OTIENbHBIA PO MCCIEAOBaHMM, KOTOpBIE
MIPOBOJIATCS ATl YCTAaHOBJIEHUSI OCOOCHHOCTEH M MPU3HAKOB KOMIIBIOTEPHO-
ro (udpoBOro, NPOrpaMMHOIO, CETEBOr0) OOBEKTA, BBISBICHHUS M H3y4e-
HUSI COOTBETCTBYIOIIEH CIIEZOBON KapTHHBI B pPacCleAyeMOM COOBITHH, a
TaKKe TOJIyYeHHUs JIOCTyNa K MH(POPMAIMOHHBIM pecypcaM, XpaHsSIUMCS
Ha HOCHUTENSX JaHHBIX, C MOCIEYIONUM €€ TIOTHOIICHHBIM HCCIIEI0BAaHUEM.

Hambonee pacnpoctpanenasiMu o0bekTamMmu CKTD, kak mpaBmio, BBI-
CTYHAIOT CJEIYIOIINE: epCOHaIbHbIE KOMIBIOTEPHI (HOYTOYKH, HETOYKH U
T. I1.); pa3HoOOpa3Hble HOCHTENW IAHHBIX; MepuepuiiHbIe 3JIEKTPOHHBIE
YCTpOMCTBA; CPECTBA CETEBON KOMITBIOTEPHON CBSI3M; BCEBO3MOXKHBIE KOM-
IUIEKTYIOIME U KOMIIOHEHTHl YKa3aHHBIX BBIIIE KOMIIBIOTEPHBIX CPEICTB
(cuctemHbIe OJIOKH, cepBepa, *KECTKHE AUCKHU, IUIATHl MaMSITH U Jp.); Tpo-
rpaMMHOE O0ecredeHue, BKIIOYas CaMH alTOPUTMBI, a TaKKe IepBOHA-
YaJbHBIE (MCXO/HBIE) TEKCTHI IIPOrPaMM; JIEKTPOHHBIE TOKYMEHTHI; (aiibl
MyJbTHUMEINA U TIp.

OcnoBHbIMH BugamMu CKTD saBisgroTest:

1) AnmapaTHO-KOMIbIOTEpPHAS SKCIEpTH3a, KOTOpask Ha3Ha4aeTcsl ¥ Mpo-
BOJIUTCSL B TE€X CIydasx, Korja HeoOXOIUMO ONpe/eNnuTh CBOWCTBA U TPH-
3HaKM (XapaKTepPHCTHKH, MapaMeTpbl) KOMIBIOTEPHO-AIIAPAaTHBIX CPENCTB
JUIsl YCTQHOBJICHHS OOCTOSTENBCTB, JETEPMHUHUPOBAHHBIX 3aKOHOMEPHOCTS-
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MU UX (QYHKIMOHHPOBaHHMS. 3a7a4aMHi yKa3aHHOTO DKCIIEPTHOTO Harpasiie-
HUS BBICTYIAIOT:

YCTaHOBJICHHE Ha3HA4YeHHsS M (QYHKIHMH O00BEKTa KaK KOMIIBIOTEPHOTO
CpPEACTBa, ONpEIeNICHIE TOH POJIN, KOTOPYIO 3TOT OOBEKT 3aHUMAIT;

omnpeneneHue Tumna (Buaa, MOAEH), CBOUCTB M TEXHUYECKUX XapaKTepH-
CTHK KOMITBIOTEPHBIX CPE/ICTB;

JIMarHOCTHKA TEXHWYECKOW WCIPAaBHOCTH W OIPENCIICHHE COCTOSHHS
KOMITBIOTEPHBIX CPEACTB, MOUCK B HUX OTKJIOHEHWH (Ie(eKToB) OT mapa-
METPOB, YCTAHOBJICHHBIX MIPEATIPHUATHEM-U3TOTOBUTENEM, U TIP.

2) IIporpaMMHO-KOMIIBIOTEPHAs 3KCIEPTU3a, KOTOpas HaIlpaBleHa Ha
YCTaHOBJICHHE 3aKOHOMEPHOCTeH co3maHus (pa3paboTkm), (GpyHKIHOHHPO-
BaHMA M H3MeHeHHus mporpamMmuoro obecnedenuss (I10). [lanHblit BHI
CKTD pemaet cneayrouiye 3a1ayu:

OTIpeJieTICHHE YCTAHOBOYHBIX XapaKTEPUCTHUK, MAPAMETPOB U (YHKIHO-
HQJIBHOTO Ha3HaueHus (cucremMHoro, mpuxiaaaHoro) IO, a Taxke THUIOB
TIOJI/IEPKUBAEMBIX AIIapaTHO-IIPOTPAMMHBIX IIIATHOPM;

n3yueHne (QYHKIMOHAJIbHBIX AITOPUTMOB M CTPYKTYPHBIX OCOOEHHO-
crew I10;

ompeneneHue 0a30BBIX XapPAKTEPUCTUK, KOTOPBHIM JOJDKHA OTBEYaTh
OIepalroHHas CUCTEMA;

ycraHoBneHne QyHKIWH U cBoiictB [10, ompeneneHne BpeMEHHBIX Ma-
paMeTpoB €ro MHCTAJUIALIUY;

JIMAarHOCTHKA (hakTHIecKoro coctosHus uccneayemoro 110, coctaa u ma-
paMeTpoB BXOZSIIMX B €ro cojepxanue Qaito (arpuOyThl, 1aTa HHCTAIIIS-
UM ¥ U3MEHCHHs), CIOCOO0OB BBOJIa-BBIBOJIA JAHHBIX, HATUYUSI (OTCYTCTBU)
KaKHX-JIN0O OTKIIOHCHUH OT 3aJaHHBIX TPeOOBaHUI (TTapaMeTpoB);

BBISIBJICHUE BO3MOKHBIX M3MEHEHUH, KOTOPBIM MOTIJIO OBITh HOABEPTHY-
to I1O mnocie ero HHCTAIALUH.

3) MudpopmanmoHHO-KOMIIBIOTEpHAs SKCIEPTU3a, NPEIMET KOTOPOil co-
CTOUT B OOHAPY)KEHWH, aHAIN3E U OIEHKE MH(OPMAIMH, OATOTOBICHHOH
nojp3oBareneM uin cozaanHoi [10 ¢ nenpro obecriedueHus (HyHKIIMOHUPO-
BaHMs MH(GOPMAIIMOHHBIX IPOLIECCOB B KOMITBIOTEPHOH cucTeMe. 3anauamu
TaKOW SKCIEPTHU3bI ABISIOTCS:

YCTaHOBJICHUE BUJIA U COJCPIKaHMsl MH()OPMALMHK (JJaHHBIX);

JIMarHOCTHKA COCTOSIHUS MH()OpPMAINH, BBIIBICHHE HAJINYUSI B €€ CO-
JIEpKAHUU HENPEeJyCMOTPEHHBIX INEePBOHAYANIbHBIM Ha3HAuU€HHEM JaHHBIX
(HapyIieHui IeJIOCTHOCTH, BPEAOHOCHBIX IIEMEHTOB);

OTIpeZieIeHNE TEePBOHAYATBHOTO COJepKaHUA HWH(GOPMAINH, MOABEPT-
mIeics U3MEHEHHIO;

ompeieTIeHHe 00CTOATENBCTB U YCIOBUI BHECEHHS M3MEHEHUI B coaep-
*aHue uHdopmanny;

YCTaHOBJICHHE MOCJIEAOBATEIIFHOCTH W MEXaHHW3Ma pPa3BUTHA pacclie-
JTyeMbIX COOBITHH, 00YCIIOBICHHBIX MOPSIIKOM CO3/1aHMsI, 00pabOTKH, U3Me-
HEHHS U COXPAHEHUS JaHHbIX;
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ONpe/ielIeHHe XPOHOJOTMUECKUX XapaKTepUCTUK BO3JEHCTBUS Ha HH-
(hopMaIMOHHBIC MACCHBEI,

YCTaHOBJICHHE TI0JIb30BATENBCKUX U MPO(GECCHOHATIBHBIX 0COOEHHOCTEH
co3parens (aBTopa, pa3padoTunka) nHGOPMAIIHH;

YCTaHOBJICHHE B3aUMOOOYCIIOBIEHHOCTH (TIPUYMHHOMN CBSI3U) MEXIY Ka-
KAMH-TN00 KOHKPETHBIMU ACHCTBUSMH ¢ MH(OpPMAaLUel U HACTYIHBIINMHU
MOCTECTBUSIMH U TIp.

4) KomnbloTepHO-CcETEBas IKCIEPTH3a, MPEIMETOM H3y4eHHsS KOTOpOH
BBICTYIIAIOT KOMIIBIOTEPHBIE CHCTEMBI M CPEACTBA, 00ECIeYnBalOIINe pea-
JIM3aLHUI0 CEeTEeBBIX MH()OPMALMOHHBIX TEXHOJIOTHH. 3alauaMy B yKa3aHHOM
HaMpaBJIeHUHU UCCIIE0OBAHUI BBHICTYIAOT:

ycTaHOBJICHHE (DAKTOB M BO3MOXXHOCTH HCIIOJIb30BAaHMS TEX WM HHBIX
KOMIBIOTEPHBIX CPEACTB AJIS BBIXOJA B ceTh VIHTEepHeT;

oOHapyXeHHEe U aHAJIM3 PEKBU3UTOB, HEOOXOAUMBIX IJISl JIOCTYNA K Ce-
TEBBIM pecypcam;

n3y4eHUe XypHaoB (IpoTokosioB) pabots! [10, npespHazHavYeHHOTO ISt
paborsl B cetn MHTEpHET;

YCTaHOBJICHHE JIJaHHBIX CETEBBIX COCANHEHN;

YCTaHOBJICHUE COJIEPIKAHMS CETEBBIX COOOILEHNH U TIp.

BrlmensinoxxeHHOE NOATBEPXKIAET, YTO CyJeOHass KOMIBIOTEPHO-TEXHHU-
Yyeckasi 9KCIEepPTH3a B COCTOSIHUU PEIaTh Pa3lIMuHbIC 3a7add, KOTOpPhIE, He-
COMHEHHO, SIBJSIFOTCSI BOCTPEOOBaHHBIMH IIPH pPacCieJOBAaHUU ITPECTYILIE-
HUH B cepe BBICOKHUX TeXHOJOTuil. Vcrnonp30BaHe BO3MOKHOCTEH CHELU-
aJbHBIX 3HAHWH B JAHHON OOJACTH MOXET SIBIISITBHCS HE TOJIBKO 3HAYMMBIM
HUCTOYHHUKOM BEIIECTBEHHBIX J0KA3aTeIbCTB, HO M BBICTYNATh HEOTHEMJIE-
MBIM aTpHOYTOM MNOBBIIEHHS 3((deKTHBHOCTH OOpPHOBI C KOMIIBIOTEPHOM
MPECTYIHOCTBIO.

YK 159.9; 343.9

A.B. HBaHOBCKHMii, [OKTOp TEXHHYECKHX
Hayk, mpodeccop, mpodeccop kadeapsl mpa-
BoBoil mHpopmatukn Axanemun MBJl Pec-
my6iukn Benapycs

a_ivanovsky@mail.ru

MOJENIMPOBAHUE NPOLIECCA ®OPMUPOBAHUA
OECTPYKTUBHON WHOOPMALINOHHOW BOWHbI

leomonmuTaeckie KOHKYPEHTHl aKTHBHO HCHONB3YIOT WH(POPMAIIMOHHOE
MIPOCTPAHCTBO MJIsI BEICHMS TNOJUTUYECKON (MHBIE TEPMUHBI: HIEOJOTHYe-
CKOM, COLMAJbHO-TIOJIUTHYECKOM, MH()OPMAI[MOHHOI) BOWHBI C IMOMOILBIO
JIECTPYKTUBHBIX UH()OPMAIIMOHHO-TICUXOJIOTUIECKUX Bo3zencTBuil ([IB).
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Puc. 3. CucremHBIi TOPAIOK GOPMUPOBAHUS 30H IPOTHBOOOPCTBA

B Konrenmuu nHpopmannonnoit 6e3onacuoctu Pecnyonuku benapyce,
yrBepxaeHHo# [Ipesunentom Pecnybnuku benapycs A.I'. Jlykamenko
18 mapta 2019 r., conmepxarenbHOe HalojJHeHHE TepMuHa JIB oTpaxaer
BECh CHEKTpP Yrpo3, BO3HUKAIOIINX MPU BEJCHUH COLNAIBHO-TIOJIUTHYECKO
BOHHBI (puc. 3).

Obvexmom npunoxenus 1B B mepByi0 ouepenb SIBISICTCS MOPALbHO-
ACUXONI02UYECKOe COCMOsiHUe 00ulecmed, KOTOPOe OIPEASsIeTcs ero Boc-
MPUSTHEM CIIOXKHUBIICHCS CUTyallud U HAMOHAJIBHBIM JTyXOM (MEHTAJIHTE-
tom). Mccnenyst CTPYKTYpHBIE 3J€MEHTHl HAI[HOHAJIBHOTO MEHTAJIHTETa,
A.B. IOpeBud BbIZIeNNI €T0 SAEPHBIN CIOM, KIIOUYEBbIE JIEMEHTHI: KOJUIEK-
TUBHYIO TaMsTbh; COLMAJbHbIE MPEACTABICHUS, YCTAHOBKM M OTHOIICHUS,
3aKpEeIUISIONINE UX KOJUIEKTHBHBIE DMOIIMH, YYBCTBA U HACTPOCHHS; HOPMBI,
LEHHOCTH M WJ€aJIbl; HAIIMOHAIBHBIN XapakTep U TEMIIEPAMEHT; sI3bIK; MEH-
TaJIbHBIE PENPE3eHTALNH KYJIbTYPbI; CTHJIb MBIIIICHUS M COLMAIBHOE BOC-
NpUSTHE; TTOBEJCHYECKHE 00paslibl; HAlMOHAIBHYI0 WIEHTUYHOCTh. Ha u3-
MEHEHHE 3TUX 3JIEMEHTOB U OpUEHTHPOBaHO JIB.

V3meHeHre MEHTATMTETA IPaXKIaH U O0LIeCTBa — POLECC ITHUTENbHBIH.
st hOpCcUpOBaHHOTO COKpAIIEHHS BPEMEHH JOCTHKEHUsI 1ieneil napopma-
IIHOHHOTO MPOTUBOOOPCTBA HMHTEPBEHTHI HCIHOIB3YIOT MEXHOLIO2UIO «OKOH
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Osepmonay. B TeXHOIOTHH «OKHO» OTPa)kaeT CMBICIIBI U YCTAHOBKH, B KO-
TOpblE BEpUT OOIIECTBO B JaHHBIM HcTOopuueckuil mepuon. ConepkaHue
JIAaHHBIX CMBICJIOB NIBITAIOTCS U3MEHUTH ¢ IoMollsio [IB, mpu 3TOM pactpo-
cTpaHsieMble MH(POPMaIMOHHBIE MaTepuallbl COAEpKaT Kak IpaBauBbIe (ax-
TBI, TaK U HEJOCTOBEpHYI0 HH(popManuro. Takoit ciocod nHbpOopMHPOBaHUS
COIPOBOXKIAET «pacraji UCTHHBI». B OCHOBe criocoba JIeKUT ruroresa o
TOoM, 9TO /B OTpaxaroT HOBYIO KapTHHY MHpPa M YEJIOBEK MOXET H3MECHUTh
CBOW TIPEXKHUE YCTAHOBKH, €CIIM OHM HAYMHAIOT HE COBIAJATh C PeajbHO-
cThio. DakT W3MEHEHHsS YCTAaHOBOK M CMBICTIOB OTPaKaeT CIBUT «OKHa».
TexHuuecku GOPMHUPYETCS U B CO3HAHNE OOIIECTBAa BHEPSETCS ITOCIIEI0BA-
TETBHOCTH MOMOB, CO3JAIOIIAs KaHBY JUIS TOATAITHOW ITOJAMEHBI CMBICIIOB U
YCTaHOBOK, 3aKpEIUICHWS HOBBIX IICHHOCTEH, BBITOJHBIX WHTCPBEHTY
(https://www.mackinac.org/OvertonWindow).

[pu omnenke MHGOPMAITMOHHONW OOCTAaHOBKM B BelHET MOXHO KOHTPO-
JUPOBATH X0 KOMITAHUH ITyTEM OIIEHKH COCTOSHUS PECYpPCOB, CTPYKTYPHI U
napamerpos JIB. Xox koMIaHUM BKIJIFOYAET PsJl 3TANOB:

1. BpiOupaercst riaBHas LieJib ¥ JIEPEBO JONOJHUTENBHBIX LeJIeH KOM-
nmaHud. {7 ZOCTKEHHS TIIAaBHOW LM WHTEPBEHT CHCTEMHO KOHIICHTPH-
pPYyeT pa3HOPOIHBIE PECYpPChl H KOOPAWHUPYET UX MPUMEHEHUE W3 CIHHOTO
LeHTpa. B cocTaB KOMIaHMM BKIIIOYAIOTCS ONEpPAIUH, HANpaBJIeHHBIE MPO-
TUB CTpaHbI-MHUIIEHU. X CTepKHEM SBIAI0TCS «0KHa OBEpPTOHAY.

2. B 3KOHOMHKE, TOJIUTHIECKOH 1 0OIMIECTBEHHOH AUIUIOMATHH, ITAPTH-
3aHCKUX omepanuii GOpMUPYIOTCS 30HBI JIETAIEHOTO W HEJETaJbHOTO Tpo-
TuBOOOpCTBa. IToMOIIE OKa3bIBAETCS OMMO3UIIMOHHBIM MOTUTHYECKUM Map-
TUSIM M TPYyIIIaM CONPOTHBIEHHUs BiacTH. Ha puc. 3 mepBele 0003HaUYEHBI
KBaJpaTaMH, a BTOPBIE — MPSAMOYTOIFHUKAMH. DTH TPYIIIEl TOIEPKUBA-
IOTCSl OpPTaHW3aIlMOHHBIM, (PHHAHCOBBIM, MH(DOPMAITMOHHBIM, HICOIOTHYE-
CKHM, KpEaTUBHBIM U IPOTrPaMMHO-TEXHUYECKUM BUIAMHU 00ECTICUEHUSI.

3. HHrepBeHT (QopMUpyeT TI'pyNIHPOBKY, MPOJBHUIAIOLIYI0 M 3aKper-
JISIOMIYIO B OOIIIECTBE CMBICIIOB M YCTAaHOBOK, B KOTOPHIX 3aWHTEPECOBAHEI
opraamzatopsl [IB. B cocraB rpymmupoBku Bxomat CMU (3apyOexHble,
HaIlMOHAJIBHBIC, perHoHajbHble, TB-KkaHambl, paguo, ra3ersl, UHTEPHET-
CMMN); comnmanpHbie Menua (TPYIINbI, KaHAJbI, 1IeJeBble COIMALHBIE CETH,
OJIOTepHI, TPOIUIH); aHATUTHYECKIE IEHTPHI (IKCIEPTHBIE COOOIIECTBa, CO-
IUOJIOTHYECKUE CITY>KOBI, WHCTUTYTHI TaMATH, KOMHTETHl H30upareneii);
OIIO3UIIMOHHBIE BJIACTU OPraHU3alyy (accouuanuy, o0lIecTBEHHbIE 00be-
JIMHEHHUSI, TPO(COIO3bI, IBIKEHNUS, Pa3iIMYHbIe TUIATGOpPMBI).

4. JIns rryOMHHOTO NMPOHUKHOBEHUS W TOKCHYHOTO BIMSHHA Ha 0Ore-
CTBO HCITONB3YIOT areHTOB BIHSIHAS B MHCTUTYTaX TOCYIapCcTBa: HMapIaMeH-
Te (IemyTaThl, MapTyuH, MapTHHHBIE TUTOIIAAKH); OpraHaX rOCyIapCTBEHHOTO
yHOpaBieHus (Cyabl, UCTIOJHUTENbHAS BIACTh); CHIIOBBIX cTpykTypax (KI'B,
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MBJ, MUC, apmust); oOpa3oBaHHU (TIPOTpaMMBI, OOMEHBI, TPAHTHI); KyJIhb-
Type (My3BIKQHTBI, XyI0XKHUKH, THUCATEIH, IEATEIN KHHO), criopTe ((haHaThl,
CHOPTKITYOBI). JIOTIOTHUTETFHO MOAKITIOYAIOT 3apyOeXHbIi 010K (I0TOBOPA,
3apyoexkuasie HKO, nemeramumm, nuruiomatsl); (GoHABI (MEXIyHApPOIHEIE,
HallMOHAJIbHbIE, PETHOHANIbHBIC); 3HAMEHUTOCTEH (aKTepbl, CIIOPTCMEHBI,
MY3BIKaHTHI H TIp.); TPaBO3AIIUTHUKOB (aKTUBHCTBHI, OPTaHU3AINH, MEKIY-
HapOJHBIE CTPYKTYPBI).

5. C nomonisto JIB oka3bIBaeTCss TOKCHYHOE BIMSHHE HAa TPaKJaH U UX
rpymnnbsl. KpoMe Toro, ocymmecTBisieTcst OLeHKa pe3yIbTaTUBHOCTH IIPOBO-
ITIUMOH paboTEHI.

CrpaHa-MHIIEHb 3aIIUIIAECT CBOW HAIMOHAJIBHBIE MHTEPECHI, B NEPBYIO
ouepenb MPABOBBIMH METOAaMHU. B OesopycckoM 3aKOHOIATENbCTBE BBE/IE-
Ha OMBEemcmeeHHOCHb 3a TPOTHUBOIIPABHYIO NIESTENBHOCTh, O0YCIOBJIEH-
Hyto JIB:

necTpykTuBHas mpomaranna — cr. 123 (Ilpomaranma BoiiHBI), cT. 130
(Pamxuranue pacoBoil, HAIMOHAFHON, PEIUTHO3HOW OO MHOW COIHAb-
HOW BpaXJbl WIH PO3HH) YTOIOBHOTO Kozaekca PecmyOmuku Bemapychb
(YK);

MIPU3BIBBI X HHOE NMOOYXK/ICHNE K COBEPIICHNIO MPECTYIIICHNH U aHTHCO-
OUANBHBIX JestHAl — cT. 146 (CxitoHeHne Kk camoyOuiicTBy), cT. 361 (Ilpu-
3bIBBI K JICHCTBUSIM, HAIIPABICHHBIM Ha NPUYMHCHNE BpeAa HalMOHAIHHOU
6e3onacHoctu Pecrryonmku benapycr) YK;

pactpoctpaneHne JoxkHoW mH(popmarm — cT. 188 (Kmesera), cr. 367
(Kireseta B otHOomenuu Ipesunenta Pecrrybnuku bemapycs), cr. 250 (Pac-
MIPOCTpaHEeHNe JIOKHOW MH(OpMAIK 0 ToBapax M ycmyrax), cr. 257 (O6-
MaH noTpebureneit), ct. 340 (3aBemoMo JI0)KHOE COOOIICHHE 00 OmMacHo-
cti), cr. 350 (Momudukams KOMIBIOTEPHOH wuH(popMammu), cr. 369'
(duckpenuramust Peciyonmkm bemapycs), cr. 400 (3aBegomMo JOXKHEIH J10-
HOC), cT. 401 (3aBegoMo JoxkHOE TIoKazanue) YK;

COKpHITHE OOIIeCTBEHHO BaXKHOW WHpopmamuu — cT. 268 (CokpbiTHE
00 YMBIIICHHOE HCKa)XCHUE CBEACHUH O 3arpsA3HEHHH OKpYXKaloIiei
cpensl) YK;

MyOIMYHbIE OCKOPOJICHUS, YHIDKCHWE YECTH M JOCTOMHCTBAa — CT. 189
(Ockopbmenue), cr. 368 (OckopOnenne [Ipesmnmenra PecryOmukn Bena-
pych), cT. 369 (Ockopbnenue npencraputens Buacti) YK.

Kak mokasana mmpakTHKa, 3TH HOPMBI OKa3bIBAalOT CBOE CJIICP)KHBAIOIIEE
BO3JICHCTBUE HA OPraHU3aTOPOB U MPOBOJHUKOB J[B.
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II.A. Kamina, marictp IOpBIIBIYHBIX HaBYK,
ctapuibl ciaenysl, Jlenincki (r. MiHcka) paéH-
Hel amm3en Cremvara kamiTdTa PoacmyOmiki
benapycn

p.kapitsa@sledcom.by

AB MPABNEMATbILbI BbIKAPBICTAHHA CNELbIANBHbIX QE}]AY
MPbI PACKPbILLI | PACCNEOABAHHI PACKPALAHHAY
Y COEPbI IHOAPMATbI3ALbII

VY Pacry6miner berapych y nsmeparnisi yac BBICOKiS TIXHAJIOTI1 aKThIYHA
VKapaHsoIIa ¥ JA3eHHACIb A3SAPKAYHBIX OpraHay i apraHizaiblil (mauei —
IBSApXKAYHBIA opranbl). st iX mparpaMHa-TIXHiYHara 3a0ecTsTI9HHS BBIIAT-
KyIOIlla 3HAYHBIS OIOMKITHBIS TIpamoBbld cpoiki. Jla pacmparoyki mpa-
IpaMHBIX TpaayKTay I maTp30 I3dpkKayHBIX OpraHay MpBILISTBaIoIIa
CHELBISUTICTE 3 HEI3SIPXKAayHBIX CyO’eKTay TracmagapaHHs Ha aJIuiaTHal
nmaraBopHail acHoBe. [IpaaMeTr Takix maraBopay OaBOJi CIIEIBIQIYHBI —
CTBapoHHE 1 yJackaHaJeHHE KaMIl'IOTapHBIX IparpaM. Y Takix yMoOBax
y3HiKae pBI3bIKa KpBIMiHAMi3ambli cdepsl iHpapMaThI3albli, a MEHaBiTa
VYBIHEHHSI PAacKpaJaHHAY OIOMKITHBIX CPOJKAY 1 KapyMIBIHHBIX 3/1a4bIH-
cTBay. Y racnajgapya-npaBaBbls aHOCIHBI 3 A3sipKayHBIMI OpraHami MOTYIlb
yBaxo3inb acoObl, sKis, HAyMBICHA HEBBIKOHBAIOYHl a00 HEHAJICKHBIM
YbIHAM BBIKOHBAIOYBl TIPBIHATHII Ha cg0e abaBs3ki ma paraBopax abd
pacmparoyusl i YaackaHaJCHHI MparpaMHbBIX MPAJYKTay, 3aBajioJBAIOIb
I3ApPKayHBIMI TPAIIOBBEIMI CpoakaMi. Y BBIHIKY 37ayblHHAM m3eHHACII
Takora Bimy OFOJDKITHBISL CPOIKI pacTpadBarollila, a Iparpamsl iHpapma-
ThI3AIIbII 3aCTAIOII[A HEPIaTi3aBaHbIMI.

HaifBaxxueiimaii akaimigHACIfO, sIKas ITaiiisrac JaKa3BaHHIO TIPHI BBITY-
JICHHI, PacKpBINIl 1 pacclelaBaHHI pacKpaJaHHSIY 1 Kapymmeli ¥ cdepsl
iHapMmaTeI3albll  I3pKayHBIX oOpraHay 3’syisenua (akT HayMmblcHara
HeBbIKaHaHHs a00 HEeHaJe)XHara BBIKAaHAHHS Tacliajlapya-lpaBaBbIX abaBs3a-
LEeNbCTBay. Y CyBs3i 3 TOTHIM HeabXoAHA JaKiajHa BBI3HAYBIIb, IITO
pacrpariaBaHae ImparpamHae 3a0eCcIsIudHHE 3 syiseria HssikacHbM. JIJist
BBIPAIIPHHS TaKOH 3ajaybl ciequaMy (CYMpaloyHIKy OpraHa Ja3HaHH:)
maTp30Hbl crienpLUThHEIT Beasl. 3rogHa 3 KIIK PacmyOmiki Bemapych stHBI
MOTyIb OBIIb BBIKAPBICTAHBI MPbI BbIKAHAHHI aCOOHBIX CIIEIYBIX J3ESTHHSY
(s Y¥a3emy BRIKIIKAeIIa CIeNbIUTICT) a00 MPhI MPBI3HAYYHHI SKCTIepTh3. Ha
NPaKTHIIBl TIPBl  pacciefaBaHHI 3J1aublHCTBAY Bidy, SKi pasrisigaenua,
JTANI3EHBIS TAaJaXX3HHI MOTYIh OBIIb pIali3aBaHbl a00 IUISIXaM MPABSI3CHHS
angy 3 yA3enaM CIIempiuTicTa, abo IUIIXaM MPBI3HAYSHHS SKCIEPTHI3BI.
Vsynsenna, mTo U BBHICHOBBI ad HsSIKAacHACII KaMIl'IOTapHAl Iparpamsl
HeracpyiHa arisiny (y Ja/3eHbIM BBINAJIKy — KaMIT'IoTapHaid TIXHIKI abo
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MaTiIpbisUIbHara HOCHOITY, Ha SIKOW TNparpaMHbl MPajyKT 3MsIIyYaelia)
HeJacTaTkoBa. ['9Ta 3Bs3aHa 3 THIM, IITO caMa CYTHACILb aryisily SIK clieuara
J3ESHHSA HE MpajyriekBae MardbIMaci palilk KaHKPITHBIS BBHICHOBBI a0
anmaBeqHacIi (HeajmaBelHACI) yJacliBacieil Taro I iHImmara a0’eKkty
MaTiIpbUIbHAra CBeTy IPYHBIM narpabaBaHHsM. A.B. Jlynay ajzHauay, mro
«cJemdbl ariyisy 3aKiIiodaeiia Y HemacpdJHBIM BBITYJICHHI 1 JacieaaBaHHI
ab’ekray, sKis Maloolb 3HAYSHHE /I KpbIMIHAJIbHAH cHpaBbl, 3 MATail
BBIBYYSHHS 1X NPBIKMET, ylacliBaclei, cTany 1 y3aeMapa3MsmusHHs». [3ta
3HAYBIIB, IITO MAI9ac arisiay MardbiMa TOJNBKI 3adikcaBamp i amicars THIS IIi
IHINBIS TPBIKMETHI 1 YiaciiBacii MatdpbisiibHara ab’ekra. Hampeikian, y
paTaKoJie arjsy MOXKHa 3aHaTaBallb, LITO 3aIlyCK IIparpambl He ai0bIBaela
(6e3 BBICHOY ab THIM aAmaBsIae r3Ta THIM I iHIIBIM MaTpabaBaHHAM a0o He).

HaiiGonbn BeparojHaii KpbIHiLAH J0Ka3ay y TakiM BBINAJAKY, Ha HaIly
JIYMKY, MOJKHa JIIYbILlb 3aKIJIFOU’HHE dKcrepTa. TobKi majdac mpassii3eHHs
9KCTIEPTHI3bI MOXKHA BBI3HAYBILH a/{ABEIHACIE KaMI IOTAPHBIX MParpamMHbIX
npajgyKTay MIYHbIM NatpabaBaHHAM 1 YMOBaM, MacTaBiyIIbl Mepaj Kamie-
TOHTHAl acobail (acobGami) aanaBeAHBIS IBITAHHI, NPBI TITHIM JKCIEPT,
a/IKa3Bal0Ovbl Ha MBITAHHI, TABIHEH CTIACHIIAIIA HA CyJacCHBIS BE/Ibl ¥ HAaBYIIbI,
TOXHIIIBL.

Jlnst BBI3HAUDHHS SIKACHACIII TParpaMHBIX MpaxyKTay Mpbl NPbI3HAYIHHI
aJilaBeTHBIX HKCIIEPTHI3 BapTa CTaBillb HACTYIHBISA MbITaHHI: «Lli anmassnae
pacmparaBanbl  (ykasaip Cy0’eKT racmajapaHHs) maBojie jgaraBopa (yka-
3alb JaTy 1 HyMmap JaraBopa) mparpamMHbl mpaaykT (ykasalb Ha3By a0o
IHIIBIS XapaKTapbICTHIKI) TOXHIYHAMY 3a/laHHIO Ha PACIpanoyKy Iparpam-
Hara npanykry?»; «Lli agnmaBsgae pacrpanaBaHbl (ykasaimb Cy0’eKT racra-
JlapaHHs1) naBojJie AaraBopa (ykasalpb JaTy 1 Hymap JaraBopa) nparpaMHbl
mpagykT (ykasalp Ha3By a0O IHIIBIS XapaKTapBICTBIKI) CydacHaMy CTaHy
pasBiuls HaBYKI 1 BBICOKIX TAXHajorii?». [lacraHoyka meHaBita apyrora
IIBITAHHS HeabXo/Ha Tamy, IITO HAA0OpacyMJIEHHBISI BBIKAHAYIBI MOTYIb
3HaxXo/[3ila ¥ 3MOBe 3 TpajcTayHiKaMmi 3aKa3yblka ajJ caMara Iadarky
NpaIpAypsl I3sApXKayHBIX 3aKylmak 1 aka3Ballb YIUIBIY Ha pacHpaioyky
«narpi0Hara» TOXHIYHAra 3aJIaHHSI.

Cictomail opraHay, ciy>KOOBBII acoOBI AKOH yrayHaBa)KaHBl Ha BBIKa-
HaHHE CY/IOBBIX 9KCIepThI3 y PacmyOmniupl benapycs, 3’synserua /3spxayHbl
KamiT@T cynoBbix odkcneptei3 (JAKCD). [lis 3pydyHacui NpbI3HAUIHHS
cleaybIMi 1 1HIIBIMI YTayHaBaskaHbIMI acoOami skcrepTed AKCO ¥ 2016 r.
BBIJIA/I3¢HBI 300PHIK METaIbIYHBIX PIKAMEHIAIBIHN, Y SKIM BBIKIAACIIIIA, SKis
BifIbI KCIIEPTHI3 MOTYI[h ITPABO/3IIIIA ¥ BEIAMCTBE, SIKisl MATIPISIBI TABIHHEI
HaKipoyBallla Ha JaciielaBaHHe 1 Ha SIKisl TBITAaHHI YIIayHaBa>KaHbl a/[Ka3Ballb
skcnepThl. [laBojule BBIIAHHS, JaciefaBaHHE IparpaMHbIX MpaayKTay i
KaMIT'IOTapHail TAXHIKI OpaBoj3illia Tagyac KaMil H0TapHA-TIXHIYHBIX
9KCTIEPTHI3. ATHAK y NPBIKJIaJax MbITAHHSY HA KCHEPTHI3H 1 ¥ 3aadax, sSKist
BBIpAIlIAIOLIA MPbI MPaBsI3€HHI lacielaBaHHs, a/[3Ha4yaHblsl BBILISH IbITaAHHI
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He ¢irypyroub. ['ata 3Haubp, AKCD ¥ usnepariHi 4ac sKCrepThI3bl Takora
BiJly HE MPaBOJI3AIIIIA.

VY cyBsi3i 3 TITHIM y3HiKae mpabieMa MOUTyKy KBalli(pikaBaHBIX CIICIBI-
smicray, skix 3rogHa 3 Hopmami KITK Pacny6niki benapych MosxHa npbiigsr-
HYLb Ja BbIKaHaHHS HeaOXOJHal KaMIl'I0TapHA-TIXHIYHAW HIKCIEPTHI3HI.
Vsaynsenua, mTo SHa Moka OBIIb BBIpAIIaHA JIByMa aCHOYHBIMI HIISIXaMi:
NaJIpbIXTOYKall aKcIiepTay i aanaBeIHbIX METOBIK TIPaBsI3€HHs IKCIIEPTHI3
y cicmame JIKCD abo npeinsraeHHem [T-cneusisutictay 3 iHIIBIX apradi-
3anbld. ATIONIHI BapbIIHT XOIb 1 3’sAysenia O0JbII XyTKIM MPBIMIHAIbHA
Jla pacciegaBaHHs acoOHara 3Ja4yblHCTBA, alie 3-3a cTpaTHacli (TTaBiHHBI
BbIJJaTKaBalllla J1aJaTKOBbIS OIOJDKITHBIS TI'PALLOBBIS CPOJIKI) 1 HEPATYJp-
Hacli (HeMardsIMacilh NpBIISArBalb aAMaBeHbIX CIEHbIUIICTAY Ha MacTasH-
Hail acHOBe) HalWOOJIbII MPBIMAIBHBIM 3 SyJISella NaJAPIXTOYKA CIeLbIsITi-
cray y JAKCD. Ilpbl r3ThiM HE BBIKJIIOYaHA TPaBSI3CHHE KaMiciiiHaii
9KCTIEPTHI3bI, 3aKIIOUPHHE SKOM MOka ObIIb MaApbIXTaBaHa CyMECHa
cymparoyHikami aJiiaBeHara BeJaMCTBa 1 1HIIBIX apraHi3allblil.

TakiM 9blHaM, MPBI pacciie[aBaHHI packpajaHHsIy y cdepbl iHpapma-
TBI3AIBI I3SPKAYHBIX OpraHay BakHa Jaka3alb (akT HASKACHACII pacrpa-
LlaBaHara IrparpamHara npajayKTy, HeaJlaBe/iHaclli siro TIXHIYHaMy 3ajaH-
HIO 1 CydacHaMy CTaHy pasBilllld HaBYKi 1 BBICOKIX T3XHamorii. Jns
BBIPAIIPHHA T3Tail mpabieMbl HAaTpIOHBI CIEHBLUIBHBISL BEIbl ¥ TalliHe
nparpaMaBaHHs. Haiibonbin 3¢eKThIyHBIM criocabaM iX BBIKAPBICTAHHS
3’syseniia NpbI3HAUYPHHE KaMIT FOTapHA-TAXHIYHAH OKCIEpPThI3bl. AJIHAK
KPBIMiHAJTICTHIYHBIS TaclieJaBaHHI MEHABITa TaKoTa Bify ¥ IsIIepallHi 9ac y
JKCD He mpaBozsiiia, mTo natpadye ado MPBINSTHEHHsS KBasli()ikaBaHBIX
aco0 3 IHIIBIX apraHizalplii, a00 MaAPHIXTOYKI HEAOXOAHBIX CIElBIUTiCTaY 1
METO/IBIK IIPaBsI3eHHS KCIIEPTHI3 y CiCT3ME BEJaMCTBA.

VIIK 343.37 + 004

B.®. Ketypko, npenonaBarens Kaeapbl
npaBoBoi nHpopmaTrkn Axagemun MB/]
Pecrry6nmukn Benapycs

kit-bu@mail.ru

COBPEMEHHbIE MPOBJIEMbI BbIABNEHUA MOLLEHHUYECTB,
COBEPLUAEMbIX C UICMONb30OBAHUEM
MHOOPMALIMOHHBIX TEXHONOMMIA

Pa3zButne MH(OPMALMOHHBIX TEXHOJIOIMH B COBPEMEHHOM OOLIECTBE
MIO3BOJIMJIO B JOCTATOYHON Mepe OOJNerdyuTh OOJBIIMHCTBO IPOLECCOB JKU3-
HesesaTenpHOCTH. bonbinas yacte Hacedenuss PecmyOnuku Bemapycu wuc-
MOJIb3YET pa3lInuHble MOOWJIBHBIC MPWJIOKEHUS ISl OIUIaThl OaHKOBCKUX

43

yciyr, obmeHust U T. 1. TeHaeHuus pa3BUTHI COBPEMEHHBIX MH(OpMalu-
OHHBIX TEXHOJIOTHI1 BO BCEX OTPACIISX JKU3HH OOIIECTBa SIBISIETCSI IIO3UTHB-
HBIM MOMEHTOM, OTBEYAIOLIUM TPEOOBAHUSIM BPEMEHH.

CoBepIICHCTBOBAHNE KOMIBIOTEPHON TEXHUKH, IPOrpaMMHOTrO obecre-
YEHUsI, YBEJIMYCHUs] CKOPOCTH Iepenayn nHdpopmauuu B cetd MHTepHer,
nepeMelieH s B Hel 0oJibIoro oobemMa nH(opManuy Mo3BOJIUIO HE TOJIBKO
OIaronpHUATHO OTPA3UTHCS B COLMAIBLHO-3KOHOMHYECKOH cdepe, HO U TpH-
BeJIO K ()OPMUPOBAHUIO TAKOTO SIBJICHUS, KAaK KHOCPIPECTYITHOCTD.

JesarenpHOCTE TOCcymapcTBa 1o obecrnedeHnto 3hdekTuBHONW HH(pOpMa-
IUOHHOW Oe3omacHOCTH Mo3BoimIa B Mapte 2019 T. mpuHATE U yTBEPIUTH
Konmemnuto nHpopManmoHHo# 6e3onmacHocTn Pecrrybnmku bemapycs, ko-
TOpas HIMPOKO PAacCCMaTPUBAET BONPOCHI CYBEPEHHWTETA CTPAHBI, 3aIUTy
KOHCTHTYLMOHHBIX IIPaB 'PakiaH OT MPECTYIICHUI B cepe BHICOKUX TeX-
HOJIOTHH.

B Pecny6nke benapyck mo cpaBHenuto ¢ 2017-2018 rr. ormevaercs
pocT mpecTyIuieHni B cepe BBICOKMX TexHoJornil. CocTosiHne KpUMHHO-
TCHHOW 00CTaHOBKU B siHBape — nekadbpe 2018 r. mo cpaBHenuto ¢ 2017 r.
CBUICTENILCTBYET O 3HAUMTENbHOM yBenuaeHun (+53,0 %; ¢ 3 099 no 4 741)
KOJIMYECTBA 3apErMCTPUPOBAHHBIX KUOEPIPECTYIUICHUH, TPH 3TOM YHCIIO
YTOJIOBHO HaKa3yeMBbIX ACSHUH YBEIMYMIOCH BO BCEX pernoHax Pecrmy0mm-
ku benapycs.

N3y4yeHne cTaTUCTUYECKUX JAHHBIX 110 MPECTYIUICHUSAM B c(hepe BBICO-
KHX TEXHOJIOTHUI MO3BOJSIET CAENaTh BHIBOJ O TOM, YTO HAMETHJICS POCT
3aMHTEPECOBAaHHOCTH KPUMHHAIBHOTO 3JIEMEHTA K JaHHOMY HallpaBJICHHIO.
3HaYNTEILHOE KOJIMYECTBO MPECTYIUICHUH — XHUIIEHUS! ¢ OaHKOBCKUX IUIa-
TEXHBIX cucTeM. OHAKO CIEAYET OTMETUTD, YTO B MOCIIEIHNE TObI AKTHB-
HO WCIIOJIb3YIOTCS CXEMbI 3aBJIaJIeHUs] MMYLIECTBOM IyTeM OOMaHa WIIH
37I0yNOTPEOICHUS] JOBEPUEM C HCTIOJIB30BAHNEM HH(OPMAIIHOHHBIX TEXHO-
noruii. B Pecniyonuke benapych naHHble neiicTBUsI KBaIU(UIHUPYIOTCS Kak
MOIIICHHUYECTBO, 3aKperieHHbIe B cT. 209 (MomeHHn9ecTBO) YTOJIOBHOTO
kozekca Peciyonuku Benapych.

HecMmoTpst Ha ymeHbleHHE KoaudecTBa MoleHHH4YecTB B 2018 1. 4 156
MoteHHn4ecTB (B 2017 r. — 4 823), oTMeuaeTcs ux pocT ¢ UCTIONb30BaHUEM
nH(popMannoHHBIX TexHOoNorui. HeodxoanmMo oTMeTnTH, YTO 11O MOIICHHH-
YecTBaM, COBEPIIAeMBIM B ceTd VIHTepHeT, He MPOBOAAT NMPOBEPKY MOApa3-
JIETICHNS TI0 PACKPBITHIO MPECTYIUICHHH B chepe BBHICOKMX TEXHOJOTHH, a
paccMaTpUBaIOTCS MOPA3/IENEeHUSIMH YTOJIOBHOTO PO3BICKA.

JInnam, obnagarommM nUGPOBBIMA KOMIIETCHIMSIMU U BO3MOXHOCTBIO
Joctyna K uH(opMaIuu JI000ro CBOWCTBA, OTKPHIBAIOTCS OOJIBIIME BO3-
MOKHOCTH HCIIOJIb30BaHUSI €€ B KOPBICTHBIX LENAX. B03MOXHOCTH mpe-
CTYIIHUKa COBEpIIATh MNPECTYIUIEHUs YNAJIEHHO, 0e3 HEeIoCpeICTBEHHOTO
KOHTaKTa CO CBOEH JKEPTBOW B 3HAYMTEIILHOIN CTEIICHHU 3aTPYyIHSCT BBISBIIC-
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HUE U PACCICAOBAHUEC TAKUX IMPOTUBOIPABHBIX ﬂeﬂHHﬁ, 06ycn013m/113a;1 BbI-
COKHMI YpOBEHb UX JIATCHTHOCTH.

VHTEHCHBHOCTD Pa3paOOTKH CXEM MOLIEHHHYECTB, COBEPLIAEMBIX MPH
IIOMOIITHU l/[H(bOpMaLII/IOHH]:IX TeXHOHOFHﬁ, HCIOCTAaTOYHOCTHL OIIbITAa M CHJI B
JIAHHOM HarpasJjeHUH OOpbOBI C TPECTYMHOCTHIO, ellle He MO3BOJISIET B JIOC-
TaTOYHOM Mepe IPOTUBOCTOATh JaHHOMY BUJY IIPECTYIUICHUN.

CoBpeMeHHbIe TPECTYITHUKH, pa3padaThiBas pa3iM4YHbIE CXEMbI COBEp-
IICHUS] MOIICHHUYECTB, COBEPINAEMBIX C HCIOJIB30BAaHHEM HH(OPMAIHOH-
HBIX TeXHOHOFHﬁ, HCIOJB3YIOT AOCTUIKCHHSA HAYYHO-TCXHUYCCKOTO IIPO-
rpecca, akTHBHO MCIOJIB3YIOTCS 3HAHHS B 00JIaCTH KOMITBIOTEPHOH TEXHUKH
U NpOrpaMMHUpOBaHUA. [[ns mojydeHus OONbIIeH BBITOJBI M NPUMEHEHUS
0oJiee M30LIPEHHBIX CIIOCOOOB COBEPILICHHS! MOILICHHUYECTB KPUMHUHAJIEHBIE
CyOBEeKTBHl OOBEAMHSIOTCS B YCTOWYMBBIE IMPECTYIHBIE TI'PYIIIBI, HOCSIINX
YacTO TPaHCHALMOHAIBHBIA XapakTep, NPH 3TOM JKEPTBOH IPECTYIHBIX
JesHUH MOXET CTaTh J000e (U3MUEeCKOe MU IOPUIUYECKOE JIMI0, Tocy-
JapcTBEHHAs M HErOCYAapCTBEHHAs OpraHU3aLys.

B Hacrodiee BpeMsl OIepaTUBHBIE COTPYJHUKU IPUMEHSIOT PEKOMEH-
Jalyd 10 BBIABICHUIO MOIICHHWYECTBA, KOTOPBIE IO CBOCH CTPYKType
CXOOHbI ¢ MOLICHHUYECTBAMU, COBECPUIACMBIMU C HMCIOJIB30BAHUEM I/IH(bOp-
MAaLMOHHBIX TEXHOJIOTHH, OHAKO UMEIOT MHYI cneuuduky. [laHHBIE 00-
CTOSITENIBCTBA ONPE/CICHHBIM 00pa30M CKa3bIBAalOTCS Ha CHIDKEHUHU CIHO-
COOHOCTH TPaBOOXPAHUTENBHBIX OPraHOB CBOCBPEMEHHO BBLIBIATH M pac-
KpBIBaTh ()aKThI COBEPIIEHHOTO NPECTYIICHHS.

bopbba ¢ MOLIGCHHUYECTBOM, COBEPIICHHBIM C HCIIOJIBb30BaHHEM HHPOP-
MAaIMOHHBIX TeXHOJ’IOFHﬁ, 6y,ueT BO3MOJXHa JIMIIb TOTAa, KOorjga mpaBooxpa-
HUTEJIBHBIE OpPTaHbl OyIyT BOOPYKEHBI HAyYHBIMH MOJIOKESHHSIMH U pa3pa-
6OTaHHI)IMI/I Ha UX OCHOBEC MNPAKTHUYCCKUMU PEKOMCHAAUSAMU IO BBIABJIC-
HHIO U PacCIeIOBAaHUIO JAHHOTO BHUIA IPECTYIUICHHI.

OueBUIHO, YTO CITy4al MOIIEHHUYECTBA, COBEPIIEHHOTO C UCIOJIb30Ba-
HHEM MH(GOPMALMOHHBIX TEXHOJIOTHH, ObLIN 3a()MKCUPOBAHEI M paHee, TeM
He MEHee COBEPIIANOCh OHO HE TaK 4acTo, Kak B HacToslee BpeMs. Paznuu-
HbIe HMCCIIEO0BATEIH OCYLISCTBUIIM IIONBITKH M3YYCHUs JAHHOH TEMBI, OJ-
HaKO paccMaTrpuBajId TOJLBKO OTACJIBHBIC 3JIEMCHTHI HpOGJIeM BBIABJICHUS
MOIIICHHUYECTB, COBEPIIAEMBIX C MCIOJIB30BAaHHEM HMH(POPMALMOHHBIX TeX-
Hojioruil. TakuM 00pa3oM, aKkTyalbHOCTh TEMblI OOYCJIOBJIMBAETCS PSIAOM
npo0bieM TEOPeTHYSCKOro M NPHKIAIHOTO XapakTepa. B HacTosiee BpeMs
HeO6XOJII/IMO PEeUINTL MHOT'O HAaYYHO-IIPAKTUYECKUX 3aJa4 COBCPHICHCTBO-
BaHUS ACATEIHLHOCTH OPraHOB BHYTPEHHHX jen Pecryonuku Benapycs, Ha-
MpaBJICHHBIX Ha BBIABJICHUEC MOIICHHUYECTB, COBCPUICHHBIX C HMCIIOJb30Ba-
HHEM UH()OPMAIMOHHBIX TEXHOJIOTHH:

TpebyeTcs Oosee MONHOE U3YUYEeHHE aHANIM3a [IPABOBBIX OCHOB M COBpE-
MEHHOT'O COCTOSTHHMS IIPAKTHKHY;
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HEO00X0AMMO pa3paboTaTh KPUMUHAIUCTHYECKYIO XapaKTEPUCTUKY JaH-
HOT'O BUJIa IIPECTYILICHUN;

PaccMOTPETh CIIOCOOBI COBEPIIICHHS;

BBIACTIUTH OPTaHU3allUOHHBIC U TAKTUYCCKUEC 0C06eHHOCTI/l;

pa3paboTaTh HAyYHO-NPAKTUYECKAE PEKOMEHIAINH IO MPOBEACHHIO
(opranuzanuu) CJieJCTBEHHBIX JEHCTBUH, OMEPATUBHO-PO3BICKHBIX M WHBIX
MEPONPHATHI NPH BBISBICHUH U PACKPBITHH IIPECTYIUICHUH.

VJIK 004 + 343

B.A. KynuHoB, xaHaunatr (Gpu3nKo-MaTeMaTh-
YeCKUX HayK, JOIEHT, mpodeccop Kadeaps
MHPOPMAIIOHHBIX TEXHOJIOTUH U KubepOe30-
nacHocTy HanmoHanbHOMN akafieMuu BHYTPEH-
Hux zen (r. Kues, Ykpauna)

kafedra@i.ua

COBPEMEHHbIE MPOrPAMMHbIE CPE[ICTBA
AN AHATM3A LU®POBBIX ®OTOrPAGUN,
KOTOPBIE MOT'YT UCMOJIb30OBATbLCA
B BOPbBE C KOMMLIOTEPHOW MPECTYMHOCTbIO

CeronHsi MBI Ha0JIIOIa€M BBICOKHH YPOBEHB MCIOJIB30BAHUS TPakaaHa-
MH BO3MOKHOCTEH COBPEMEHHBIX MH()OPMALMOHHBIX TEXHOJIOTHH B CBOCH
MIOBCE/IHEBHOW JESATEJILHOCTH, B YaCTHOCTH, aKTUBHOE CO3/laHHE MU LU}-
poBbIX (oTorpaguil U MX MyOJHKALMIO B COLICETSX, COXPAHEHHUE B CBOMX
CpeICTBax MOOWJIBHOM CBS3M U BBIYHCIHMTEILHOW TEXHUKH. PabOTHHKH
MIPaBOOXPAHUTEIBHBIX OPraHOB JUIs 3()(EKTHBHOTO MPOTUBOJICHCTBHS KOM-
IIBIOTEPHON TNPECTYMHOCTH MOTYT HCIIOJB30BaTh PsiJ COBPEMEHHBIX IPO-
TpaMMHBIX CPE/ICTB Ul aHann3a nupoBeIX GoTorpaduii, a IMEHHO: MOJ-
JIMHHOCTH, JaThl, BPEMEHH M MECTE CO3JaHUs, TeXHHYECKOIo YCTpoHcTBa
CBEMKH U CBEJIEHUH O YEIIOBEKE.

udposas poTorpadus, mo cyT, — 3To NPOrpaMMHbIi daiin, B kKoTopom,
KpoMme MH(POPMAIMHA O CaMOM HM300paXEHHH, COXpaHsAeTcs WHPOpMAIusI O
TOM, KaK OHO ObLIO cienaHo. JTa WH(OpManus Ha3bIBAaeTCS METaJaHHBIC
¢dortorpaduu. MeragaHHble pa3MENIAIOTCS B CBOMX CIIEIHAIBHBIX pa3zienax,
Kak, Hanpumep, «CBoiicTa daiina», EXIF, IPTC u npyrux, HeoOX0aUMBIX
npu xpaHenun ¢ororpaduil. Merananusie poto — uHGOpMALU, HOIE3HAs
B OOBIYHOM Clly4ae, HO onacHast Ul TeX, KTO X0ueT obecneyuTs cebe Mak-
CUMaJIbHYI0 aHOHUMHOCTb. Tak Ha3biBaeMble EXIF-nannble MoryT paccka-
3aTh HE TOJIBKO O Mapamerpax ¢oToanmnapara/cMapTdhoHa, U3 KOTOPOro Obl-
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na caenana Qororpadus, HO U MHOroe Apyroe (IaTy CO3JaHMA, Ie0J0Ka-
110, HH(GOPMAIIHIO O BIaaeNible POTO U T. 1I.).

CymecTByeT MHOXECTBO crioco0oB BeisicHUTH EXIF-mannbie ¢dortorpa-
¢un, HE3aBUCHMO OT TOTO, KTO €€ BIAJENEI] U IJe €€ MECTOHAXOXKACHHE.
Cpenu 3THX coco00B HaMOOJBIIEH MOITYISIPHOCTHIO TOJIB3YIOTCSI BapHaH-
ThI ¢ Opay3epoM, cpeactBaMu Windows u oHnaitH-cepBucamu. Paccmotpum
ux Ooree oAPOOHO.

1. C nomowwio 6paysepa. Iouck mHPopManuu mo Qortorpaduu ¢ mo-
MOIIBI0 Opay3epa, MoKalyi, caMblil IPOCTO M TOCTYIHBINA c1toco0. UToOsI
y3HATh HYXHBIE JJaHHBIE ITPO (HOTO, MOKHO HCIONB30BaTh: 1) it Google
Chrome — HyXHO ycTaHOBUTH pacmupeHue Exponator mmm Exif Viewer;
2) nns Internet Explorer — HyxHO ckadats npunoxkenue 1Exif. [Tocne ycra-
HOBKH PAacCIIMpPEHMS JOCTAaTOYHO JIMIIb HAaBECTH Kypcop Ha Jyoboe ¢oto,
9TOOBI TONMYYUTh HeoOxomumyto mHpopmanuio; 3) mis Mozilla Firefox —
Opaysep momnepxuBaeT ynoousre pacumpenns Exif Viewer wmm FxIF ms
pacIio3HaBaHUs METaJaHHBIX (OTO.

2. C nomowwro cpeocms Windows. HeoOXoauMo KIHKHYTH TIpaBOU
KHOITKOW MBI 10 (oTo, BEIOpaTh koMaHty «Properties» u HaiiTh B OKHe
BKIagky «Details», rie MOXXHO y3HaTh MapameTpbl (OTO, €€ TeOIOKALHIO,
JaTy U Ipyrue JaHHbIE.

3. C nomowpwio oHaauH-cepsucos. OHH TIO3BOISIIOT OBICTPO Y3HATH
EXIF-mannsie goto. JlocTaTodHo JHIIG 3arpy3uTh GoTorpaduio Ha CepBHC
WIN yKa3aTh IPSIMYIO CCBUIKY Ha HEE, @ BCE OCTAIBHOE OH C/IENAET CaM.

Findexif.com — GecrumatHplit cepBuc. MuHUMYM (pyHKIIMOHANA M TIPO-
CTOTa B HCIIOJIb30BAaHUM (B HEM HET BO3MOXKHOCTH 3arpy3uThb ¢oTtorpadumu,
cepBHC paboTaeT TONbKO co cchutkaMu). [IpenocrasmseTr EXIF-nannsre.

Fotoforensics.com — caiiT, KOTOpPBIi MOXeT OOHapyXwuTh error level
analysis (ELA), T. e. «gopucoBaHHBIe» OOJAacTH Ha W300paKEHUH HWIIH
BCTaBJICHHBIE B HErO IPH pefakTHpoBaHMU. [lociae oOpaboTku mporpaMma
BeIJaeT QoTorpaduio, rae peaakTupyemble GpparMeHTsl OyIyT BBIACIATHCS
Ha ¢one npyrux. Kpome Toro, mporpamma Taxke npemoctaBisier EXIF-
IaHHbBIE (oTOoTpadum.

Jeffrey's Exif Viewer — OecIIaTHBIN CepBHC, KOTOPBIN MO3BOJIAET OIpe-
JIETUTh TIpoucXoxaeHne Qotorpaduit m m3obpaxkenunit. C ero mMomomso
MoxHO y3HaTh EXIF-nannsie. [IpeumyinecTBo cepBuca B TOM, YTO OH IIO-
3BOJISIET M3YYNTHh M300pakeHHE KaK IO CChUIKE M3 ceTH VIHTepHeT, Tak |
3arpy3uB €ro ¢ KOMITBIOTEPA.

Google Search by Image — oOpaTHBIA TIOUCK M300paXCHUH: 3arpy3HB
(OTO, MOKHO OTCJICINTH MEPBOMCTOYHHUK, & TAK)K€ BBISICHUTD, I'7I€ OHA €Il
myOIMKOBaNIAaCh.
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TinEye — 3T0T HHCTpyMeHT pabortaer no mpuHIuny Google Search by
Image.

JPEGSnoop — mnporpamma, KOTOpas YCTAHABIMBAE€TCSI Ha KOMIIBIOTED
(pabotaer Tompko B Windows) W TO3BOJSIET CMOTPETh METaJaHHBIE HE
TONBKO M300pakeHu, Ho u popmaros AVI, DNG, PDF, THM. [Iporpammy
MOXKHO HCIIOJIb30BaTh 11 MHOTHX LEJICH: TO3BOJISET YBUIETh, PEIaKTHPO-
BaJIOCH JIM N300pakeHHe, BEISIBUTH OIIHOKN B IMTOBPEXICHHOM (aiiie u T. II.

PaccMoTpuM 0cOOEHHOCTH YCTaHOBJIEHHUsS MecTa cheMKkH. Ecim mnbop-
Manus O TE€OJIOKAIMH €CTh B METaJaHHBIX, TO OHa MOXET IOMOYb C IIpe-
JIETbHOM TOYHOCTBIO YCTAaHOBUTH MeCTO CheMKH. Ho B TO ke Bpemst Hanu-
YHe JaHHBIX O T'€OJIOKAIMH 3aBHCUT OT HECKOJBKHUX (haKkTopoB. Bo-mepBhIx,
OT YCTpPOHCTBa, KOTOPHIM ObliIa crenana gotorpadus. B HeKoTOpEIX Kame-
pax WM MOOWIBHBIX yCTpoiicTBax MoxkeT He ObITh GPS-maTanka, KOTOpBIit
(UKCcHpyeT KOOpIUHATEL. BO-BTOPBIX, OT JKeNaHMs MOJIb30BaTEIeH MOOHIb-
HBIX YCTPOHCTB — OHH MOTYT OTKJIIOYHTH T€OJOKAIMI0 U3 COOOpaKEHUH
MIPUBATHOCTH WJIM YMEHBIICHUS HAarpy3KH Ha aKKyMyJsTop. B-Tperbux,
HaJIMYMe TaKuX JTaHHBIX 3aBHCUT OT pecypca, Ha KoTopoM ¢ororpadus Obl-
nma omyOmmkoBaHa. CommanpHble cetH Facebook, Twitter mmm Instagram
YIQJIAIOT MeTaJlaHHbIe U3 caMux (oTorpaduii Bo BpeMs 3arpy3ku Ha cepse-
pHI 3THX pecypcoB. Ho B To ke BpeMs OHH MOT'YT HEIIOCPEJICTBEHHO ITOKa-
3bIBaTh WH(OPMAINIO O MECTOHAXOXIECHHU aBTOpa QoTorpaduu, ecim oH
nan goctyn Kk GPS-gatunky cBoero MOOMIBHOTO YCTPOMCTBA.

Wnorna BozHukaer HeoOxoauMocts B m3MeHeHnn EXIF-manHBIX doTo.
Camblit IpocToii CrOCO0 yAAINTh CKPBITHIE JaHHBIE B (POTO — UCTIOIB30BAThH
cucreMHble MHCTpyMeHTHl Windows. s 3Toro HeoOXOIMMO KIMKHYTbH
MpaBoil KHOMKO# MBIIIH N0 GoTorpaduu, BEIOpaTh KoMaHAy «Properties» u
Haiitu B okHe BKIanky «Detailsy. KnukayTsr BHU3Y TYHKT «YqaieHue
CBOHCTB W JIMYHON mHpOpManmmy. Ilocne 3Toro Ha BKJIaAKE MOXHO CaMo-
CTOSITENIEHO BBIOpaTh JaHHbBIE, KOTOpbIE HY)XXHO yaanuTb. Ecim Hexena-
TEJILHO TOTEPATh TH JAaHHBIE, TO MOXHO €O3/aTh Komuio (ororpadum c
yaaneHHbIMU EXIF-aHHBIX, COXpaHUB IIPU 3TOM OPUTHHAJL.

Hanmenee tpeboBartesieH kK nMpo)ecCHOHATBHBIM HAaBBIKAM CIIOCO0 — HC-
MI0JIb30BaTh OHJIAHH-CEPBHUCHI. XOPOIIMM NPUMEPOM TAKOTO CEpBHCA SIBIIA-
ercst IMGonline, KOTOPBIA TTO3BOJISIET OBICTPO BEIOPATH HY)KHBIE NAaHHBIC H
3aMEHUTHh WX HEOOXOIUMbIMHU ITapameTpamu. KommpoBaHHe BceX BCTPOEH-
HBIX METaJaHHBIX U3 OJHOH (ororpadmm B APYryro MPOUCXOAWT Oe3 Cka-
THSI 1 TIOTEPU KadecTBa.

TakuM 00pa3oM, HaMH TIPOBEJICH AHAJN3 COBPEMEHHBIX MPOTPaMMHBIX
CPEACTB Ul aHAIN3a METaJlaHHBIX U(POBEIX (oTorpaduii, KOTOPbIE MOTYT
UCTIONIb30BAThCS B 0OpPHOE ¢ KOMIBIOTEPHOI MPECTYITHOCTBIO.
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0 MPOGUNAKTUKE KOMNbIOTEPHOW MPECTYMHOCTH
HECOBEPLUEHHONETHUX

CoBpeMeHHOE pa3BUTHE HAYYHO-TEXHHUECKOTO mporpecca B PecryOuu-
ke benmapycp 00ycnoBnuBaeT npomecc COBEpLUIEHCTBOBAHUS MH(OpManNOH-
HBIX TEXHOJIOTHH, IIPEICTABIAIONNX OONBIION HHTEPEC KaK B IOPHIMIECKOH
HayKe, TaK ¥ B OOLIECTBEHHOW >KN3HH. HBIHEIIHNEe KOMIIBIOTEpHbIE TEXHO-
JIOTHU MMEIOT pa3jiMuHble MPEUMYIIECTBA, HO BMECTE C TEM OHHU CHOCOOCT-
BYIOT CO3/IaHHIO YCJIOBHH, KOTOpbIE OJIAronpHsATCTBYIOT COBEPIIECHUIO KOM-
MBIOTEPHBIX MpecTyIueHuil. CiaenyeT OTMETUTh, YTO KHOepIpecTymHOCTb —
JIOCTaTOYHO HOBBII BUA NPECTYIUICHHH, XapaKTEepU3YIOIIMICS OOIbIIUM
pa3sHooOpa3reM M M3MEHUYMBOCTBHIO B CBSI3M C HENPEPHIBHBIM Pa3BUTHEM
MH()OPMAIMOHHBIX TEXHOJOTHH M COBEPIICHCTBYIOMINMHUCS BO3MOXHOCTSI-
Mu ceTH MHTEpHET. OCHOBHOM MHTEPEC TAaHHBIX MPECTYIIEHUN COCPENOTO-
YeH Ha MH(POPMAIH, HHPOPMAIIMOHHBIX PECypcax MM TEXHHKE.

B Hacrosimee Bpemsl KOJIMYECTBO NPECTYIUIEHHH B WH()OPMAIMOHHOM
cdepe xapakTepusyeTcsi HEOJaronpHATHBIMH TEHICHIMSMH, KOTOpPBIE MpO-
CJISKUBAIOTCS Ha 00IIEM (DOHE pOCTa MPECTYIMHOCTH HE TOIBKO CPEAr B3pOC-
JIBIX, HO ¥ HECOBEPILEHHOJIETHUX IIPaBOHApyIUTened. HenpepbIBHbIN TEXHU-
YeCKHH TPOrpecc J0CTaTOYHO OBICTPO aKTUBHM3UPYET MHTEpeC JAeTei W MoJ-
POCTKOB B c(hepe KOMITHIOTEPHBIX MPECTYIUIEHUH, KOTOPBIE SBJISIOTCS OJHH-
MU U3 HanOoJiee aKTHBHBIX I0JIb30BATEJEH AIIEKTPOHHBIX YCTPOWCTB M ceTe-
BbIX pecypcoB. Tak, Hanpumep, B 2017 r. B Pecniyoiniike benapych k yrosos-
HON OTBETCTBEHHOCTH 33 KOMIIBIOTEPHBIE MPECTYIUIEHHS, COBEPIICHHbBIE He-
COBEpPIUICHHOIETHUMH, ObIITO mpuBiedeHo 34 muma, 2018 r. — 35, a B Havane
2019 r. naHHBIN NOKa3aTENb YK€ COCTABHII 9 HECOBEPILIEHHOJIETHHX.

[IpoTrBOnpaBHOE MOBEJEHHE HECOBEPUICHHOJIETHHUX JaBHO CUHMTAETCS
BakHeHIIel poOireMoit, TpeOyromie paspemenus. [lonuTika rocyaapcTsa
B OTHOIICHHH HECOBEPIIECHHOJETHUX BCErJa OTIMYaIack OCOOBIM IOAXO-
JIOM, CBSI3aHHBIM C 3a00TOU O NETSX W 3aIUTON JeTcTBA. 3aKkoHOM Pecry0-
nmuku benapycrk «O mpaBax peOeHKa» 3aKperieHbI OOIHE MOJI0KCHUS, CBS-
3aHHBIE C 3aIUTOHN JieTell, B TOM YHCJE B CBA3U C COBEPILICHUEM YTOJIOBHO-
IIPOTUBOIPABHBIX [JESHUHI. B yrojioBHO-IIpaBOBOM CMBICIE JAETH, HE JOC-
Turmue 18-eTHero Bo3pacra, UMEIOT OCOOBI MPABOBOM CTATyC B IUIaHE
IIPUMEHEHHUS K HUM yYTOJIOBHOI OTBETCTBEHHOCTH.
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HecoBepiienHosetHue — eie He chopMHUpOBaBIIUECs B MOJHOM cTere-
HU MOJIOJBIE IOHOIIM U JEBYHIKH, KOTOPBIM IPHUCYIIM OIpeIeIeHHbIE
OmMOKK B BBHIOOpPE COIMANBHO 0100psieMoro moBeneHus. dopMmupoBaHue
JIMYHOCTH HECOBEPIICHHOJIETHEIO HAXOAWUTCS €lle B CTaJUU CTaHOBIEHUS,
pa3BUTH, TakKe Jina 0oJiee IO/BEPKEHBI BIMSHUIO CO CTOPOHBI CTAPIIMX
10 BO3PACTY, YE€M B3pOCIHBIE, IBITAIOTCS MOAYAC MOAPAXKATH UM CBOUMHU
JIEWCTBUAMHU M TOBeieHHeM. [IpecTyruieHust B cepe KOMIIBIOTEPHOW WH-
(dopmanuu, coBepliacMble HECOBEPILECHHOJIETHHUMH, — XapaKTepHas 4epTa
COBPEMEHHON MPECTYITHOCTH, TPeOYIOIasi ONpe/IeIeHHBIX MOJX00B IS e¢
IIPEJOTBPALICHHUS.

VYronoBHbIM KoaekcoM Pecny6muxu benapycs (YK) nmpemycMotpeH psin
KOMIBIOTEPHBIX MPECTYIUIEHUH, KOTOPBIE HECOBEPIICHHOJIETHHE CIIOCOOHEI
COBEpIIATh, HE BIIaJies NMPU 3TOM OINpEETICHHBIMY 3HAHUSIMHU B 0071aCTH Mpo-
IpaMMHpPOBaHMs, @ BCEro JIMIIb OCHOBBHIBASICH Ha COOCTBEHHBIE HAaBBIKU U
TEXHUYECKYIO OCBEIOMIICHHOCTh B IaHHOH cdepe. B mociennue roas! mpaBo-
MIPUMEHUTENbHAs MPaKTUKa CBUIETENILCTBYET O TOM, uTo B PecmyOnuke be-
Jlapych HauOoJiee paclpOCTPaHEHHBIM MPECTYIUIEHHEM, KOTOPOE COBEpIIAeT-
Cs1 HECOBEPIICHHOJIETHUMH, SIBISETCS XHUIIECHUE IyTEeM HCIIOIb30BAHUA KOM-
meroTepHON TexHUKH (cT. 212 YK), npencrasisiomiee pa3HOBUAHOCT KPaXky,
YroJIOBHAsi OTBETCTBEHHOCTH 32 KOTOPYIO HAacTymnaer ¢ 14 ner.

MHorue 3amaJHOeBpPONEHCKNEe TocyJapcTBa B ONPEICIICHHBIX CIydasx
YCTaHABJIMBAIOT YIOJIOBHYIO OTBETCTBEHHOCTb 3a KHOEPIIPECTYIJICHUS Ha-
yyHas ¢ 14 ner. C 4 anpens 2016 r. BCTyNUBIINE B CHIIy U3MEHEHUS U JI0-
noiHeHus B YK npemycmarpuBaioT, B OTACIBHBIX CIydasX, CHI)KEHHE BO3-
pacrta ¢ 16 1o 14 ner, ¢ KOTOPOro HACTYIAET YroJIOBHAS OTBETCTBEHHOCTD 3a
KOMITBIOTEPHBIE IpecTyIuieHns. Heo0XoMuMo OTMETUTh, YTO MOJPOCTOK B
Bo3pacte 14 yieT crocoOeH 0co3HaBaTh MPOTHBONIPABHOCTH CBOMX JEHCTBHUH
B chepe KOMIBIOTEPHOH MH(GOpMALUH. YUNTHIBas COBPEMEHHbBIE BO3MOX-
HOCTH KOMITBIOTEPHBIX TEXHOJIOTHH, UX JIOCTYITHOCTh, a TaKkxke nHdopmanu-
OHHBIII WHTEpEC HECOBEPUICHHOJIETHUX LENECO00Pa3HO CKOPPEKTHPOBAThH
MepedyeHb CTaTeil, MpeayCcMaTPUBAIOIINX HACTYIIEHHE YTOJIOBHOI OTBETCT-
BEHHOCTH 3a KOMITBIOTEpHBIE MPECTYIUIEHUs ¢ 14 JeT ¢ 1enbio HeJomye-
HUSI IPOOEIIOB B CTATUCTUYECKOM y4eTe KOMITBIOTEPHBIX MPECTYILICHUI.

CrnenyeT OTMETHUTh, YTO 3HauMMasl pojib B MPEAYNPEeXICHHU KOMIIbIO-
TEPHBIX NPECTYIJICHUH HECOBEPIIEHHOJIETHUX OTBOJIUTCS UX POAUTEISM.
Benp MMEHHO OHM HaXOJIATCS B MOCTOSTHHOM KOHTAKTE CO CBOMMH JICTBMHU.
B cBoe Bpems M3BECTHBIH aMepHKaHO-KaHAJCKUH y4eHbIl B 00JIaCTH WH-
¢dopmartuku Puyapn Xont cripaBeainBo MOJUEPKHYJ, YTO «POAMTEISM He-
00X0IMMO 3HAaTh KPYyT OOIIEHHs CBOMX JETeil M MX aKTUBHOCTbH B cetu VH-
TEpPHET U B peajbHOIl u3HW». Kpome 3TOro, mpaxkTuka MoKas3bIBAaeT, 4TO
CYIIECTBYET CBSI3b MEXAY KHOEpIpPECTYIUIEHUSIMU U HU3KHM YPOBHEM ca-
MOKOHTpOJISl IIKOJILHUKOB. [lo MHeHHI0 XonTa, sl pOIUTENeH 3TO Tpen-
CTaBJIsieT OONBUIYIO CIOXHOCTh. «JTH JETH HMITyJIbCUBHEE, OHU Oojee
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CKJIOHHBI K PHUCKY; €CTh 0OJIbIIasi BEPOSATHOCTh TOTO, YTO OHU BOCHOJIB3Y-
FOTCSI BBITIABIICH BO3MOXHOCTBIO, — 00BICHUI OH. — [To3TOMY KpaiiHe Bax-
HO TTOHUMATh TTOBEJICHUE CBOUX JCTEH.

[IpoBeneHue MPOPUIAKTHUECKON pabOThl CPeld HECOBEPIICHHOIETHIX
COTpYJIHHKaMHU 00pa3oBaTeIbHBIX yUYpEeKAEeHHH BecbMa 3()(EKTHBHO B OT-
HOIIICHHUHU JIETeH CTapIero MIKOJIHHOTO BO3PACTa, HO HECOBEPIICHHOICTHHE,
KOTOpBIE TOJBKO 3HAKOMSATCS C INI00aJbHBIM MH(POPMAIIMOHHBIM ITPOCTPaH-
CTBOM, HYXJIQIOTCSI B HENPEPHIBHOM MHAMBUYaIbHOW PabOTe CO CTOPOHEI
cBomx poxureneit. [IpeacraBnsercs, 94To IS TOCTIKEHUS yCIexa B BOIPO-
ce HeJIONYLICHUs] COBEPLICHUS MPECTYIJICHNn B MH()OPMALMOHHOH cdepe
HECOBEPILIEHHOJIETHUMHU 0c000€ 3HaYeHHE MMEET OCBEJIOMIICHHOCTh POJIU-
Teneld B JAaHHOW 00NAacTH, yCTAaHOBKA JOBEPUTEIHHBIX OTHOIICHHHA MEXKIY
POJMTENSIMHA U JE€TbMH, a TAaKXKe MCIIOJIb30BaHNE CHEIUAIBHOTO MPOrpaMM-
HOTO 00ecIeyYeHus, MO3BOJISIONIETO HE TOJIbKO KOHTPOJIUPOBATh, HO M Orpa-
HUYWBATh JESATEIBHOCTh peOcHKa B cetn MHTepHeT M np. OueBUIHO, UTO
KOHTPOJIb M TOAPOOHOE pa3bsSCHEHHE OTBETCTBEHHOCTH 33 COBEPILICHHUE
MPOTHBOIIPABHBIX JIesTHUH B MH(MOpMaMOHHOW cdepe, a Takke NpHUBEIeHNE
JCHCTBUTENHHBIX TIPAMEPOB, OYIET CIOCOOCTBOBATH YMEHBIICHUIO KOJIHAYe-
CTBa COBEPIICHHUS NPECTYIUICHUH HECOBEPLIEHHOJIETHUMH B JAaHHOH 00J1acTH.

Takum o0Opa3om, HenpepbiBHas M IleJ€HANpaBieHHas paboTa ¢ Heco-
BEPIICHHOJIETHUMH SIBJIICTCS 3aJIOTOM ycIieXa B MPO(UIAKTHKE COBEpIIe-
HUSI KOMITBIOTEPHBIX IPECTYIUIEHUH NOoApacTaonuM nokojaenueM. C 1esbo
00BEKTUBHOTO BEJICHUSI CTATHCTHYECKOTO y4eTa KOMIBIOTEPHBIX MPECTYII-
JICHUH, COBEPIICHHBIX JIMIAMH MOJIOJKE yYKa3aHHOTO BO3pacTa, IpaBHIIbHEE
ObUIO OBl NpeayCcMaTpUBaTh YTOJIOBHYIO OTBETCTBEHHOCTh 32 HEKOTOpBIE
KOMITBIOTEPHBIE IPECTYIUICHUS! C HACTYIUIEHHEM YacTUYHOW (HENOJIHOW)
JIeecIiocoOHOCTH (JIUIIO B Bo3pacte 14 mer).
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HEKOTOPBIE ACNEKTbI MPUMEHEHUA
®AKTOPHOIO U KOPPENALUWOHHOIO AHATIU3A
MPU NOCTPOEHWUU 3OOEKTUBHON CUCTEMbI UCCIIELOBAHMA
KOMMbIOTEPHON NPECTYNHOCTU

Cornacao Konnenmuu wHpopManmoHHO# Oe3onmacHocTH PecmyOmmkn
Benapych Tpancdopmanus conpyma B HHGOPMAIIMOHHOE OOIIECTBO MOPOK-
JIaeT HOBbIE PUCKH, BHI30BBI U YIPO3bI, KOTOpPHIE HAINPSIMYIO 3aTPardBaioT
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BOIIPOCH 00ECIICUCHUS] HAITMOHAIBHOW 0E30MacHOCTH, B TOM YHCIIE 3allu-
IICHHOCTh WH()OPMALIMOHHOI'O MPOCTPAHCTBA, WH(OPMALMOHHOW HHDpa-
CTPYKTYpBI, HHHOPMALMOHHBIX CHCTEM U pecypcoB. PearnpoBanue Ha puc-
KU U BBI30BBI B MH()OPMALMOHHOH cdepe ocyliecTBiseTcs BceMH 0e3 Hc-
KJIIOYEHHSI TOCYapCTBEHHBIMH OpPTaHaMM M OPraHH3aIMsAIMH B COOTBETCT-
BUH C 00JIaCTBIO MX JEATEIBHOCTH COMIACHO HEIOCPEACTBEHHOMY IpeHa-
3HAYEHHUIO MaKCUMAJIbHO IIOJIHO U ONepaTuBHO. I'ocyqapcTBEHHOE pearupo-
BaHHE Ha PUCKH, BBI3OBBI M yrpo3bl B HHPOPMAIMOHHON cdepe mpesrona-
raet cOop mHpoOpMAMU 00 WCIONB3YEeMBIX TEXHOJOTHIX, crocobax aecT-
PYKTHBHBIX MH()OPMALOHHBIX BO3ICHCTBHI M COBEpIICHUS KHOEpIpecTy-
IUVICHUH, aHalu3, OLEHKY U INPOTHO3MPOBAHHE COCTOSHUSA O€30HMaCHOCTH
JIAaHHOHU cepbl, BBISBICHHE PEANTU3YIOUIMXCS BBI30BOB M YIpo3, JIOKaJIH3a-
IIUI0 HETaTUBHBIX IIOCIEACTBUIl M BOCCTAHOBJIICHHE HAHECEHHOTO Bpena
(ymep6a), IpH 3TOM BaKHOE 3HAYEHHE OTBOIMTCS HApALIMBAHUIO AEATEINb-
HOCTH NPaBOOXPAHUTENBHBIX OPraHOB 110 NPEAYNPEKICHUIO, BBISIBICHUIO U
MPECEYCHUIO TPECTYIUIEHUH NPOTUB MH(MOPMAIMOHHOW 0e30macHOCTH, a
TaKKe HAJIOKHOMY 00ECIIeUeHHIO 0e3011acHOCTH HH(OPMALHH, OXpaHIeMOR
B COOTBETCTBHH C 3aKOHOIATEIIHCTBOM.

Maremaruka, Oyayun aOCTpakTHOM HayKoil, o0yasaeT yHHBEpCaTbHBIM
XapaKTepoM, M NOTOMY €€ AOCTH)KEHHs IPUMEHHMbI KO MHOTHM OTpacisiM
3HaHWH, B TOM YHCIIe ¥ K OOIIECTBEHHBIM HayKaM, U K FOPHCIPYACHLHH,
0COOCHHO B TeX 00JacTsX, I1e BO3MOXKEH Ipouece (GopMann3alii 3HaHUH,
IIPU 3TOM CJIEIyeT OTMETHTh, YTO OCHOBHBIM II0JIEM COBEPIICHHS MPECTYII-
JIeHui B cpepe BHICOKUX TEXHOJIOTHH SIBJISETCS KHOEPIPOCTPaHCTBO, KOTO-
poe OpraHu30BaHO M (PYHKIIMOHUPYET MO CTPOTUM «3aKOHAM MaTeMaTHKI.
B oT0if cBs3u U1t TOBBIIICHUS 3()(HEKTUBHOCTH OOPHOBI C KOMITBIOTEPHOM
MPECTYIHOCTBIO, HApsy C TPAIMIHOHHBIMHU METOAaMH OOpBOBI 0COOYIO
3HAYUMOCTh MIPUOOPETAET TTO3HAHUE 3aKOHOMEPHOCTEH pa3BUTHsI KPUMHUHO-
JIOTUYECKUX M COLMAJBHO-IIPABOBBIX SBJICHUH, OCHOBAHHBIX Ha NPHUMEHE-
HHUHU HayYHBIX METOJIOB HCCIICOBAHUS.

Bce sBieHMs M npolecchl, CBS3aHHBIE C KOMITBIOTEPHOH IPECTYITHO-
CTBIO, HAXOJATCS BO B3aHMOCBS3U U B3aMMOOOYCIOBICHHOCTH. OfHH U3
HHUX HENOCPEJCTBEHHO CBSI3aHBI MEXAY COOOH, Apyrue KOCBeHHO. BaxxHbIi
METOJIOJIOTHYECKUIT BOIIPOC B COBPEMEHHOM MHpE — BBISBICHUE, M3YUCHHUE
U u3MepeHue (PaKTOpOB, BIHUSIONMX HA KOMIBIOTEPHYIO MPECTYITHOCTD.
[Tpu sToM mpeacTaBisieTcs, YTO HAMOOJBIIUM MOTEHIIMAJIOM B HCCIENOBa-
HUH KOMIIBIOTEPHOH MPEeCcTyMHOCTH 00ianaeT (HaKTOPHBIA aHAIN3, OCyIle-
CTBJIIEMBI IOCPEICTBOM OSKOHOMETPUYECKOW METOAUKH HCCIEHOBaHMUS,
YTO T03BOJISIET HAYYHO 00OCHOBATh CTPATErHI0 M METOJUKY IPOTHBOJIEHCT-
BUSI KOMITBIOTEPHOW MPECTYIHOCTH, a TaK)Xe NPOTHO3UPOBAThH €€ YPOBEHb U
Te SIBJICHHUS, KOTOPBIE €€ MOPOXKIAIOT U 00YCIIOBIIMBAIOT.
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VYka3aHHasi HAMHU MMO3MILUSI OCHOBBIBAETCS HA TOM, 4TO (paKTOPHBIN aHa-
JIU3 SIBISIETCS] aPOOUPOBAHHON HAYKOH COBOKYITHOCTBIO METOJIOB M MOJIC-
JIel, U3Y4aloluX U OOBSACHAIONIMX CBS3U MEX1y HAOJII0JaeMbIMU KOJHYe-
CTBCHHBIMH U KaYCCTBEHHBIMHU MPHU3HAKAMHU, M3MEPSIOIIUX CTCICHb BIIUS-
HUsE (DAKTOPOB Ha HM3MEHEHHE PEe3yJIbTATHBHOTO MOKazareis. ['oBops 1o
Ipyromy, (HakTOpHBINA aHAIH3 — 3TO U3YUYCHHE B3aHMMOCBS3U PE3yJibTaTa U
(axkTopoB (IIPUYHH).

BwMmecre ¢ Tem, Kak MOKa3bIBaeT NMPAKTUKA MPUMEHEHUs TEOPETHYECKUX
KOHCTPYKIHUH, ISl JOCTHXKCHHUSI Pe3ysibTara, MO3BOJIIONIEI0 OTOOPa3UTh
CBSI3U B peaJbHOW KU3HU C PE3y/IbTATAMU TEOPETUYECKUX PACUETOB HEO0O-
XOJMMO MPUMEHEHUE KOPPEISIMOHHOTO aHAIN3a — MeTo1a 00paboTKU cTa-
TUCTUYECKHMX JIAHHBIX, C MOMOIIBIO KOTOPOTO H3MEPSETCS] TECHOTa CBSI3U
MEXy ABYMs Win 0oJiee IepeMEeHHBIMH, YTO OCOOCHHO Ba)KHO VISl HCCIie-
JIOBaHHSI COLMANIBHBIX SIBJICHHI (B TOM YHCIIE MPECTYITHOCTH) U OCOOCHHO B
KHOepIpocTpaHCTBE.

KoppensoHHbIl aHan3 TECHO CBs3aH C PErpecCHOHHBIM, C €ro Io-
MOIIBIO ONPEEIISIOT HEOOXOAUMOCTh BKITIOUEHHS TE€X MM HHBIX (HaKTOPOB
B YpaBHEHHE MHOXECTBEHHOMN PErpecCuH, a TAKIKE OLCHUBAIOT MOJY4YCHHOES
ypaBHEHHE PErpecCHr Ha COOTBETCTBHE BBISIBICHHBIM CBSI3SIM.

C nomouipio (HaKTOPHOTO aHATM3a MOXKHO PEIINTh JIBE OCHOBHBIE 3a/1a4H:
c/lenarh OIMMCAHNUE KOMITBIOTEPHOM MPECTYIHOCTH KPaTKO M B TO K€ BpPEMs
BcecTopoHHe. Hcmonb3yst (akTOpHbBI aHaIN3 MOXHO BBISIBUTH (DAKTOPBHI,
OTBEYAIOILKE 33 HAJIMUUE CBSI3EM MEXKIy UCCIIEyEMbIMU IIEPEMEHHBIMU. YKa-
3aHHOE II03BOJISIET, HAIPUMEpP, NP IPOBEACHHM aHAIMTHYECKOW paboThl,
COMYTCTBYMOLIEH MPOMUIAKTUKE, PACKPBITHIO, PACCICAOBAHUIO KOMITBIOTED-
HBIX TPECTYIUICHHUH, aHAIN3UPOBATh OICHKH, ITOJYYEHHBIC M0 HECKOJIbKUM
IIKaJiaM, BISBJIATH CPEIA HUX CXOJHBIC MEXKIY COOOW M MMCIOIIUE BHICOKHUIA
KO3 QUIMEHT KOPPEJISIIIMK, YTO MO3BOJISET IPENosaraTb O CylIeCTBOBAHUI
JIATEHTHOU MEPEMEHHOM, C MOMOIIBI0 KOTOPOil MOXHO OOBSCHUTH HAOIIO-
JIaeMOE CXOJICTBO MOJIyYCHHBIX OLICHOK. Takasi JIATeHTHAs! IePEMEHHAsI U SIB-
JsieTcss TeM (aKTOpPOM, KOTOPBIM BIHMSET HAa MHOTOYMCIICHHBIE ITOKA3aTeNn
JPYTUX TEPEMEHHBIX, YTO MPHUBOJUT K BO3MOXHOCTH M HEOOXOIMMOCTH OT-
METUTh €ro KaK Hamboiiee oOmImmii, Ooilee BBICOKOTO Tmopsiika. Takum oOpa-
30M, MOXHO BBLICJIUTH [(BE 1K (PAKTOPHOTO aHAM3a MPH UCCIICIOBAHUH
NPECTYIUICHUI B chepe BHICOKMX TEXHOJIOTHH:

olpeJieJIeHHe B3aUMOCBSI3Ei MeX/ly IIEPEMEHHBIMH, UX KJlacCU(pHUKALUsL,
T. €. «00beKkTHBHAs R-ki1accudukanmsy;

COKpaIlCHUE YHCIIa IEPEMEHHBIX.

Jlns BBIsSIBICHUS HanOOJIee 3HAYMMBIX (DaKTOPOB IIEJIECO00Pa3HO IpUMe-
HSTH METOJ TJIaBHBIX KOMIOHEHTOB. C TOMOIIBIO 3TOT0 METoJa MOXKHO
YMEHBIIUTh Pa3MEPHOCTh JAHHBIX MyTEM 3aMEHbI B3aMMOCBS3aHHBIX (KOp-
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penmpyeMbIX) KOMIIOHEHTOB Ha HE CBsI3aHHBIE (akTophl. Jpyroil BaxHOI
XapaKTePUCTUKON METOJa SBISECTCS BO3MOXKHOCTh OTPAaHHYUTHCS Hamboee
MH(OPMATUBHBIMH TJIABHBIMH KOMIIOHEHTAMH M UCKIIIOYHUTH OCTAIbHBIE W3
aHaJIM3a, YTO YNPOIIAET HHTEPIIPETALUIO PE3YJIbTATOB.

@DaKTOpHBIN aHATN3 MPOBOJUTCS B HECKOIBKO JTAIIOB.

[Ipu mpoBeneHNH TEPBOTO 3Tala OCYMIECTBIIETCS aHAJIH3 MPOOIEMHOTO
HoJIst B 1IeJsIX 0TOOpa (hakTopoB, HAIpUMeEp, 00YCIOBIMBAIOIIMX COBEPIICHNE
KOMITBIOTEPHBIX MPECTYyIUICHHH. BTropoli 3akiroyaercs B KiaccuBUKAIMUA U
CHCTEeMAaTH3allil YKa3aHHBIX (akTopoB. Ha TpeTbeM CTpOWTCS CTPYKTypa
CBSI3eH MEXIy pe3yJbTaTHBHBIM U (DaKTOPHBIMH IMOKa3aTensiMu. Ha gerBep-
TOM HPOBOJIMTCS PAacueT BIAMSHMS (HAaKTOPOB U OLIEHKA POJIM KaXKIOT0 U3 HUX
B M3MCHEHUM BEJIMYMHBI PE3yJIbTaTHBHOIO IOKa3aTellsl. 3aK/IFOUUTENIbHBIM,
TISITBIM, 3TAIOM SIBIISIETCS FICTIOIb30BaHNe (DaKTOPHOW MOJIENN Ha TPAKTHKE.

Takum 00pa3zom, ¢ TOMOIIBIO (PAaKTOPHOTO U KOPPEISIIMOHHOTO aHAIN3a
n3 BCEH COBOKYIMHOCTH (haKTOPOB MOXHO BBIJCIHUTH 3HaYMMbIE (DaKTOPBI,
KOTOpBIE JIOCTATOYHO TOYHO BIIMSIIOT Ha KOMIIBIOTEPHYIO MPECTYITHOCTb.
Hns moctpoenns 3¢dekTuBHON cUCTeMBI OOPHOBI C KOMITBIOTEPHOU Mpe-
CTYITHOCTBIO, BRIOOpA ONTUMAIFHBIX Mep €€ MPOoIIAKTHKA Tpedyercs Ha-
y4HOE CONPOBOXAEHHE, HHPOPMAIMOHHOE O0ecleyeHne, BaKHOE MECTO B
KOTOPOM IMPHUHAJICIKUT aHATH3Y (PaKTOPOB, CIIOCOOCTBYIOIIUX HETaTHBHBIM
HM3MEHEHHSIM KOMITBIOTEPHOM MPECTYITHOCTH.

V]IK 343.985

J.H. JlaxTMKOB, KaHAMJAT IOPUANYECKHX
HayK, JOLEHT, HAYaJbHUK Kadeaphl IPaBOBOH
WHPOPMATHKH  YYpSKIAEHUS  00pa3oBaHUsA
«Axazemusi MuHHCTEpCTBAa BHYTPEHHHX eI
Pecrry6nmukn Benapyce»

dzymitriy@yandex.by

. HEKOTOPbIE ACMEKTbI
NPOTUBOJEUCTBUA KOMMNBbIOTEPHOU NMPECTYNHOCTHU

B nHacrosmiee BpeMst HaOIrOAaeTCsl YCTOWYHUBBIA POCT MPECTYIUICHHUH, CO-
BEpIIAEMbIX C HCIHOJIB30BaHNEM HMH()OPMAIMOHHO-KOMMYHHKAIIMOHHBIX TEX-
HOJIOTHH, TP 3TOM HE TOJBKO MNPECTYIUICHUH NPOTUB HH(OPMAIOHHOMN
0€301acHOCTH M XMIIEHHH C MCHOJIb30BAaHUEM KOMITHIOTEPHOW TEXHUKH, HO
OoJiee «TpaAUIIMOHHBIX», TAKUX KaK MOILIEHHHMYECTBA, BHIMOTaTeJIbCTBA H JP.

[TpoGnema MpOTUBOACHCTBHS AAaHHBIM MPECTYIIICHUSIM HPHUBIICKAET BCE
Oonbliee BHUMAaHME HCCIEJOBAaTeNeH pa3lIUYHBIX OTpacieil Hay4HOro 3Ha-
HUSI, IPU 9TOM HEOOXOJUMOCTb MPOTHBOJICHCTBHS JAaHHOMY BHJY NPECTYII-
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JIeHUH, 00yCIIOBIMBAET ¥ aKTyaIN3UPYET PsA MPOOIEMHBIX BOIIPOCOB, KaK
TEOPETHYECKOT0, TaK M MPHUKIAJHOro xapakrepa. K akTyanbHBIM BoIpocam
B 9TOM HAIPaBIEHUU OTHOCATCS TaKHe Kak MOBBIIICHUE ONEpaTUBHOM OCBe-
JIOMJICHHOCTH COOTBETCTBYIOIINX CYOBEKTOB, COBEPILIEHCTBOBAHHE MOUCKO-
BO-aHAJMTHYECKOH PabOThI, ONMpEAENeHNe aKTyalbHBIX HAIpaBICHUI HC-
CeOBaHUi, NOATOTOBKA KaJApOB U Jp.

B mporuBOAEHCTBUM IPECTYNHOCTH ONpPEAEICHHAs POJb OTBOIUTCS
MIPUMEHEHUIO ONIEPAaTUBHO-PO3BICKHBIX MEp, HANIPAaBICHHBIX HA MPEIyIpex-
JIeHHE, BBISBIICHHE M NPECEYECHUE NPECTYIUIEHUH. AKTyalbHOCTh MEp OIle-
PaTUBHO-PO3BICKHOTO XapakTepa OOyCIIOBIEHa TaWHBIM XapaKTepOM IIpe-
CTYIUICHUH, a MPUMEHEHHE HETJIACHBIX BO3MOXKHOCTEW MO3BoJsieT 3 (ek-
TUBHO pEIIaTh CTOAIINE Iepes NPaBOOXPAHUTEIBHBIMU OpraHaMH 3ajayu.
ITpu ocymiecTBIEHNHM TPOTUBOACHCTBUS MPECTYITHOCTH BO3HUKAET HEOOXO-
JUMOCTb B BBICOKOH OCBEJOMIIEHHOCTH OPraHOB BHYTPEHHHX J€ll, YTO, CO-
[JIACHO MPAaKTHUKE ONEepPaTHUBHO-PO3BICKHON aesrenbHocTu (OPJ), ocymiect-
BUTH 0€3 TOMOIIM TpakAaH 3aTPyIHHUTENILHO. 3aKOHOJATEIbCTBO B cdepe
OP/Jl no3Bo€T UCHONB30BaTh BO3MOKHOCTH JIULI, OKa3bIBAIOIINX COIEHUCT-
BHE Ha KOH(UICHINAILHON OCHOBE, C LEJIBI0 YCTAHOBJICHHUS COOBITHS IIpe-
CTYIUICHUS U JIMLI, IPUYACTHBIX K €r0 COBEPLICHUIO, BBISIBICHHS OCOOEHHO-
CTE!l MPECTYNHOM AEATEIbHOCTU M pELIeHUS APYrux 3azad. B teopuu u
npaktuke OPJl u npH oCyIIeCTBIEHUH NPaBONPUMEHUTENBHON NEATEIBHO-
CTH BBIIEISAETCS aHOHUMHOE COJEMCTBUE, KOTOPOE OTIENBHBIE YUEHBIE OT-
HOCSIT K Pa3HOBHUAHOCTH KOHQHIECHIMAIBHOTO, PYrHe — K CaMOCTOSTEIb-
HOMY BUIy coneicTBus cyobektam OPJI, oTMedasi, YT0 aHOHUMHOE COJIeH-
CTBHE SIBIIIETCS OTAENBHBIM BUIOM cojeiicTBus B OPJI, koTopoe ocyIecTs-
JSIeTCs MTyTeM aHOHMMHOTO MPEAOCTaBICHNUs MH(POPMAIMH, KOTJa JIMI0, e
IIPEOCTABIIAIONIEEe, HE KeJaeT PACKPBIBATh CBOU NEPCOHATILHBIC TaHHBIE.

C y4yeroM akTHBHOW MH(pOpPMAaTH3alUK OOIIECTBA, AKTUBHOTO Pa3BHTHS
nH(pOpPMAMOHHO-KOMMYHHKAIIHOHHBIX TEXHOJIOTHH, aHOHHMHOE COJeHCT-
Bre rpaxgad B OPJ] mpencTaBiseT onpeAeracHHbIH HHTEPEC AN MOBBIIIE-
HUSI OCBEIOMJICHHOCTH 3aMHTEPECOBAHHBIX MPAaBOOXPAHUTENILHBIX OPraHOB.
I'paxxnanuH, He MpUBJIEKas BHUMAHUS, MOXET C MOMOIIBIO HAaXOMISIIETOCs
IIpu HeM cMapTQoHa 3adUKCHPOBATh KaKOe-IMOO0 COOBITHE W B MUHHMAaJIb-
HBIE CPOKH NPEJOCTABUTH MHTEPECYIOIUMCS CyOBEKTaM, KOTOPBIMH MOTYT
BeicTynath OBJI, 160 ¢ MOMOIIBIO CHIEIHAILHO CO3JJAHHOTO KaHalla B pac-
MIPOCTPaHEHHBIX MECCEHKepax MepeaaTh HHPOPMAIIHIO, TPEJCTABIISIONIYIO
HHTEpeC Ui pelieHus 3anad, crosmux nepex OBJ. B cerm Wntepner
GyHKIMOHNPYET HMHGOPMAIMOHHBIH pecypc MUHHCTEPCTBA BHYTPEHHHUX
nen Pecniyomiku benapych, n obecnieuenne Ha ero miatopMe COBpeMeH-
HOW BO3MOKHOCTH IPEJOCTABJICHHUS aHOHUMHON MH()OPMAIMKU MOXET CIO-
cOOCTBOBaTh MOBBIIICHUIO YPOBHS HETOCPEICTBEHHOTO B3aMMOJICHCTBHS
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Mexny OBJ] u rpakmanamu (B JHIe moik30oBartesieii caiita). iMeHHO Hamu-
Y€ TaKOW BO3MOXKHOCTH CBHJIETENBCTBYET O TOM, yTo OB/l OTKpBITHI 1iIs
JMajora ¢ rpaXJaHaMH, TOTOBBI KaK JUIsl MPEAOCTaBJICHHS, TAK U BOCIIPH-
ATUSL UHPOPMAIMKU, HO y)Ke Ha 0oJiee BBICOKOM YPOBHE, IIPHU 3TOM KOMMY-
HUKAaIUs BBICTPANBAETCS C YIETOM MPOCTOTHI MOIB30BAHMUS, SKOHOMUH Bpe-
MEHHM 3a CYET BO3MOXHOCTH IPEIOCTaBICHHUS MH(pOpMAnuM B Pa3IMIHOM
Bujie: $OTO, BUJIEO, 3BYK, TEKCT. VIHTepecHas opraHu3aiusi Takoro KaHaja B
pa3IMuHBIX MECCEHPKEpax, KOTOPHIMH aKTHBHO IOJb3YIOTCS TpaxkaaHe
(manpumep, Telegram, Viber u ap.).

B cBoro ouepens, MOBBIIEHHE PONN HHPOPMAIMOHHO-KOMMYHHKAIIU-
OHHBIX TEXHOJOTHM BICYET MOSABJICHHE HOBLIX CIIOCOOOB CBSA3H, 0C000€ Me-
CTO CPeAN KOTOPBIX 3aHMMAeT MHTEPHET, aKKyMYJIMPYIOLIHii B cebe orpoM-
HBIE BO3MOXHOCTH B c(epe B3aMMOJCHCTBHA JIOJEH, chopMHUpoBaBIIeit
0COOBIN THIT KOMMYHHKAIIMOHHON cpeabl. CMeleHne akieHTOB HHpOopMa-
LMOHHO-aHAJIMTHYECKON paboThl B ceTH VIHTEpHET MO3BOJISET PACIIUPSTH
ToJie MPOTHUBOJICHCTBHS MPECTYMHOCTH. B Hacrosiiee Bpems, Korja npak-
THUYECKH JII000€ ydpexZeHHe (OpraHu3anis) B HHTEPHETE MMEET 3HAUH-
TeJIbHBIE MH(GOPMAIIOHHBIE MAacCUBBI, KOT/1a OOJIBIIMHCTBO TPaXKIaH UMe-
10T CTPaHHUIIBI B COIMANBHBIX CETSX, MOJB3YIOTCS Pa3IMuHBIMH MHTEPHET-
(dopymamu, nouck B cetu VIHTEpHET C MOCIEIYIONINM aHaJIU30M CTaHOBUT-
Cs1 HEOTHEMJIEMBIM 3TaroM HH()OPMAINOHHO-aHATUTHIECKONH PaboThI, CBSI-
3aHHOM IMPOTHBOAEHCTBHUEM MPECTYIUICHHUSAM, COBEPIIAEMbIM C HCIIOIH30Ba-
HHEM MH(OpPMaIMOHHO-KOMMYHHKAI[HOHHBIX TEXHOJIOTHH. Pacmmpsomiee-
Csl UCIOJIb30BaHHE HMH(POPMAIMOHHBIX TEXHOJIOTMH B pasMuHBIX cdepax
N3MEHWIO TPEJICTABICHUE O MECTE W pOJHM MH(POPMAIMH, CPEACTBAX ee 00-
pabotku. Hampumep, HEIOIMyCTUMO MTHOPHPOBAHNE TEXHOJOTHUH aHAJIUTH-
yeckoro moucka Data Mining, akTUBHO BHEIpSEMBIX BO MHOTHE c(hepsbl
’KHM3HU 00IIECTBA.

CoBEpIICHCTBOBAaHNE TOATOTOBKM KaJpOB U MPOTUBOJACHCTBHS IIpe-
CTYIHOCTH TECHO CBSI3aHO C HAay4YHO-HCCIIEOBATEIBCKON EATEILHOCTBIO B
9ToM HampasieHun. Cpeand INEpCHeKTUBHBIX HAINpaBIEHWH Hay4dHO-
HCCIIeI0BATENbCKON pabOThI B 3TOM 00IAaCTH MOXHO 0003HAYUTH CIIEAYIO-
IIKe: UCCIENO0BaHMS KPHUMUHOIOTHYECKOH, YTOJOBHO-TIPABOBOH, KPUMHHA-
JMCTHYECKON 1 ONepaTHBHO-PO3BICKHON HaIpaBIEHHOCTH. Tak, HampuMep,
npo0JieM YroJIOBHO-TIPABOBOI'O XapakTepa, KacarolMXCs IPecTyIUICHUH,
COBEpIIAEMBIX C HCIOJb30BaHHEM HH()OPMALMOHHO-KOMMYHHUKAIIHOHHBIX
TEXHOJIOTHi{; pa3IN4HbIE ACTIEKTHl OPraHU3ALNH 1 TAKTHUKH OCYIIECTBICHUS
OPJl B cern MHTEpHET; MOMCK MHPOPMALINH, TIPEICTABIIIONIE WHTEpPEC B
cetn MHTEepHeT; BBISBICHUE M pacclieloBaHHe KMOEPMOILEHHUYECTB U KH-
OepBBIMOTraTeNbCTB; MPUKIAAHbIE IMPOOJEMbl KOMITBIOTEPHOW pa3BElKH;
pa3iMuHbIe ACTEKTHl HICHTU(UKALMKM TOJb30BaTesieil B ceTu MHTepHeT;
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KPUMHUHAIUCTHIECKOE HccIeqoBaHne IU(poBoi MHPOPMAINK; pa3padoTKa
METOJIOB MOWCKA BUPTYaIbHBIX CIEAOB B OJOKUYEHH-CHCTEMaX, COCTaBIISIO-
LIMX OCHOBY ()YHKIIHOHMPOBAHMSI KPUIITOBAJIIOTHONW MHAYCTPHH, U JIP.

Takum 00pa3zoM, ompezaensss BO3MOXKHBIE ITyTH COBEPIIECHCTBOBAHHS
JIESITEJIFHOCTH TI0 MOBBIMIEHNIO ocBeomiieHHocTH OBJI, HEoOX0aMMoO OT-
METHTh MaKCUMAallbHOE UCIIONB30BaHHE PA3IMYHBIX BO3MOJKHOCTEH MOMCKA
HocuTeneil nHdopmanny, a He OrpPaHUYUBATHCS yIKE U3BECTHBIMU aJTOPHT-
MaMH TOJIy4eHHsl oriepaTuBHON nH(opmanuu. Bo3MokHOCTh ITpeaocTasie-
HUSI TpaXJIaHaM¥U aHOHMMHOM MH(OpMaluK, B TOM YHCIIE C UCHOJIb30BaHU-
eM MH(OpPMAMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHH, TOJDKHA CIIOCOOCT-
BOBAaTh COBEPILEHCTBOBaHMIO HMHpopmannmonHoro obecrneuenuss OB/, 4ro
MO3BOJISIET CO3/1aTh HOBBIM KaHaJ MOJIyYeHHUs! OllepaTUBHOW MH(pOpMAINH, a
TaKKe 3aJeHCTBOBATh MMEIOIIMECS PE3EPBbHI MOBBILCHUS 3(P(PEKTHBHOCTH
OTIEPaTHBHO-PO3BICKHBIX MEp B OOpbOE C IMPECTyIHOCTHIO, B TOM YHCIE
KOMITBIOTEPHOM.

IIpoBeneHne KOMITIEKCHBIX HAy4YHBIX HCCIEIOBAaHUI B paccMaTpHBae-
MOM HalpaBJIEHUH OTKPBIBAET HOBbIE BO3MOKHOCTH Ul JaNbHEHINEro pas-
BUTHS HE TOJIBKO HAayKH, HO M 00pa30BaTeIbHOTO Ipoliecca B 0071acTH MOJ-
TOTOBKH KaJIpOB ISl CYOBEKTOB, OCYIIECTBISIONINX TPOTUBOJCHCTBHE TIpe-
CTYIUICHUSIM, COBEPLIAEMBIM C HCIOJIb30BaHUEM HH()OPMAIMOHHO-KOMMY-
HUKAIIMOHHBIX TEXHOJOTUI.

V]IK 343.985.7

II.B. JlyroBmu4, mpenonaBatenb Kadenpsl
MpaBOBOH HH(OPMATHKU yUpexIeHus obpa-
30BaHusl  «AkazemMuss MuHHMCTEpPCTBa BHYT-
pernux aen Peciybnmku bemapyce»

lpv2222(@mail.ru;

H.WA. PynoBuy, xaHauIaT IOpUIUYECKUX Ha-
VK, JIOIIEHT y4pexaeHus obpa3zoBanus «bemo-
PYCCKHl TOCYAapCTBEHHBIH HAKOHOMHUYECKHUN
YHHUBEPCUTET»

Roodnik@mail.ru

OTAENbHBIE ACMNEKTbI COTPYAHUYECTBA rOCYAPCTB
B MPOTUBOAENCTBUU NMPECTYNJIEHUAM
B COEPE BbICOKWUX TEXHONOMMM

PazBuTne MHMOPMALMOHHBIX TEXHOJIOTHH OTKPHIBAET HOBBIE BO3MOKHO-
CTH JJIsl pEILIEHUs] MHOTHX TPaJUIMOHHBIX ¥ OBITOBBIX 3a1a4. HoBbIe TeXHO-
JIOTHH HE TOJILKO 00JIEr4aroT *KMU3Hb MPOCTHIX IPaXJaH, HO U CIIOCOOCTBYIOT
CO3JIaHUIO U TIPOU3BOJICTBY BBICOKOTEXHOJIOTMYHOM, KOHKYPEHTOCIIOCOOHOM
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HPOLYKIUH, HOJIb3YIOUICICS BBICOKMM CIIPOCOM HAa MEXKIYHAPOJHBIX PhIH-
kax. bonee Toro, ¢ yueToM COBpeMEHHBIX TCHICHIIMU Pa3BUTHS TpaHCTpa-
HUYHBIX OTHOLICHWH B pa3lMuHBIX chepax 3KOHOMHYECKOTO COTpPYAHHYE-
CTBa, BBI3BAHHBIX CO3MaHUEM PsJia MEKTOCYAAapCTBEHHBIX OOBETUHEHUH B
paMKax MHTErpalioHHBIX IpoleccoB Pecny0iuku benapych, 00beKTHBHO
BO3HHKAeT HEOOXOIMMOCTh COBEPIICHCTBOBAHHUS IIPABOBOTO PETYIHUPOBA-
HUSI JaHHOH cepbl 0OLIECTBEHHBIX OTHOIICHHH.

B T0 e BpeMsi HHHOBAIIHOHHBIE TPOIIECCH CITOCOOCTBYIOT BOZHUKHOBE-
HHUIO HOBBIX YIPO3 HE3aKOHHOI'O XapakTepa, Ha KOTOPbIe COOTBETCTBYIOLIHE
MIPaBOOXPaHHUTEIBHBIE OPTaHbl TOJDKHBI CBOEBPEMEHHO pearupoBaTth. B ban-
TKOKCKOH Aexnapaiuu ot 23 anpens 2005 r. «B3aumoaelcTBre U OTBETHBIE
MEpBI: CTpaTerndecKrue COI03Bl B OONACTH MPEeXyNpeKICHUS NPECTYITHOCTH
U YTOJIOBHOTO MPABOCYIHUS» OTMEUEHO, YTO ObICTpOe pa3BuTHE HH(MOpMa-
IUOHHBIX TEXHOJOTHUH, HOBBIX TEIEKOMMYHHKAIIHOHHBIX CHCTEM M KOMITb-
IOTEPHBIX CETEeH COIPOBOXKAACTCS 3I0YHOTPEOICHHUEM 3TUMH TEXHOJIOTHIMHU
IyTeM MX MPUMEHEHHS B IPOTHBO3aKOHHOH IEATENBHOCTH, TIPH 3TOM YaAeie-
HO BHHMAaHHE HE TOJIbKO HEOOXOJMMOCTH CBOCBPEMCHHOW pa3paboTKu (-
(DeKTUBHBIX HAIIMOHAIBHBIX Mep, HO M Pa3sBUTHIO MEXIYHAPOIHOTO COTPYA-
HHYecTBa B 0OpH0OE C MPECTYIHOCTHIO B YKa3aHHOM cdepe AesTeIbHOCTH.

B coBpemeHHOI Hayke MEXAYHAPOTHOTO IIpaBa MeEXIyHapOIHOE CO-
TPYIHHYECTBO B OOpHOE C MPECTYNMHOCTBIO PACCMATPUBAETCSI KaK CIIEIH-
aNbHas JIESITENbHOCTh TOCyIapcTB (MHBIX CyOBEKTOB MEXKITyHAPOIHOTO TIpa-
Ba) B chepe mpeaynpexaeHus (MpoQHIaKTUKK) MPECTYIHOCTH, OOpBOBI C
Hell u oOpamieHns ¢ mpaBoHapymuTensMu. [IpakTrka G0pbOBI ¢ MEXIyHA-
POJIHOM MPECTYNHOCTBIO MOKa3bIBAET, YTO €CJIM CTpaHa HpoBOAUT dddek-
TUBHYIO MOJUTHKY IMPOTUBOACHCTBHA MPECTYITHOCTH, UCIOIB3Ys Ooiee pe-
LIUTEJIbHBIE MEPBI 110 NIPECEUEHUIO NIPECTYIIHOM AEATEIbHOCTH, TO IPECTYII-
HBIC OpPTaHU3aINH, KaK MPaBHJIO, TIEPEHOCIT CBOM TNPECTYNHBIA OM3HEC B
cTpany ¢ 0oJiee JIOSIIBLHBIM IIPAaBOBBIM PEKHUMOM.

MexaHI3M MEXIYHApOJIHOTO COTPYAHHYECTBA B OOpHOE C MPECTYITHO-
CTBIO TIPOSIBJISETCS B JIByX OCHOBHBIX (hopMax (IOrOBOPHO-IIPABOBOM U Op-
TaHW3aIHOHHO-TIPAaBOBOM). J[OTOBOPHO-TIPaBOBONM MEXaHHU3M COTpYIHHYE-
CTBa rOCYapcTB B 00pb0E C MPECTYMHOCTBIO pacCMaTPUBAETCsl KaK COTPY/I-
HUYECTBO TOCYINApCTB B OOph0e C pasMYHBIMHA BHUAAMH MEKIYHApPOTHBIX
NPECTYIUIEHUI U INPECTYIICHUM MEXAYHapOJHOIO XapakTepa Ha OCHOBE
MEXTyHAPOAHBIX JOTOBOPOB. [I0NOKEHUS STHX MEXIYHAPOIHBIX aKTOB B
MIEPBYIO OUepe/ib HAIPaBJICHbl Ha 0OecIeYeHe HEOTBPATUMOCTH YTOJIOBHO-
TO TIpeclieIoBaHUs M HaKa3aHUS NMPECTYIHUKOB, BHHA KOTOPHIX YCTaHOBIIE-
Ha COOTBETCTBYIOIIMMHU HAIIMOHAJIbHBIMU CyJlaMU Ha OCHOBEC ﬂeﬁCTBleHle-
T'0 HAIIMOHAJIHHOTO YTOJIOBHOTO 3aKOHO/IATEIIECTRA.

OpraHu3aliiOHHO-NIPABOBOM MEXaHM3M COTpPYIHHUYECTBA TOCYIApPCTB B
00pb0E C MPECTYITHOCThIO — COTPYJHUYESCTBO TOCYJAapCTB B OOphOe ¢ pas-
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JIUYHBIMU BUAAMU MEXIYHApOAHBIX MPECTYIUICHHH U MPECTYyIJICHUH Mex-
JIyHapOAHOTO XapakTepa IOJI 3THJI0H (B paMKax) MEKIyHapOAHBIX OpraHU-
3anuii, OpraHoB, KOH(PEPEHINH, COBEIIIAHIH.

B 31011 CcBA3M cieayeT OTMETUTHh aKTyaJlbHOCTh MEXKIyHApOJHOTO CO-
TPYAHUYECTBA MPABOOXPAHUTENIEHBIX OPraHOB IO MPOTUBOJEICTBUIO Mpe-
CTYIUICHUSIM, COBEPIIAEMbIM C HCIIOIb30BaHHEM HH(OPMAIIMOHHBIX TEXHO-
soruil. HecMOTpst Ha psii MPUHATHIX YHUBEPCAIBHBIX MEXKIyHApPOIHBIX CO-
IJalleHnil B yKa3aHHOH cdepe JesaTebHOCTH, ONpENeNsIONy0 pojb, IO
HallleMy MHEHUIO, B MPOTUBOJECHCTBUU COBEPIIEHHUIO NPECTYIUIEHUH C UC-
NOJIb30BaHNEM HMH(OPMAIMOHHBIX TEXHOJIOTMH B Hallledl CTpaHe WrpaeT
OpPraHM3aI[MOHHO-IIPAaBOBOM MEXaHU3M PErHOHAJIbHOTO COTPYAHHYECTBA B
pamkax ConpyxectBa HesaBucumsbix ['ocymapers (CHT).

B ycnoBusx ycToiiuMBOro pocra npecTyIuieHui B 3Toi cdepe Ha Teppu-
TOopHHK rocynapctB — ydyactHukoB CHI' HaOiroaercst akTHBH3aIMs B3aUMO-
JIeliCTBUSI TIPaBOOXPAHUTENBHBIX opraHoB crpaH CHI' mo psny Hampasie-
Huil. Tak, 00OpeHBI U aKTUBHO peanu3yroTcs MexXrocyaapcTBeHHAs MPo-
rpamMMa COTpPYAHHYECTBA TOCYJApCTB B OOpHOE C MPECTYIUICHUSIMH, COBEp-
IIaeMBIMH C HCIIOJIb30BaHHEM WH(QOPMAIMOHHBIX TexHoxoruid Ha 2016-
2020 rogsr; Konnennus corpyaauyecta rocyaapcts — yuactaukoB CHI™ B
chepe obecrieuenus: nHGOPMAIMOHHOM Oe3omacHocTH OT 10 okTsaopst 2008 r.;
Konmemnus corpymamdectBa rocynapcts — ydactHukoB CHIT B Goprbe ¢
NPECTYIJICHUSIMH, COBEPIIAEMBIMH C HCIOJIb30BaHUEM HH(MOPMAIMOHHBIX
TexHoJoru#, ot 25 okTa6ps 2013 r.; CornameHue o COTpyIHUIECTBE TOCY-
nmapetB — yaactHukoB CHI' B Goprbe ¢ mpectyrureHusiMu B cepe mHDOP-
MAaIMOHHBIX TeXHOJOrHi oT 28 cenTsiopst 2018 r. u ap.

CornacHoO BBIIIEHA3BAHHBIM JTOKyMEHTAaM MPOTUBOJICIICTBHE MPECTYILIe-
HUSIM, COBEPIIAEMBIM C HCIOJIb30BaHNEM HH(OPMAIMOHHBIX TEXHOJIOTHH,
obecrieunBaeTcs:

IIyTeM OOMeHa ONepaTUBHOM, CTATUCTUYECKON, HAyYHOM, METOAUYECKON
u apyroit nHdopManuei o COCTOSHUN MPECTYITHOCTH B cdepe nHdpopmanu-
OHHBIX TEXHOJIOTHIA;

oOMeHa uH(opManue uis MOMOJIHEHHS eJMHON 0a3bl JaHHBIX O TPaHC-
HaIlMOHAJIBHBIX NPECTYNHBIX TPYINIAaxX U MPECTYNHBIX OpraHM3alusiX, CO-
BEPUIAIOIINX MPECTYIUICHNSI C UCIIOJIb30BaHHEM MH()OPMALMOHHBIX TEXHO-
JIOTHUH;

IIPOBEICHUS COTIIACOBAHHBIX CJIEJCTBEHHBIX JAEHCTBHN, KOMILIEKCHBIX
COBMECTHBIX MJIM COTJIACOBAHHBIX NPOMUIAKTHYECKUX ONEPAaTHBHO-PO3BICK-
HBIX MEPOIPUATUN U CIELUAIIBHBIX OllepaLuil;

BBINOJIHEHHS 3alIPOCOB OT KOMIIETEHTHBIX OPTaHOB JPYTUX FOCYJapCTB —
yuactHukoB CHI';

BHEJPEHUS TEXHOJIOTUM, PEKOMEHJAIMA U COIJACOBAHHBIX MEp, Orpa-
HUYMBAIOMIMX BO3MOXHOCTH COBEPIIEHHS MPECTYIUIEHUH C HCIONb30BaHU-
eM MH(OPMaLMOHHBIX TEXHOJIOTHit, ¥ Jp.
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B 3akmoueHue ciemyer OTMETHTb, YTO ITOSIBICHHE HOBBIX KPUMHHAIIb-
HBIX BBI30BOB W YIpo3 TpeOyeT pa3paOOTKH MOBBIMIEHHBIX TPeOOBaHUHA K
COCTOSHHIO IIPaBOIOPsKa U OOBEKTUBHO OOYCIIOBIUBAET HEOOXOAUMOCTb
CBOEBPEMEHHOHN BBIPAOOTKM NPEBEHTHBHBIX MeEp, aJEeKBAaTHBIX €€ HU3MEHe-
HusiM. [l Pecniy6nuku benapych ocoboe 3HaueHHE MpruoOpeTaeT B3anMo-
JIEWCTBHE HAIETO rOCYAapCTBa 110 MPEIOTBPAIIECHHIO IPECTYIICHNH B cde-
pe BBICOKMX TEXHOJIOTHUI ¢ Ipyrumu rocyaapcrsamu B pamkax CHI'. Otcyr-
CTBUE CHELHUATBHOIO MEXITYHApOJHOIO COIVIAIIECHUS, yCTaHABIMBAIOLIETO
IIPaBOBBIE OCHOBBI IIPOTUBOAEHCTBHUS MPECTYITHOCTH B Chepe BHICOKUX TEX-
HOJIOTHH, M HaIW4Ke psijia CYIIECTBEHHBIX Pa3lIMduili HE TOJBKO B MaTepu-
aJlbHOM U IpPOLIECCYaJbHOM YTOJIOBHOM 3aKOHOJATEIbCTBE IOCYAApCTB —
yuactHukoB CHI', HO u B KpUTEpHsX, CBS3aHHBIX C OINpE/EICHUEM 3HAUH-
MOCTH YTPO3bl yKa3aHHOTO BHJAA NPECTYIUICHHWH, HE MO3BOJISIOT TOBOPUTH
00 3¢ }EeKTUBHOCTH CYNIECTBYIOIINX MEXaHW3MOB MEXIYyHapOJHOTO CO-
TpyIHHYECTBa B OOpH0OE C NPECTYIUIEHUSIMU B C(hepe BEICOKHX TEXHOJIOTHH.

CoBpeMeHHas IPECTYNHOCTh NPHOOpeTaeT TpaHCHAMOHAJIBHBIH Xapak-
Tep, pacmupsist chepsl CBOETo BIUSHUSA. HeraTuBHbIE IOCIEACTBHS JAHHOTO
SIBIICHUS! IIPEISITCTBYIOT (DOPMHUPOBAHMIO OJIarONPHUSTHBIX YCIOBHH AJISI CO-
LHaJIbHO-)KOHOMHYECKOTO Pa3BUTHs HAIIEro OOILECTBA, a TAKXKE MOJPbIBa-
I0T MEXaHU3MbI oOecreueHus 0€30MaCHOCTH U YKPEIUICHHsI IPaBONOPS/IKa B
0eIopyCCKOM rocy1apcTBe.

VK 343.7

K.A. MapTuHOBHY, ClIeI0BaTENlb MOCTOSHHO
JIENUCTBYIOLEH TIpynmbl IO pacciieZJIOBaHUIO
MPECTYIUICHUH B chepe BHICOKUX TEXHOJOTHH,
JlpubnHCcKmi paifonHslil oTaen CiencTBeHHO-
ro komutera Pecnyonuku benapych

starlp9@mail.ru

MPOBJIEMHbIE BOMPOCHI KBAMOUKALIMW XWULLEHWA
BAHKOBCKUX MNATEXHbIX KAPTOYEK U OEHEXHbBIX CPEACTB C HUX

B nocneanue rojpl KpeauTHO-(MHAHCOBBIE OTHOLIGHUS Kak B Pecry0-
nuke Benapyce, Tak M B Ipyrux cTpaHax MUpa pa3BUBAIOTCS, SIBJISS HaM BCe
0oJiee HOBBIE U COBEpPIICHHBIE (DOPMBI OILIATHI YCIYT, IPHOOPETEHUS U T10-
KYIIKH TOBAapOB, MHBIX JICHEXHBIX onepanuid. OnHOH U3 Takux GOpM sBIIs-
10Tcsl O€3HAIMYHbIE PACUYEThI, OCYLIECTBIAEMbIE C UCIIOIb30BaHHEM OaHKOB-
cKkux iaTexHbIx kaprodek (BIIK), akTuBHOCTB 0OpamieHuss KOTOPHIX yBe-
JMYUBAETCS KaXpblit rog. OOIIEeCTBO MOCTENEHHO NEPEXOIUT Ha Ty CTYIEHb
(UHAHCOBBIX OTHOLICHHH, KOTra OoJbIIas 4acTb GUHAHCOBBIX COEPEKSHUH
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XpaHHUTCS HE B MaTepHalbHOM Buie, a umMeHHO Ha BIIK. M3apesne Tsra k
o0orameHnio 00JIeBaNa OTACIbHBIMU KaTETOPUAMH TpaKAaH, HE KeJaro-
IIMX CaMOCTOSATENILHO 3apalbaThIBaTh Ha )KHM3Hb, WIIYIIUX JIETKUE IyTH TO-
Jy4EeHHs JKEIAEMOro, U NOATAIKUBaJIA K COBEPIIEHNIO XUILEHUH TEHEKHBIX
cpeacTB, OOraTcTB, COKPOBHIL U MHBIX CpeACTB oborameHus. C TeyeHneM
BPEMEHHM JACHEKHBIE CPEICTBAa M OOrarcTBa B MaTepHUaTbHOM BHIE CTalH
3aMeIarscsi OAHKOBCKMMHU IUIATEXXHBIMU KapToukaMu. COOTBETCTBEHHO,
BIIK Bce yamie cranu SBIATHCS HEMOCPEACTBEHHBIM MPEIMETOM HPECTYI-
JICHUS B YTOJIOBHO-IIPABOBOM 3HAUEHUH.

B PecnyOnuke bemapyck ¢ pocToM COBEpIICHHs TPECTYIUICHUH, Ha-
npasieHHbIx Ha xumenue bIIK u ¢ ucnons3oBanuem BIIK, npaBonpumMeHu-
TeNbHAS TPAKTHKa MOIUIA TI0 MyTH KBATH(UKAIINHA TAKUX XHUIIEHHH 10 CT. 212
YronoBHoro kojiekca Pecnyonuku benapycs (YK). Ota HopMma yroaoBHOTo
3aKOHOJATENbCTBA MPEAYCMATPUBAET OTBETCTBEHHOCTh 3a XHIIEHUE C HC-
MOJIb30BAHNEM KOMIBIOTEPHON TEXHUKH.

3a mpomenmye rofsl HAMMCAaHO HEMAJIO HAYYHBIX TPYAOB, PacCMaTpH-
BAaIOIIMX BOMPOCHI KBATU(UKAIMK XHIICHUN ¢ ucnoias3oBanuem BITK. He-
KOTOPBIE aBTOPBI MPUBOIAT JOBOIBI B NOJAEPIKKY CIOKHUBIICHCS MPAKTHKH,
JIpyTHe yueHbIe 3TH JIOBOJABI OCIIAPHUBAIOT U CUUTAIOT JAHHYIO IPaBONPHMeE-
HUTEIBbHYIO IIPAKTUKY B KOpHE HeBepHOW. OIHAaKO, HECMOTPS Ha BCE JUC-
KyCCUH B HAyYHOM MUpe, 00yCJIOBJICHHbIE, KaK IPaBHJIO, Pa3IMUHBIMH 1101
X0/IaMH K TPAaKTOBKE KaK CIIOCOOOB BBIPa)XKEHHS OOBEKTHBHOW CTOPOHBI CO-
cTaBa MpecTyIIeHHs, mpeaycMoTrpeHHoro cT. 212 YK, Tak u aucnoszunuu
9TOM CTaThM, MCXOJS W3 aHANIN3a NMPAKTUKH KBAMM(HUKAINN XHIIEHUH 1e-
HEXHBIX CpelcTB ¢ ucnonb3oBanneM BITK, B moxasistonieM OOJBIIMHCTBE
CIIydaeB paccMaTpHBaeMBbIE INPECTYNHBIE ACSHHUS KBATH(QHUIUPYIOTCS MO
ct. 212 VK. Ilo HameMy MHEHHIO, JaHHBIH HOAXOA SBISIETCS aOCOJIIOTHO
HEBEPHBIM, YeMy U OyJIeT 1aHO AaibHelIIee 000CHOBaHME.

Jucnosumus c1. 212 YK conepkut Takue croco0bl BEIpakeHHUsI 00BeK-
THUBHOHM CTOpPOHBI, KaKk M3MEHEeHHe HH(pOpMaIK, 00pabaTsIBaeMOi B KOM-
MBIOTEPHON CHUCTEME, XPAHAIIeHCs Ha MAIMHHBIX HOCUTENSAX WJIH Iepeja-
BAacMOM 1O CeTsAM Iepeadd JaHHBIX, JH00 BBEACHHE B KOMITBIOTEPHYIO
cUCTEMY JIOXKHOW MH(POPMALHH.

Jlis pazbopa AMCHO3WIMHK BBIINIEYKAa3aHHON CTaTbU PAacCMOTPHM IpH-
Mep. K., BOCIOIB30BaBIINCH OTCYTCTBHEM BHHMAaHHUS CO CTOPOHBI M., y
KOTOPOTO OH HaXOAWJICS B FOCTSX, C LENBI0 XUIIEHUs ACHEKHBIX CPEICTB
OTKphLI Komenek M., otkyna nocran bIIK, npunagnexaryo M., u aucro-
yek Oymaru c 3anucanHbsIM Ha HeM [TMH-xomom, mocie yero, npuas k Onu-
Kaitimemy 6ankomary, BctaBui BITK B cunThiBaromiee ycTpoHCTBO AJisl Kap-
Touek, BBen [IMH-kon, yka3aHHBIN Ha TUCTOYKE Oymaru, U OOHAJIMYUII Jie-
HeXHYIO cymmy B pazmepe 300 p. Comocrasisis aevicteust K. ¢ 00bekTuB-
HOH cropoHoi 4. 1 cT. 212 VK, MoxHO oTmMeTuTh cienyroee: K. Hukoum
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o0pa3oM CBOMMH JEHCTBUSIMH HE M3MEHsAeT MH(pOpMaliuioo, obdpabarbiBae-
MYIO0 B KOMIIBIOTEpHOI1 cucTeMe (DaHKOMATe), XpaHsIIYIoCs Ha MAIIHHHBIX
HOCUTENAX (B JAHHOM ClIydae MallMHHBIM HocuTeneM BeicTynaeT BIIK) nmm
IepeiaBaeMylo o CeTsIM IMepefadn AaHHbBIX, a TAaKXKe HE BBOJAWT HUKAKOH
JIO)KHOW MH(OpPMALMK B KOMITBIOTEPHYIO cucteMy. HekoTopble aBTOpbI cun-
taroT, 4To BBOA [IMH-Kkona ot BIIK, Bnaaensuem KOTOpOH He sBISETCS 3710-
YMBILJICHHUK, W SIBJISETCS BBOJOM JIOKHOM MH(]OpManmu, Tak Kak mpe-
CTYIHUK BBIAeT ceOs 3a BIajeiblla KapTOYKH, HEIPAaBOMEPHO IMOJIb3YSCh
ero. OfHaKO Takoi MOJXOJ CIOXKHO Ha3BaTh BepHBIM, Tak kak K. BBoauT
npaBwibHb [IMH-kon, a wHOW wWHpOpMammu, TakoW Kak, HampuMep,
®.1.0. pnagensuia kaprouku, kpome [IMH-kona, mpu CHITHM JTEHEKHBIX
cpencts ¢ BIIK He TpebyeTcsa. Bo3HuKaeT cripaBeTHBEIN BOTIPOC, IS KOTO
BBOJIMMasi MH(OPMALIHS SBJISIETCS JIOKHOM U B YEM CYTh €€ JIO)KHOCTH?

B cootBerctBuu ¢ a63. 1 m. 20 mocranoBnenus [lnenyma BepxoBHOTO
Cyna Pecniyonuku benapycs ot 21 gekadps 2001 r. Ne 15 «O npumMeHeHH#
CyJaMH yroJOBHOTO 3aKOHOJATENbCTBA MO JieflaM O XUICHUH NMYIIECTBa»
XHIIEHHUE MTyTeM HUCIHOIb30BAHUS KOMIIBIOTEPHOH TEXHUKH BO3MOXKHO JIMIIIb
MOCPEACTBOM KOMMBIOTEPHBIX MAHMITYJISALNH, KOTOpBIE 3aKIIOYAIOTCS B
oOMaHe MOTepHeBLIero WK JIMIA, KOTOPOMY MMYIIECTBO BBEPEHO HIIM MO
OXpaHOl KOTOPOTO HAXOJUTCS, C HCIIOJIIB30BAHHEM CHCTEMBI OOpaOOTKH
nHdopmanmu. JlaHHOE XHIIIEHUE MOXKET ObITh COBEPIICHO KaK MyTeM H3Me-
HeHust uH(opmanuy, oOpadaTeiBaeMO B KOMIBIOTEPHON CHCTEME, XpaHsi-
Hielcss Ha MAIIMHHBIX HOCHUTENAX WIM IepelaBaeMoil Mo CeTsIM Iepeaadu
JTAaHHBIX, TaK M IYTEM BBEJICHHS B KOMIBIOTEPHYIO CHCTEMY JIOXKHOW WH-
dopmaruu.

C teM, 4TO M3MEHEHUsI HH(POPMAINH, a TAKXKE BBOJIA JIOKHOI HH(pOpMa-
uu B neiictBusax K. He ycMmarpuBaeTcs, Mbl yxke pa3odpanuck. Ho Takxke B
KOMIBIOTEPHBIX MaHUMYISIUAX, poBoauMbix K. (custre mener ¢ BIIK ¢
HCTIONB30BaHUEM OaHKOMaTta), OTCYTCTBYeT M OOMaH MOTEPIEBINEro WIN
TN, KOTOPOMY MMYILIECTBO BBEPEHO WM MOJ OXPaHOH KOTOPOTO Haxo-
qurcsi. CHATHE JICHET ¢ UCIIOJIb30BaHUEeM OaHKOMaTa SIBJISIETCS] aBTOMATH3H-
POBaHHBIM TIPOLIECCOM, M HHUKAaKOe (PU3MYECKOE JIMIO, KOTOPOE OJDKHO
0JI0OpUTH JIAHHYIO OTIEpPalMIO, 332 ITUM TIPOLIECCOM He cTOUT. baHkoMmar kak
aBTOMAaTHU3MPOBAaHHAS CHCTEMa HE MOXKET ONPEJEINTh, TPABOMEPHO WM HET
OBUIH CHSTHI JIeHeXHbIe cpeacTBa ¢ Tod wiu uHoW BITK. Takum oGpaszom,
K., noxutus BIIK M., coBepumimy NpUroTOBIEHHE K XHUILEHHUIO AEHEKHBIX
cpenctB ¢ BIIK, a manbueimue neiictBust K., BoIpasuBIINECs B XUIIECHUU
neHexHblx cpencts ¢ BIIK ¢ mcmosb3zoBanmeM GaHkomara, HEOOXOIUMO
kBanuduuposaTh mo 4. 1 ¢r. 205 YK kak kpaxy, a OCHOBaHHU ISl IPUMe-
HeHus cT. 212 YK Her.

AHanu3upys BBIIIEU3TIOKEHHOE, IeIeCO00Pa3H0 OKOHUYATEIbHO H3Me-
HUTB T0AX0A K KBasmdukanuu xumeHus bITK u nocnexyromero Xxumenns ¢
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TeKylero (pacueTHoro) 6aHKOBCKOTO cueTa, K KoTopoMy mpussizaHa bIIK,
JIEHEXKHBIX CPEACTB, B Mojab3y cT. 205 VK, u u3znanue cooTBETCTBYIOLIMX
HOPMATHBHBIX MPABOBBIX AKTOB, 3aKPEIUIAIONIMX B ce0C¢ MaHHBIN MOAXO/.
AJNBTEpHATHBHBEIM BapUaHTOM pEIICHUS JAHHOW TPaBOMPUMEHHUTEIBHON
MpOOJIEMBI MOXKET MOCIYKHUTh BHECEHHE U3MEHEHUH B TekCcT 4. 1 cr. 212
VYK, B KoTOpOM OyIeT OTpa)kaTbCsi MOMHMO MUMEIOIIUXCS CIIOCOOOB BEIpa-
KEHUsI OOBEKTHBHOM CTOPOHBI TAaKOW CHOCOO, KaK XHIIEHHE HMYIIECTBA
ITyTEM HCIIOIIb30BaHMsI OaHKOBCKOW TUIATE)KHOW KAPTOUKH.

Takum 00pa3oM, 3aKpejiCHHE HAa MPAKTHUKE BBINICYKA3aHHOTO MPABO-
MPUMEHHUTEIBHOTO MOJX0/1a, JTUO0 H3MEHEeHHE (POPMYJIMPOBKU TUCIIO3UIIUN
YrOJIOBHO-TIPABOBOM HOPMBI OyIET CrmocoOCTBOBAaTh Oosiee 3P PEeKTUBHOM
00pb0E ¢ IPECTYMHOCTHIO B KPEAUTHO-(PHUHAHCOBOIT cdepe.

VJIK 343.9.01

JILJI. MeJIbHUK, CIIe0BaTellb M0 0C000 Bak-
HBIM JIeJIaM TJIaBHOTO CIICJICTBEHHOTO YIIPaB-
JIeHWsI IIeHTpaJIbHOTO anmnapara CleacTBeHHO-
ro komutera Pecnyonuku benapycn
I_melnik@sk.gov.by

0 KPUMUHANUCTUYECKOWN XAPAKTEPUCTUKE KPUMTOBANIOTbI
KAK TPEOMETA W NNATEXHOIO CPE[ICTBA
COBEPLUEHUA NPECTYNJIEHWU

B Hacrosimiee BpeMsi paBOOXpaHHUTENFHBIE OpraHbl, B TOM uucie Pec-
my6muku benapych, CTONKHYIMCh ¢ HOBBIMH Pa3HOBHIHOCTSIMH IIPECTYII-
HBIX MOCSATATENCTB, IPEIMETaMH U IUIATE)KHBIMU CPEACTBAMU COBEPILICHHS
KOTOpBIX BBICTYNaeT Kpunropaiiora. [locie mpaBoBOro yperyJiupoBaHUs
MIOHATHSL KPUIITOBAJIIOTHI B O€I0pycCcKOM 3akoHozaaTenbeTse B 2017 r., mpu-
JIaHUS el cTaTyca 00BEKTa TPaKIAaHCKHX MPaB, KOTOPBIH OXPaHIETCS, B TOM
YHCIIE U YTOJIOBHBIM 3aKOHOM, HaOJIFOIaeTCsl POCT YHCJIa 3apErHCTPUPOBaH-
HBIX MPECTYIUIEHUH ¢ ee ucmoias3oBaHueM. B Teuenue 2018 r. Bo30yxkaeHO
6 yronoBHbIX Ael, a 3a 10 mecaueB 2019 r. — 13 yrojgoBHbIX Jein, npeaMe-
TOM MPECTYIUICHHUS KOTOPBIX SIBUIACh KPUITOBAIIOTA, IPH 3TOM M3 BBIIIE-
yKa3aHHbBIX 19 yroJOBHBIX JIeN TOJBKO IO OAHOMY YCTaHOBJIEHO JIUIIO, CO-
BEpIIUBILEES XUIEHUE KpUNTOBamoOTH (cT. 212 YromoBHoro xonekca Pec-
myonmuku benapycrs (YK)), ocrampHble B HacTosIee BpeMsl SBIIIOTCS He-
packpbIThIMH. Hapsimy ¢ BbIIIEHa3BaHHBIMH YTOJOBHBIMH JIETaMH B TPOU3-
BOJICTBE CJIEIOBATeIICii HaXOAATCS YrOJIOBHBIE Jeja, 0 KOTOPHIM KPHIITO-
BAJIIOTA BBICTYMAET IUIATEXKHBIM CPEICTBOM COBEPILICHUS MPECTYIUICHUH,
CBSI3aHHBIX C HE3aKOHHBIM OOOPOTOM HApPKOTHYECKHX CPEICTB M TCHXO-
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TPOTIHBIX BEIIECTB, PACIIPOCTPAHEHHEM ITOpHOTpauiecKux MaTrepuaioB, B
TOM YHCIE C N300paKEHUEM HECOBEPIICHHOJIETHUX. MOXHO Tojarath, 4To
B MOCJEIYIOIIHE FOIb KOJIMYECTBO MPECTYIUIEHUH, B IPOIECCE COBEPILEHUS
KOTOPBIX MPEIMETOM U IJIATEXHBIM CPEACTBOM BBICTYNHUT KPHITOBAJIOTA,
OyIeT yBEeIHINBATHCA.

B cBsi3u ¢ nudpoBU3anMeii )KU3HEEITEIILHOCTH 00IIECTBa, YBEIHYCHHU-
€M pa3zHooOpa3us crioco0OB XPaHEH!USI M HAKOIICHHS KalnTaJIoB MOCPEACT-
BOM KPHIITOBAJIIOT, B TOM YHCJIE NMPEICTABUTENSIMU TEHEBOI'O PhIHKA U Mpe-
CTYIHOM Cpezbl, Ha3pena HeoOXOANMOCTh pa3paboTKN METOIUKH paccieo-
BaHMs TPECTYIUIEHUH JaHHOW HarpaBieHHOcTH. KiroueBbIM OJIOKOM aaH-
HOW METOAWKHU SBISIETCSI KPUMUHAJIHCTHYIECKAs! XapaKTePUCTHUKA MPECTYI-
JICHHd, B CTPYKType KOTOPOH XapaKTepu3yrollas KpUMUHAJIUCTUYECKH 3Ha-
yuMast HHQOpManus O KPHUIITOBAIIOTAX BBICTYIAET B KAa4ECTBE OJHOTO W3
OCHOBHBIX JJIEMEHTOB.

KpunToBaniora kak npeaMeT MPEeCTYHHOTO HOCIraTelnbCTBA UMEET MpH-
Cylie TOJBKO eff OTIMYMUTENbHBIE MPU3HAKU, KOTOpPhIe OOYCIOBJIEHBI HC-
MIOJIb30BaHNEM TE€XHOJIOTUH OJOKYEiH mpy (yHKIMOHUPOBAHNH (HA TIpHMe-
pe Haumboee pacmpoCTpaHeHHOW KpUNTOBAMOTHL Bitcoin). Onucanue npu-
3HAaKOB KPHUIITOBAIIOTH UMEET BAXHOE KPUMUHAIMCTHYECKOE 3HAYEHHE, TaK
KaK IpearoaraeT cneuupuyecknii nopsaok oOHapyxeHus, Qukcanuuu u
OCMOTpa, a TaKKe IIOCIEAYIONIEro aHalu3a HMEoUielcss HH(OpMaLuH
(«3JIEKTPOHHBIX CIIEJIOBY»), BIMSET HA YCTaHOBJICHUE (DAKTOB, B TOM YHCIIE
UCTIONIb30BAaHMS KPUNTOBATIOT KOHKPETHBIMHU TTOJIb30BATEISIMU U UX JCaHO-
HUMH3AINH.

ITo HamemMy MHEHHIO, K KPUMHHAINCTUYECKH 3HAYMMBIM IpHU3HAKaM
KPHUITOBAIIOTHl MOXHO OTHECTH:

HEeMaTepHaIbHYI0 IPUPOTY KPUITOBAIIOTHL. JlaHHBINM NPU3HAK O3HAYALT,
YTO KPUNTOBAJIIOTA — HEOBEIIECTBICHHBIN MpPEeIMET U CYIIECTBYET B 3JIEK-
TPOHHOM BHJIE, IIPH 3TOM OTHOCHTCSI B COOTBETCTBHH C OEIOPYCCKUM 3aKO-
HOJIaT€JIbCTBOM K MHOMY HUMYILECTBY;

OTCYTCTBHE €AMHOTO SMHCCHOHHOTO IIEHTpa B BH/Ie OAaHKOBCKOH CHCTe-
MBI WJIM NIPABUTENHCTBA, KOTOPBIE OCYIIECTBISUIA OBl BBIIYCK M PETYIUPO-
BaHME KPUITOBAJIOT;

UCIIONIb30BaHUE B MEXIyHapoaHOM obopote cornacHo Jlekpery IIpe3u-
nenra PecmyOnmuku bemapyck ot 21 mekadpst 2017 1. Ne 8 «O pazButuu
uudpoBoii akoHOMUKM» (nanee — Jlekper);

KPHUITOBAIIOTA — YHUBEPCAILHOE CPEACTBO 0OMeHa (cormacHo Jlekpery);

QHOHUMHOCTb UCIOJIb30BAaHUS KPUIITOBATIOTHI,

HEOOpaTUMOCTh IIPOBEICHHS TPAH3AKIUH;

MPO3PaYyHOCTh MPOBEJCHUS TPAH3AKIHI B OJIOKUCITHE.

ITonmaraem, mpu XapakTepUCTUKE KPUNTOBANIOTH KPUMHUHAIUCTHYECKOE
3HAa4YEHUE UMEIOT TaK)Ke CIIeAYIOINE CBEICHUS:
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0 CHUCTEMe 3MUCCHH (JIeLIEHTPAIU30BAHHAS WU LIEHTPAIN30BaHHas);

CHUCTEME OCYIIECTBICHUS TPaH3aKIMi (OTKPHITHIE UM aHOHUMHBIE);

CPEACTBAaX PEruCTpallii M y4eTa B CHCTEMaxX KPHITOBATIOT W KPHITO-
Oupx (IperycMOTpeHa JIM BO3MOXKHOCTh XPAHEHHUsSI O PErHCTPalMOHHBIX
JTAHHBIX, TpaH3aKIsIX U [P-anpecax mombp3oBaTenel Wi HET);

[IPaBOBOM M OPraHU3alMOHHON CTIPYKTYpPE CUCTEM KpPUIITOBAIIOT U
KPHUIITOOUPIK (FOPHIMUYECKOE JINIO, ero (Gpuiinalisl, UX pacrojokeHue u pac-
TI0JIO)KEHUE CEPBEPOB);

MOPSIIKE OCYIIECTBICHHS 00OMEHa, B3UMaHMS KOMHCCHH, CPE/ICTB ydeTa
B CHCTEMaXxX KPUITOBAIIOT U KPUNITOOHUPIK;

TOPSIIKE PETHCTPAIMY M MCIIOIb30BaHUS KPUIITOKOIIEIBKOB;

0710K4elH-0003peBaTeNsX, MO3BOJISIOIINX MTOJYYUTh JOCTYI K CBEACHH-
SIM O ITPOBEACHHBIX TPAH3AKLUAX TOW WM HHOI KPUITOBAIIOTHI;

IIPU3HAKAaX MUKITUPOBAHUS TPAH3AKIHIIA.

[TpuBeneHHBIE IPU3HAKK U XapaKTEPUCTHKH KPUITOBATIOT MO3BOJSIOT
YCTaHOBHTS, SIBIISIETCS I [I(POBOH 3HAK (TOKEH) KPUITOBAIIOTOM, a TaKKe
MOJTYYUTh W 3a()MKCHPOBATh KPUMHUHAIMCTHUECKH BAXHYIO HH(OPMALHIO
ULl paccieoBaHusl.

B Hactosimee Bpemsa YK mpsMo He IMpeayCMOTPEHBI COCTaBbl NMPECTYII-
JICHWH, TJie Obl B KauecTBE MCKIIOYUTENHHOIO MpeaMeTa MM CPEJICTBA CO-
BEpUICHHs MPECTYIJICHUsT BhICTyNajna KpunrtoBamoTa. Cpeanm mpecTyruie-
HUH, IPEeTyCMOTPEHHBIX Ti1aBaMu YK, ciemyeT BBIAENUTH T€, TAE KPHIITO-
BAJIIOTa MOXKET pacCMaTpUBaThCs KaK MPEIMET M IUIAaTE)KHOE CPEACTBO Ipe-
CTYILICHUM:

MPOTUB COOCTBEHHOCTH (BBIMOTATEJILCTBO, MOILICHHUYECTBO, XHIIEHHE C
HCTIONBb30BaHUEM KOMIBIOTEPHON TEXHUKH);

MIPOTUB TIOPSI/IKA OCYIIECTBICHUS! SKOHOMUYECKON JesTeIbHOCTH (Jiera-
m3anus («OTMBIBAHUE») CPEZCTB, IMOIYYEHHBIX NMPECTYIHBIM ITyTeM; NpH-
obpetenue 1100 COBIT MaTepHANBHBIX ICHHOCTEH, 3aBEIOMO JTOOBITHIX Tpe-
CTYIIHBIM IIyTE€M);

NPOTUB MHPOPMAIIMOHHON 0e30MacHOCTH (HECaHKIIMOHWPOBAHHBIN JJOC-
Ty K KOMIIBIOTEPHOIl MH(pOpMAaLMK, KOMIIBIOTEPHBIH caboTaxK, HENmpaBo-
MEpHOE 3aBIaJIcHUE KOMITBIOTEPHOH HH(OpMaLe);

MIPOTUB MHTEPECOB CIIyKOBI (TTOTydeHUE B3STKH, Aa4a B3STKH).

Takum o00pa3om, MOMy4YeHHAas KPUMHMHAJINCTHUYECKAs XapaKTepHCTHKA
KPHIITOBAIIOTH OTKPBIBAECT IEPCHEKTUBBI Pa3paObOTKM KPUMHHAIUCTHYE-
CKOM XapaKTEepPUCTHKH PAacCMAaTPUBAEMBIX MPECTYIUIEHUH M, COOTBETCTBEH-
HO, METOJUK PAacCIeOBaHUs MPECTYMHbIX NESHUH, MpeaMeTOM WM ILIa-
TEXHBIM CPEZICTBOM COBEPIIECHNS KOTOPBIX SIBISIETCS] KPUIITOBAIOTA.
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NPEQYNPEXAEHWUE NPECTYNNEHUNA
B COEPE KOMMbIOTEPHON MHGOPMALIUK,
COBEPLUAEMbIX HECOBEPLUEHHONETHUMU:
3APYBEXHbIW OMbIT

CoBpeMeHHbIe HHOOPMAIIMOHHBIE TEXHOJOTHH — HEOTheMJIeMash 4acTh
BcexX cdep KUIHEAEATSITFHOCTH JIHIHOCTH, obmiecTBa u rocyaapcrea. On-
HAKO, HAPSy C MOJIOKUTEIbHBIMH JOCTHKCHUSIMH, chepa KOMITBIOTEPHBIX
TEXHOJIOTUI TOBJEKIA 32 COOOW HEraTHUBHBIC MOCIEACTBHS, B TOM YHUCIC
YBEJIUUCHUE KOJUYECTBA MPECTYIUICHUI C UCIOB30BaHUEM HH(DOPMAIHOH-
HO-TEeJIEKOMMYHHUKAIIMOHHON ceTH MHTepHeT, no3BoJsiomel 6e3HaKka3aHHO
COBEpIIATh TPAIUIIMOHHBIE MPECTYIUICHU (KpaXka, MOIIEHHUYECTBO, BEIMO-
TaTelbCTBO), a TAK)Ke HEM3BECTHBIE paHEE MHPOBOMY COOOIIECTBY BHIIBI
0OIIECTBEHHO OIACHBIX MOCATATENHCTB (HEPABOMEPHBIN TOCTYI K KOMITHIO-
TEepHOH MH(OpPMAINH, CO3/TaHUE, HCIOIH30BAHNE U PACIPOCTPAHEHUE Bpe-
JTOHOCHBIX KOMITBIOTEPHBIX IPOTPaMM).

KommaectBo monp3oBaTeneil ceThio MHTEpHET BO BCEM MHpE CTPEMH-
TENBHO YBEIMYMBACTCS, YTO OIpPENeNsIeT IMOCTOSHHBIA POCT pa3Mepa MpH-
yrHseMoro yiiepoa. [lo o6beMy moTeHIMaNILHOTO yiepba aHamuTHK Bee-
MHUPHOTO SKOHOMHUYECKOro popyma CTaBsAT KHOSPIPECTYIHOCTh HA CEABMOE
MECTO B CIHCKE OCHOBHBIX TNTOOAIBHBIX PUCKOB: OHA ONEPEIKAET TEXHOTCH-
HBIC IKOJIOTUYECKHE KATaCTPO(bl M PACIHPOCTPAHCHHE UH(CKIIMOHHBIX 3a-
OoJieBaHUil.

DKCIepThl MEXITYHAPOIHON KOHCANTHHIOBOM (hupmbl Accenture yTBep-
XKIaroT, 9yTo B 2018 1. kubeparaku B cpeHEM OOONILINCH OHONW KOMITAHHH
B 13 mumH mom., uto Ha 12 % nopoxe, uem B 2017 1., B 2018 1. 001IHE TIOTEpH
MHUPOBOH SKOHOMUKH M3-3a JEUCTBUN XaKepOB cOCTaBWIM 1,5 TpyH 10JUI., a B
2019 r. sTa cymma BeIpocna 10 2,5 TpiH J0ul. B cooTBeTCTBHU € €XKEroj-
HeIM oT4eToM «Hi-Tech Crime Trends 2018» xaxnmerit Mmecsan B Poccun yc-
MEeIHO aTakyloT 1-2 OaHka, cpeHuil yuepo ot xubeparaku — 132 MiH p.,
yiep0 sxonomuke Poccuiickoit ®enepanru B 2018 1. cocTaBuMI CBBIIIE
1,1 TpaH p.

U ecnu 3a oprann3anmeil LelieBbIX aTak Ha OaHKH MM UHBIE OpraHu3a-
LMY, KaK TPaBUJIO, CTOSIT OMBITHBIE JIOAM, OOJaJarolue crenuaibHbIMU
3HAaHUSIMH, TO TPOTHUBOTPABHbBIC JACUCTBUSI B OTHOIICHUH (PH3MUYCCKUX JIHII
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COBEpLIAIOT JIMIIA, HE 00JaJarone 0CoObIMH 3HAHUSIMH B C(hepe KOMIIBIO-
TEPHBIX TEXHOJIOTHI, B TOM YHCIIe TIOAPOCTKH. B cOOTBETCTBHHM C pe3yibTa-
TaMHM uccienoBanus knoepoesonacnoctu «Threat Zone 17/18: HOBbIE BBI30O-
BHI 1HppoBOoro Mupay, ot 30 % mo 40 % kubeprpecTyIUIeHHI COBEPIIAIOT-
¢ IOAPOCTKaMH B Bo3pacte oT 14 1o 16 nert.

ITo cnoBam 3KcrepTOB MO KMOEPOE30IaCHOCTH, MAJIOJIETHHE XaKephl B
HACTOsIIEe BPEeMsI IPEIICTABISIOT PEIBbHYIO yrpo3y. «MHOTHE IPeCTyITHbIC
c000IIIeCTBa CETOHS 3aHUMAIOTCSA TEM, YTO PEKPYTHUPYIOT TAKMX MHTEPHET-
yMenbLeB B cBoM paabl. Celyac modTH Kaxplii peOEHOK BEIpacTaeT ¢ KOM-
IIBIOTEPOM B pykax. M TEXHOJOTHH, KOTOPbIE OHH OCBaMBAIOT, JAIEKO HE
BCETa MHPHOTO Ha3zHadeHus. Kak mpaBwiio, Bce HauMHAETCS C KaKHX-TO
IIAOCTEH — «HA CHOP», Pagy XyJIUTaHCTBA WM caMOyTBep kIeHUs. OaHaKO
MIOTOM 3TO IepepacTaeT B He4To Ooliee cepbe3Hoe. B nanpHelemM oHU Jo-
MAIOT CalThl KOPIOPAIUH WK MOTPOIIAT OAHKOMATBIY.

JleHcTBUTENbHO, €Cl JIJIsl MIKOJLHUKOB 14—15 neT xapakTepHO coBep-
LIEHHE TPECTYITHBIX AESHUN U3 JIIOOOIBITCTBA, JKEJIAHUSI UCIBITaTh OCTPHIC
OIYIIEHUs, IPHOOLIUTECA K BUPTYaJIBHOMY OOIIECTBY, CYOKyIbType, TO
MOJIPOCTKH cTapiiero Bo3pacrta (16—17 yeT) uuryT BO3MOXKHOCTH 3apaboTKa,
B TOM YHCJIE ITyTEM MPOTHBOMPABHBIX ACHCTBUH (IIEPEBOJIBI AEHET C TyKOTO
BUPTYQJILHOTO KOIIENbKA, B3JIOMBI AaKKayHTOB B COLICETSIX C IIENbIO IAHTa-
’Ka, MOIICHHWYECKHE CXEMBI, CO3JlaHHE BPEIOHOCHOTO IPOTPAMMHOTO
oOecrieueHnsT «Ha 3aKa3y).

CyObeKTHBHO JIETH U TOJPOCTKU YacTO HEBEPOSITHO JaJeKU OT OCO3HA-
HHUS TIOCHEICTBHUI CBOEH «CETEBOM XHM3HH» U TEM 0onee OT MOHUMaHHSA
MPaBOBBIX IOCJIEACTBUI B3aMMOJEUCTBUS C MHTEpHET-pecypcamu. Mx mro-
003HATENILHOCTh M ONEPAaTHBHOCThH BIMTHIBAHUS MH(pOpPMaK Ha (OHE OT-
CYTCTBHUSI HEOOXOJMMOTO COL[MAIBHOIO OMbITA U aKTUBHBIX IIOINBITOK Iepe-
HOCa WIPOBBIX CLEHAPUEB B PEaAIbHYIO KU3Hb IOCTOSHHO MHTAIOT IOYBY
JUISl pa3JINYHBIX IPAaBOHAPYIICHHH.

UroObl IpeynpeanTh BOBMOXHBIE PUCKH, MHOTHE TOCYIapCTBa TOTOBSIT
CHELHUaINCTOB 10 KHOepOe30MnacHOCTH CO MIKOJIbHOM ckambH. Tak, B u3pa-
WIBCKHUX IIKOJAX C YETBEPTOrO Kjacca JETH M3Y4aloT MPOrpaMMHpPOBAaHUE.
Y4eHNKOB, yCHEBAIOMNX MO 3TOW ANCIMIUINHE, PEKOMEHIYIOT K JOMOJIHH-
TEJILHBIM 3aHATHAM 0 KpUOTOorpaduu n KnoepOe30macHOCTH B CEPTHHHUIIN-
POBaHHBIX IIeHTpax. B BenmkoOpuTaHNM NPOBOAATCS €KETOJHBIE MOJIO-
JIeKHBIE COPEBHOBAHUS MO KnOepOe30macHOCTH (C IENbI0 NPHUBICYCHUS
nereit B 2015 r. oAHUM U3 3TANOB COPEBHOBAHMUM CTall CIIELUAIBHO Pa3pa-
OOTaHHBIH YPOBEHb KOMIIBIOTEpHOI Urpbl Minecraft). ABcTpanuiickoe npa-
BUTENLCTBO ¢ 2018 T. BKIIOUMIO OO0sI3aTeNbHOE MpErojaBaHue OJOKUYCHH
(blockchain) n xpunToanropuTMOB B 00pa3oBaTeIbHYIO NPOrpaMMy, HauH-
Hasl ¢ MJIQ/ILIMX KJIACCOB, YTO MO3BOJISIET JaTh AeTsAM (pruHaHcoBoe U 1udpo-
Boe 00pa3oBaHME, a TAK)K€ 3HAYUTEJIHHO YMEHBUIMTh LU(PPOBOH pa3pbIB
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MEXIy JICTbMUA W B3POCIBIMU. ATCHTCTBO HAIMOHAIBLHOW OE30MaCHOCTH
AMepuKN OTKpBIBAET JIETHHE Jlareps Ui CTYJCHTOB, IIKOJIBHUKOB U JIaxe
BOCIIUTAaHHUKOB JETCKUX Cal0B. AKTUBHO HCIOJb3YyeTCs NMpaKTUKa MO CO3-
JIAaHUIO TaK Ha3bIBAEMBIX OTPSIOB «OeJbIX XakepoB» (white hacker), B koTo-
pBl€ BXOJSAT IIKOJBHUKH, XOPOLIO Biajerone HHYOPMALMOHHBIMU TEXHO-
sorusiMu. Taxue OTpsAbI YCHENIHO TECTUPYIOT NMPOrpaMMHOE o0ecredeHue
Ha pa3lIMyHbIC YSI3BUMOCTH. [l COBEPIICHCTBOBAHUS HABBIKOB CIICIIMAJIH-
CTOB 1O MH(OPMAIIMOHHONW 0€30IMacHOCTH OPraHM3YIOTCSI KOMaHIHBIE CO-
pesHoBanus CTF (Capture the flag) mo nHpopMannoHHON 06€30MaCHOCTH U
CHCTEMHOMY aJMHHHACTPHPOBaHMIO. KpymHeHmmMu MeXayHapOIHBIMU
COPEBHOBAaHMSAMH CUUTAIOTCS MpoBoanMble KanndopHuiickum yHHBEpCcHTe-
toM B Canrta-bapOape, mobemurenem kotopeix B 2018 T. crama xomanma
cTy/ieHTOB TOMCKOI0O rocyaapcTBEHHOrO yHUBepcuTeTa SiBears.

B 2008 r. B Pecrryonmuke Kopest cozmana MexayHapoaHast demepanus
Knbepernopra, KOTOPBIH B HACTOSAIIEE BPEMs PHOPENT OTPOMHYIO MOITYJISIp-
HOCTh BO MHOTHX CTpaHax Mupa. IIo KOMIbIOTEpHOMY CIIOPTY IMPOBOJATCS
COPEBHOBaHMS Kak ISl MPO(ECCHOHATBHBIX CIIOPTCMEHOB, TaK M JJIs JII0OU-
TeJsiel, B TOM 4HCIIe CTYACHTOB U HIKONBHUKOB. Kpome Toro, MHOTHE yued-
HBIE 3aBEJICHUS PEAM3yI0T 00pa3oBaTeNIbHbIE MPOTrPaMMBI 10 KOMITBIOTEP-
HBIM HayKaM B 00JIacTH WrpoBbIX TexHosorui. Tak, nmpodeccroHanbHbIH
koyutexk Ounnsnanu (OpuBecr) Ahlman opraHuzyer oOyueHHe MO TpeM
HanpaBieHUsIM: «TeXHOJIOTHN pa3paboTKN KOMITBIOTEPHBIX HIp», «Jln3aiin
KOMIBIOTEPHEIX UTp», «Kubepcmopt». B Pecnybmuke bemapycs (MuHCK)
OTKpbITa mIKoJa KubepcrnopruBHoro odOyudenus Cyber Gaming School, a
TaKKe JIETHUHU J1arepb JUisl 1eTed U MOAPOCTKOB.

AXTHBHO pa3BuBaeTcs kndepcropt u B Poccmiickoit @eneparmm. C 2006 .
MIPOBOAATCS O(HUINAIBHBIE COPEBHOBAHMS JUIS CTYJCHTOB, O0YJaIOMINXCS B
00pa3oBaTeNbHBIX YUYPEKICHHUSAX BBICIIEro 0Opa3oBaHUs CTPaHbI, a I0CIe
oduIHMaIbHOrO IPU3HAHUS KOMITbIOTEpHOTro criopta B 2016 r. Obuia opranu-
3oBaHa Beepoccwuiickas knbepcioptuBHas cryaeHdeckas aura (BKCJII).

Nannmaropamu 00pa3oBaTeIbHBIX MPOSKTOB IS IIKOJBHUKOB BBICTYIAIOT
KOMMepUeCKUe U HeKOMMepUYecKHe opraHusaiuu, Takue kak Group-IB (o6pa-
30BaTeIIbHBIE POrPaMMBI 110 MHPOPMAIIMOHHOH 0€30MacHOCTH), AKIIMOHEpHAs
¢mHaHCOBas kopropamust «Crcrema» («JIudr B Oymymee»), Samsung («IT-
mkoja Samsung»). IIporpaMmbl, HanpaBiIeHHbIE Ha TOBBIICHUE IHU(POBOI
IPaMOTHOCTH JIeTEH, 3aITyCKalOT U pa3pabOTYMKH KOMITBIOTEPHBIX UIp (HAIpH-
Mep, MIrpa-CTUMYJISITOP 10 HM3Y4YEHHIO INPUHIMIOB PabOThl HCKYCCTBEHHOTO
nnaTemekTa «while True: learn()» ot poccuiickoit ctymuu Luden).

OnHako B cuily psAa NPHYMH (BBICOKAsh CTOMMOCTB, OTCYTCTBHE 00pa3oBa-
TEJILHOTO IIEHTpa B PErHOHE MPOXKUBAHMS, HEJAOCTATOUYHBII YPOBEHb 0A30BBIX
3HaHWI) TaKWe MPOEKTHI HEJIOCTYIHBI JUISl ITUPOKOH ayUTOPHH HIKOILHHUKOB.
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B nensx npenynpexieHust COBEPIICHUST KOMIIbIOTEPHBIX IIPECTYILUICHUN
Lesecoo0pa3Ho 3aHUMAThCsl NMPABOBBIM, HH()OPMALMOHHBIM BOCIIUTaHUEM
JIeTeil IIyTeM BHEJIPEHMs B LIKOJIBI IIPOIPaMM IIOBBIIIEHUS KOMIIBIOTEPHOU
IPaMOTHOCTH, CTaHAAPTOB ATUYECKHX HOPM IOBEJCHUS B IU(POBOIi cpene,
COOJIIO/ICHHSI TIPaB JAPYIMX Ipa)kIaH, OTPAHUYCHHIA, YCTAHOBJICHHBIX 3aKO-
HOJIATEeJILCTBOM, CTUMYJIMPOBATh HHTEPEC POJAUTENEH K aHAIM3Y MeIUarnpo-
IOYKIHH, OPEIIIOYUTAeMON UX IEThMH, OCYLIECTBIATh KOHTPOJb 32 UHTEp-
HeT-calTaMH, MOCeNIaeMbIMI PEOCHKOM, CTaTh aKTUBHBIMH YYaCTHHKAMHU B
nporecce BOCIUTAHNS HOPM ITOBEACHHUS B IIM(PPOBOM MHUPE.
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OTAENbHBIE ACMEKTbI NPOTUBOJEWCTBUA
KOMMNbIOTEPHOMU NPECTYMHOCTMW NOAPA3AENEHNAMN KWBEPMONULIK
HALIMOHANIBHOU NONULIUN YKPAUHBI

TepMHH «KOMIIBIOTEPHAsI MPECTYITHOCTHY (computer crime) 4acTo ynoT-
pebmsieTcss HapsiTy ¢ TEPMHHOM «KHOepIIpecTyImHOCTR)» (cybercrime), mpu-
YeM HEPEAKO 3TH IOHATHUS UCIIONB3YIOTCS KaK CHHOHUMBI. CornacHo 3aKo-
Hy Ykpausbl «O0 OCHOBHBIX NpHHIMIIAX o0OecreueHns KubepOe30macHOCTH
VYkpauHsl» KubeprnpecTymieHue (KOMIBIOTEpPHOE MpPecTyIUIeHne) — obe-
CTBEHHO OITACHOE BHHOBHOC JIESIHHE B KHOEPIPOCTPAHCTBE HW/HIU C €T0
HCTIONIb30BAaHMEM, OTBETCTBEHHOCTh 32 KOTOPOE IPEIyCMOTpeHa 3aKOHOM
VYkpaunbl «O0 YronoBHOW OTBETCTBEHHOCTH» W/MJIM KOTOPOE IPU3HAHO
MPECTYIUIEHUEM MEeXTyHapOIHBIMU JOTrOBOpaMH Y KpauHBI.

B paza. XVI VYronosraoro kozxekca (YK) Vikpaunsl «[Ipecrymienns B
cdepe HCTIONB30BAHUS 3JIEKTPOHHO-BBIYMCIUTENBHBIX MAIINH (KOMIIBIOTE-
POB), CUCTEM M KOMIIBIOTEPHBIX CETEH U ceTeil IeKTPOCBI3N» 3aKPeIeHbI
ct. 361, 361-1, 361-2, 362, 363, 363-1, KOTOpbIE yCTAaHABIUBAIOT OTBETCT-
BEHHOCTb 3a TAKHE JICSTHUSI.

CornacHO IaHHBIM O(QUIIMANPHON CTAaTHCTHKH, B YKpawHEe 32 9 Mecs-
neB 2019 r. 3apeructpupoBano 1 796 yrojnoBHBIX NpaBOHApPYyIIEHUIN B
cdepe HCIONB30BaHMS 3JIEKTPOHHO-BBIYUCIUTEIbHBIX MallMH (KOMIIBIO-
TEPOB), CUCTEM U KOMIBIOTEPHBIX CETEH MM CeTeH AJIEKTPOCBA3U, B TOM
qHcie:
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HECaHKIIMOHUPOBAHHOE BMELIATEILCTBO B pabOTy 3JIEKTPOHHO-BBIYHC-
JUTETbHBIX MAaLIMH (KOMIBIOTEPOB), aBTOMATU3UPOBAHHBIX CHUCTEM, KOM-
MBIOTEPHBIX ceTel min cereit anexTpocBs3u (ct. 361 YK Ykpaunsr) — 1 014;

HECaHKIIMOHUPOBaHHbIE JIGUCTBUS ¢ MH(pOpMaIel, KoTopast 00padaThl-
BaeTCs B AJICKTPOHHO-BBIYHUCIUTENBHBIX MallIMHAX (KOMIIBIOTEPax), aBTOMa-
THU3UPOBAHHBIX CUCTEMAaX, KOMIBIOTEPHBIX CETSIX WJIN XPaHUTCA Ha HOCHUTE-
JSIX TakoW MH(MOPMAIMH, COBEPILEHHBIE JIMIIOM, HMEIOIMM MPaBO J0CTyIa
K Heli (cT. 362 YK Vkpaunsr) — 576;

CO3JIaHWE C IIEBI0 MCIOJIB30BAHUS, PAcIpOCTPaHEHUs! MIN COBITa Bpe-
JIOHOCHBIX MPOTPaMMHBIX WJIM TEXHHUECKUX CPENCTB, a TaKKe UX paclpo-
ctpaHeHue miH cObIT (cT. 361-1 YK Vkpaunsr) — 165;

HECaHKIIMOHUPOBAHHBIE COBIT MM paclpocTpaHeHNnEe HH(OPMAINH C OT-
PaHUYEHHBIM JIOCTYIIOM, KOTOpas XpPaHUTCA B 3JIEKTPOHHO-BBIUMCIIU-
TENbHBIX MallMHaX (KOMIIBIOTEPAxX), aBTOMATU3UPOBAHHBIX CHCTEMaX, KOM-
MBIOTEPHBIX CETSIX WM Ha HOCHUTENAX Tako mHpopmaruu (ct. 361-2 YK
VYkpaunsr) — 33.

OpHUM U3 CyOBEKTOB MPOTUBOAEHCTBUSL KOMITBIOTEPHOI MPECTYITHOCTH
B YKpaWHe SIBJIAIOTCS MojpaszaeneHus Kubepnonuiuu HamuoHansHON TO-
nuimy. B acTHOCTH, OCHOBHAs 3aiava Jlenapramenrta kubepronunuu Ha-
LMOHAJIBHOW MOJNMIMK YKpauHbl — ydacTHe B pOpMHUpOBaHHU M obecrieye-
HHUHM peaM3alliii TOCYAapCTBEHHON MOJUTHKHU MO MPEAYNPEKACHUIO U IIPO-
TUBOJICHICTBHUIO YTOJIOBHBIM IIPAaBOHAPYIICHUSM, MEXaHHU3M HOITOTOBKH,
COBEpPIIEHHs] WM COKPBITHUS KOTOPBIX IpPeIyCMaTpUBAeT HCIOJIb30BaHHE
JIEKTPOHHO-BBIYUCIUTENILHBIX MAIINH (KOMIBIOTEPOB), CUCTEM M KOMITBIO-
TEPHBIX CETEU U CETEHU DIIEKTPOCBSI3U.

Hanpumep, B centsope 2019 r. nonuueiickue JlenapramenTta kudepro-
mnun HarpronansHON nommnun YKpawHBl pa3o0IadiiIn Xakepa, KOTOPBIi
3a BpeMs CBOCHM MPEeCTYMHOH NesATeIbHOCTH MOIYy4HI HECAaHKIMOHWPOBAH-
HBI IOCTYN K THICSYaM CEpBEpOB MOCTpajiaBmuX U3 6osee yeM 100 ctpan
mupa. [losydeHHbIe HHCTPYMEHTHI OH HCHOJIBb30Bal KaK ISl IPOJakKH JaH-
HBIX, TaK W JJIS TIOJYYEHUs! TOCTYNa K OaHKOBCKMM aKKayHTaM M IUIaTexk-
HBIM CHCTEMaM.

st npuBnedeHns KIMEHTOB 29-I€THUI *KUTeNIb XapbKOBa pa3Mellail Ha
CHeLUaIM3UPOBaHHBIX caliTax U (opymMax OOBSBICHUS O NMPOAAKE JIOCTY-
IOB K YJaleHHbIM cepBepaM. /[y omaTel TakMX YCIyT HCIOJIb30BaJHCh
JIEKTPOHHBIE TUIATEKHBIE CHCTEMBI.

INonunelckue mpoBen HECKOJIBKO OOBICKOB IO aJipecaMm, TJe MPOoXKHBa
XaKep, B pe3ysIbTaTe KOTOPBIX OBIIM U3BATHl KOMIBIOTEPHAS TEXHUKA, 1€Hb-
TH W BHEIIHHE HOocuTenn MH(opmanun. Bo BpeMms mpeaBapUTENbHOTO OC-
MOTpa TeXHUKH KUOepHONHIKsI OOHapYKWJla aKTHBHBIE CECCHU U NepeveHb
B3JIOMaHHBIX CEPBEPOB C YUETHBIMU JaHHBIMHU JOCTyIa K HUM. [lo naHHOMY
(akTy IpOBOAMTCS NOCYAEOHOE pacciieioBaHHUE, KBAIN(HUIIMPOBAHHOE TI0
4. 2 c1. 361 YK Ykpaussl.
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[Monuueiickne KUOEPIOIUIMN TAKXKe Pa3o0NAuMIN MPECTYIHYIO TPYIITY
U3 TSITH YE€JIOBEK BO TJIaBe ¢ 34-JI€THUM OPraHW3aTOpPOM, KOTOPHIE B TEUCHHUE
MOCNIEAHUX JIBYX JIET CO3/1aBaJId U MPOJABAIN B CETH BPEJIOHOCHBIE TEXHUYE-
CKHE CPEeZACTBa, IpeJHa3HaueHHbIE I HECAHKIIMOHUPOBAaHHOIO BMeEIIaTellb-
CTBa B paboOTy cHCTEM CHaOXKEHMS M ydeTa MOTPeOJICHHOH 3NIEKTPOIHEPIHH.
B panpHelimem 3TH ammapaTHble KOMITIEKCHl HACTPAHBAINCh M HUCIIOJIB30Ba-
JIUCH ISl OJIOKMPOBaHUS PabOTHI IIPOIIECCOPA 3IEKTPOCUETUHKA, B PE3yJIbTaTe
Yero PHEProcHa0KaroIMe NpeIPHUATHS HECIH MUJUTMOHHBIE YOBITKH.

Jlnst cObITa STUX YCTPOWCTB OPTaHU3aTOp MPECTYITHOW TPYIITBI CO3AN OT-
JIETbHBIA HHTEPHET-CAiT. B 3aBHCMMOCTH OT BH/Ia SIIEKTPOCUETINKA CTOMMOCTh
Ka)KJIOr0 TaKOro TEXHHYECKOTo CpejcTBa Konebdanack oT 3 10 15 TeIC. rpuBeH.
Takum 00pa3oM 3JT0YMBIILICHHUKHY 3apadoTaiiv 00Jee MUJUTHOHA TPUBEH.

[Monmuelickue MU3bSAIM BO BpeMs OObICKa M3TOTOBJIEHHBIC TEXHUYECKHUE
cpeacTBa 1 000PYIOBaHKE AJIST NX MU3TOTOBIICHHS, KOMIIBIOTEPHYIO TEXHHKY,
JIOTIOJTHUTEJIbHBIE HOCHUTENIM HH(pOpManuu, OaHKOBCKHE IUIATeXKHBIE Kap-
TOYKH, JIEHbI'M U MOOWJbHBIE TelieoHbl. [lo naHHOMY (akTy HIpOBOIUTCS
nocyneOHOe pacciieloBaHiE B paMKax HadaToOro MPOM3BOJCTBA 1O cT. 361,
361-1 YK Ykpaunsl.

11 cents6ps 2019 r. B xoxe nposezenus B Kuese popyma «Cellebrite
User Forum Kyiv 2019» cneuunanuctsl komnanuu Cellebrite n Jlabopato-
puu KoMIploTepHOH KpuMHHaIUCTHKU «EIIOC» pacckazanu yyacTHUKaM
KOH()EPEeHIIMN O CBOMX HapaOOTKax B TEUYEHHE IOCIECIHEr0 roa 1 MOAeIH-
JIMCh JIYYLUIMMH NPAKTHUKAMH MOCIEJIHUX JOCTHXEHUH 1M(POBOH KpUMHUHA-
JIUCTHKH.

Kak ormernn Ha gopyme pykoBoautens JlemapraMeHTa KHOEPIOIHIINH
HammonansHo#t mommmmu Ykpaunsr C. JleMenrok, 60poTbCs ¢ KOMIBIOTEP-
HOM MPECTYIHOCTBIO FOCYIapCTBY CaMOCTOATENBHO TPy IHO. Benp TexHomno-
T'MU Pa3BUBAIOTCSl IOMHHYTHO, @ TPECTYMHHUKU MOCTOSHHO COBEPILEHCTBY-
10T CBOM CXEMBI, YTOOBI MAaKCHMAJIBHO CKPBITH CJIC/IBL.

CeroiHs IPECTYITHUKH MIEPECTAIOT MOJIB30BATHCS aHAJIOTOBBIMU KaHATAMH
CBSI3M M KJIACCHYECKMMH MeCTaMH Julsl XpaHeHus WH(popmanuu. Bcee uaie
OHH HCIIOJIb3YIOT OOJIayHbIe CEPBUCHI XpaHEHUs] MHPOPMALUH U a0y30CTOM-
KHE XOCTHHTH, KOTOPBIE HE KOHTPOJIMPYIOTCS CO CTOPOHBI TOCYAAPCTBA.

Jlist kxubGepronmyy BaskHO HCIOJIb30BaTh COBPEMEHHBIE BBICOKOTEXHO-
JIOTHYHBbIE UHCTPYMEHTBI ISl TIOJIyYEeHUSs! JIoKa3aTelibHoil Oa3bl. Biaronaps
COTPYIHHYECTBY C YACTHBIMH OpPraHH3alMUsIMH MOJMLEHCKUM KHOEpIou-
UM yJaeTCsl MOJy4aTh JaHHBIE, KOTOPHIE B NabHEHIIEM HCIIOIb3YIOTCS B
Ka4yecTBe IU(POBBIX JOKA3aTEIBCTB.

Kpome Toro, ¢ momorpio Ka4eCTBEHHON aHaMUTHKK HannoHnanbHas mo-
JIUIUA TIO0Iy4aeT He TOJBKO J0KA3aTeNbCTBA MPOTHBONPABHON JEATENIBHO-
CTH, HO U BBISIBIISIET HOBBIE NTPECTYILICHUSI.
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Jlnst Toro 4yTOOBI yOepeub CBOM JTAaHHBIC OT MIOCTOPOHHETO BMEIIATEIBCT-
Ba, KHOEPIIOJIUITHSI PEKOMEH/IYET MOJIb30BATENIIM KOMITBIOTEPOB:

yCTaHABJIMBATh AKTyallbHbIC OOHOBJICHUS ONICPAIIMOHHOMN CUCTEMBI,

HCIOJIb30BaTh HCKIIFOUUTENIBHO JIMIICH3MOHHOE MPOTPaMMHOE obecrie-
YeHHE;

UCIIOJIb30BaTh COBPEMEHHBIC aHTHBHPYCHBIC MPOTPAMMBI U MOCTOSHHO
OOHOBIISATH UX;

HCIIOJIb30BaTh TOJILKO HAJICIKHBIE Mapoin (cocTosiiue U3 OyKB, YHCEN U
CHMBOJIOB).

VK 339.13

A.B. Ocunos, Marucrp, acnupaHT AKaJeMuu
ynpasienuss npu Ilpesunente PecryOmuku
benapycn

7744222 @tut.by

MCNONb30BAHUE TEXHONOIMK EHOKHEVIH
B LIENAX NOBbILLEHNA 3KOHOMUYECKOW BE3OMACHOCTU
PECMYBITUKU BENAPYCb

Brokueitn — 6a3a JaHHBIX, 0€30IIACHOCTh KOTOPOW 00ECeYMBaETCsT Me-
XaHUKOW pacrpeenieHHOro KoHcencyca. IlepBoil mupoko npuH[TON peanu-
3anueil ONoKYeiHa SBISIETCS OMTKOMH, Il KOTOPOTo 0a3a JaHHBIX — IPO-
CTO BpeMEHHAasl KHUTH IiaTexxeld. [lepBoHavanbHO pa3paboTaHHas Kak Tex-
HOJIOTHSI, Jie)Kalasi B OCHOBE 1IM(POBOI BAIIOTHI OUTKOWH, OHAa BCKOpE CTa-
Jla PacHpOCTPaHATHCA 3a MpeJesbl KPUNTOBAIIOT. HekoToprle ydeHble Ha-
3BIBAIOT CHCTEMY OJIOKYCHH «MAaIImHON HoBepws». M3-3a MCIONB30BaHHA
PA3IHYHBIX KPUNTOTPAadUUECKUX METONOB W WX ACUEHTPAIN3OBAHHOTO U
pacrpeneneHHOro XapakTepa, OJIOKIeHHBI, IO 3asBICHHUIO SKCIIEPTOB, OYCHBb
ycroitunBel. [Ipo3padnsblii, 0e30MacHBI 1 HEM3MEHHBIA XapakTep OJoKJel-
Ha BBI3BAJl HHTEPEC KaK YaCTHOI'O CEKTOpa, TaK U IOCYJapCTBEHHBIX Opra-
HOB. KonmuecTBo J0Ka3aTeNnbCTB MPO3PAYHOCTH PadOTHI TEXHOJIOTHH
«OJIOKYEWH» W NMHJIOTHBIE NPOEKTHI B JAHHOM CEKTOPE CTPEMHTENIHHO pac-
TYT BO BCEM MUPE, a TEXHOJIOTHUA YK€ CTaJIa IPUMCHATHCA BO BCEX CEKTOpax
9KOHOMHUKH U 00IIECTBa — OT (PMHAHCOB JI0 3JICKTPOHHOU TOPTOBJIH, POJIO-
BOJILCTBEHHOW 0€30M1aCHOCTH, YIIPABJICHHS U JJa)Ke TOJIOCOBAHUSL.

[TpoGnemMbl SKOHOMHUUYECKOH 0€30IacCHOCTH M TPYAHOCTH KOOPAWHALUH
nH(OPMAMOHHBIX M ()MHAHCOBBIX MOTOKOB Yepe3 I'PaHUIbl U MEXIy He-
CKOJIbKUMHU CTpaHaMM, y4YacTBYIOIUIMMH B MEKIYHapOJHON TOprosie, 3a-
TPYAHAT yCWIHA TO IUQPOBHU3AIHKA PAaOOTHl CHCTEMBI TOCYIapCTBEHHBIX
3aKynok. HoByro TexHOJOTHIO, OIOKYEHH, MHOTHE BHIAT KaK BO3MOXKHBIHA
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reiM-uyeiiHKkep. B HOBOM OKyMEHTe, MOArOTOBIEHHOM JKCIEpTaMHU, CBS-
3aHHBIMU C Ipymnoi BecemupHoro 6anka, mpeiaraercsi Co3aarh OJIOKYSHH-
ceTh JuIsl MOBBIIICHUS 3(P()EKTUBHOCTH CHCTEM TOCYJapCTBEHHBIX 3aKYIIOK
10 BCEMY MHDY.

OO1IenpuHATEIM TEPMUHOM, KOTOPBIH OIMCBIBAET ATOT KJIACC TEXHOJIO-
THH, SBISTIOTCS «yMHBIE KOHTPAKTHI», KOTOPHIE XapaKTePH3YIOT HOBYIO MO-
JIeIb TIOCTPOEHHSI OM3HEC-KOHTPAKTOB, B KOTOPBIX ONpEJ/IeIEHHE, BHINOIHE-
HHUE W MPOBEpKa HENPEABHICHHBIX 00CTOSITEIHCTB MPOUCXOIIT KaK BBITION-
HEHHe KoJa Ha OJoK4elHe, a He Kak O0sS3aHHOCTH JOBEPEHHON TpeTheil
cTopoHBI. [laHHBIE, BBEJICHHBIE B OJIOKUEHH, «XAIIUPYIOTCS», T. €. Ipeodpa-
3yIOTCSl B HOBBII 1Tu(poBoi (opmar (cTpoka GpUKCHPOBAHHOM JUJIMHBI C HC-
MOJIF30BaHNEM MaTeMaTHdeckol (GyHKUHMH W 3ammdpoBaHHas I obectie-
YEHUsI LIeJIOCTHOCTH JaHHbIX, PEJOTBPAILEHUS TOAJEIKH U FapaHTHH TOTO,
9TO COOOIIeHHe OBIO CO3MaHO M OTIIPABIICHO 3asiBICHHBIM OTIPaBUTENIEM U
He ObUIO M3MEHEeHO B myTH). Eciim oTnpaBuTenbh TpaH3akIMu HE Kejaer,
YTOOBI IPYyTHe YYaCTHUKH CETH BUICIH COAEPKHMOE CaMOr0 COOOIICHHS
(T. €. JaHHBIE OTKPBITOTO TEKCTA, COJCPIKAIIUECS B IPEJICTABICHHBIX JIOKY-
MEHTax), OH/OHa MOXET BBIOpaTh MH(POBAHHE CAMOTO COOOIICHUS, TeM
CaMbIM Jieasi JaHHbIE HENOHATHBIMH ISl JIML 0€3 pa3pelieHHOro 10CTya.

[epcriexTrBa TPOCTMPOBAHMS CIIOKHBIX OHM3HEC-TIPOLIECCOB HAa KOJ U
YCTpaHEHHs JOPOTOCTOAMINX IMOCPEIHUKOB YK€ KalluTalIu3upoBana oomnee
1 mipa OOJUl. BEHUYPHBIX MHBECTULMH B JaHHYIO TexHoJoruto 3a 2018 r.
OroT npeobpa3yrouMii MOTEHIHaN OJ0KYeHHa MOXKET TaKKe PEeBOJIIOIHO-
HU3UPOBATh, & €r0 KIOYEBbIe ()YHKIIMHA MOTYT OBITH YCIIEIIHO MPUMEHHUMBI
B TOCYJAPCTBEHHOM CEKTOPE.

Mapk Younopt, raBHbIA Hay4HbII COBETHHMK IpaBUTENILCTBA Benuko-
OpuTaHNU, HEAABHO OIMyOJIMKOBAT JIOKJIA]], B KOTOPOM M3Y4YalOTCsl OTEHIIH-
aJbHBIC TIPEUMYIIECTBA UCIOJIH30BAHUS TEXHOJOTHH OJIOKYEHH B TOCyHap-
CTBEHHOM CeKTope. biokuelH, M0 MHEHHIO Y4YEHOro, CO37aeT BOJHBI B
KOMMEpPYECKOM CEKTOpe — OCOOCHHO B cdepe (PUHAHCOBBIX YCIYT — H MO-
KET CUUTAThCS OJTHMM M3 CaMbIX 3HAUMTEJbHBIX JIOCTIKEHUH B 00JacTH
TEXHOJIOTHI HOBOTO TIOKOJICHUs. [[aHHAs TEXHOJIOTHS WAEaIbHO MOIXOAUT
Tam, TJe ecTh He0OXOIMMOCTh B 3alIMIIEHHOM OT HECAaHKIIMOHUPOBAHHOTO
JocTyna ImeHTpanbHoM ydere. OOMeH wmH(oOpMarmeld MMeeT pemlaromee
3HAYEHHE JIJIsI MHOTHX OM3HEC-IIPOILIECCOB, KOTOPHIE JIe)KaT B OCHOBE rOCy-
JAPCTBEHHBIX yciIyr. KOHEYHO, JKU3HEHHO Ba)KHO, YTOOBI 3TH JaHHBIE Xpa-
HUJINCh HAJICKHO, U OJIOKYCHH YPEe3BBIYAMHO TPYAHO B3JIOMATh H3-3a €rO
KOHIICTIIUH PabOoTEHI.

[TockonbKy TOCYapCTBEHHBIN CEKTOP CTPEMHTCS CO31aTh Ooee 3 dek-
TUBHBIE CIOCOOBI MPEIOCTABJIICHUS YCIYT IS CBOMX Tpak[gaH, OJIOKYEHH
MOXET CTaTh KJIFOUEBON 0a30BOi TexHoJOTHEH B 3TOoM chepe. B mokmazne
M. Yonmopra Takke peKOMEHIYETCS MPaBUTEIBCTBY HCIOIB30BaTh OJIOK-
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YeWH JUIs MOBBIMIEHUS MOJOTYETHOCTH HA MECTHOM YPOBHE U CHIDKEHHS
3aBHCUMOCTH OT LEHTPAIU30BAHHOTO MPAaBUTENLCTBA, YTO CBA3aHO C pac-
Tylield NOTPEeOHOCTBIO B COTPYAHUUYECTBE MEXy FOCYNapCTBEHHBIMHU CITy-
JKAIUMH U Pa3IMYHBIMU BEJOMCTBAMH. BIOKYEHH MOXKET yMEHBIIUTH MO-
HIEHHUYECTBO, OLIMOKHU, a TaKXKe BpeMsl B CTOMMOCTh OyMa)KHO-UHTEHCHB-
HBIX TIPOIIECCOB, J€Nas rOCYAapCTBEHHBIH CEKTOp Oojee MpO3pavyHbIM s
CBOMX I'pax/iaH.

Hns Pecrry6nmuku Bemapych cuctema OJOKYETH OTKPBIBAET MHOYKECTBO
BO3MOXHOCTEHl HE TOJBKO Ul IOCYNapCTBEHHBIX CTPYKTyp. Ha cerongns
CTaTyC KPHUITOBAIIOT HE MMEET YCTOMYMBOI 3aKOHOJATENBHOM 0a3bl, HO
y’Ke€ BBIHOCAT Ha PAaCCMOTPEHHE IepBble HOPMATHBHBIE IPABOBBIC AKTHI.
CymiecTBYIOT CTapTOBBIE MPOEKTHI C HCIOIb30BAaHUEM TEXHOJOTUH OJIOK-
4elH, KOTOpbIe YaCTUYHO Pealu30BaHbl Ha TOCYAapCTBEHHOM ypoBHe. Tex-
HOJIOTHIO OJOKYEHH OyIyT MCIOIb30BaTh B CAMBIX pa3HBIX cdepax odIecT-
BeHHOM nesitensHocTH. st PecniyOnmiku Benapych o4yeHb NepcrieKTUBHOM
BO3MOXKHOCTBIO SIBJIIETCA HCIIOJIb30BAaHWE OJOKYEHH JUI 3JIEKTPOHHOTO
TOJIOCOBAHUS, YTO YIYUIIUT YPOBEHb AeMOKpaTuu. CyIiecTByeT MHOXKECTBO
BO3MOKHOCTEH HCIIOJIB30BAHUSA M BHEIPEHUS TEXHOJIOTHH Il DJIEKTPOHHO-
ro JEHEeXKHOTo 0o0palieHus, JOKyMeHTooOopora U 1p. Takas TeXHOJIOTHS
HUMEET CBOM IOJIOKUTEIbHBIE U OTPHULATEIBHBIE CTOPOHBI, ITOITOMY HAJ0
YUYHUTBIBaTh BO3MOXKHBIE YTPO3bI U CJ1A0bIe CTOPOHBI CHCTEMBI.

CrenyeT BBIIECNUTH KIIOUEBBIE OCOOEHHOCTH OJIOKYEHiHAa B CHCTEME To-
CyJIapCTBEHHBIX 3aKYTOK:

1) Jeyenmpanusosannas, pacnpedeiennas u npo3padHas apXumexkmypa.
Wudopmanus, nodasieHHas B OJOKYEHH, cpa3dy BHAHA BCEM YYaCTHUKAM
cetn VHTEpHET WM pacnpenenieHa, T. €. KaKIbId y3ell COXpaHSeT IMOJHYIO
KOIIMIO JTAHHBIX (MM KaK MOXKHO OJIFDKEe K Heil) U OOHOBIICHUSI, €CITU TaKO-
BbIE MMEIOTCSI, COBMECTHO HCIIOJIB3YIOTCSI BCEH CeThI0 03 HEOOXOIMMOCTH
JIOBEPSITh OTHOMY TPEThEMY JIMILY.

2) Buicoxuii yposenb 06e30nacHOCmU, HEUSMEHAEMOCMb U NPOCAEHCU-
saemocmyb. OJIHOBPEMEHHOE HCIIOJb30BAaHHE PA3IMYHBIX KpHITOrpaduye-
CKHX METOMOB ICLEHTPATN30BAHHOTO M PACIpPEAEIEHHOTO METOJ0B OJIOK-
4yelH-1u1aT(opM JieslaeT UX BHICOKOYCTOWYHMBBIMU K aTakaM 110 CPaBHEHHUIO C
TPaIUIMOHHEIMU 0a3amMu AaHHBIX. OHAKO, XOTS caMa TEXHOJIOTHsI obecte-
YHMBAeT BBICOKHUH YpOBEHb 0€30I1aCHOCTH, ciiabble MECTa OCTAIOTCS B OTHO-
IIEHUH YMHBIX KOHTPAKTOB M 3aKPBITHIX KIIFOUEH, NCTIONB3yEeMBIX ISl M-
POBaHMsI, KOTOPOE MOXKET OBITh YKPaJEHO C TIOMOIIBIO OOBIYHBIX aTaK, €CIIN
OHM OyIyT COXpaHEHbI Ha KOMIIBIOTEPE OTIEIBHOTO IMOJH30BATENS WIH Ha
LEHTPAJIN30BaHHOM CEpPBEpeE.

He3aBucuMo OT 3TOr0 CyIIECTBYIOT TaKKe 3HAUUTEIbHBIE OIPaHUYCHUS
JUIsl TEXHOJIOTHU OJIOKYEHH B IOCYAapCTBEHHOM CEKTOpE, U MX HE ClieyeT
paccMarpuBaTh KakK MOJHOCTBIO KOMIUIEKCHOE pelIeHHe camo Mo cede.
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OyHmaMeHTaIbHBIE TPOOJIEMBI, HE pellaeMble HEMOCPEICTBEHHO OJIOKYEH-
HOM, IBOSKH. BO-TIepBBIX, TEXHOJOTHS OJIOKYEHH ONTHMHU3MUpPOBAHA JUIS
MTOWCKA TUTOXUX TPaH3aKIUi, a He INIOXUX aKTOPOB. Bo-BTOpHIX, OIOKUEiH
o0ecreynBaeT TOJNBKO AKOHOMHYHOE W OE30IMacHOe MPOCTPAHCTBO JTaHHBIX
Uta u3MepeHuit. s Toro 9ToOBl aHATU3 Ha TaKOM MPOCTPAHCTBE JaHHBIX
OBLI TOJIe3eH, BCE eIl JOJDKHA OBITh KpUTHUYECKas IUIOTHOCT U 00bEM BHI-
COKOKAa4YeCTBEHHBIX M3MEPEHHUU COOBITHI B IIermoyke. B To Bpems kak Tex-
HOJIOTHSI OJIOKYEHH 00ecrednT IKOHOMHUYHOE, Oe30macHoe W eInHooOpas-
HOE€ TIPOCTPAHCTBO JAHHBIX JUIS 3aIMCH TaKUX COOBITHH, CIIEIaIbHAas dKC-
MepTU3a, BKIIOYEHHAS OJIOKYEHHOM, MICATFHO MOAXOIWT JUIS BBHISBICHHS
37I0TO YMBICJIa B JICJIOBBIX OTHOIICHUSX HAa YPOBHE MCIOIHEHUS TOCYIapCT-
BEHHBIX KOHTPakToB. OIHAKO y OTAEIBHOTO «HEITOOPOCOBECTHOTO» CYyOBEK-
Ta BHYTPH MPEINPUATHI (OpTaHU3alUN HCTIOJHHUTEIS/TTOCTABIINKA), CKOpee
BCero OyJeT MHOYKECTBO CIIOCOOOB M30exKaTh OOHAPYKEHHUs, ECIIi OH 3HACT
0 mpoberax B mporexypax 0e30MacHOCTH B CBOCH OpraHM3alUdd U BOKPYT
Hee, TaKuX KaK JOUara3oH COOBITHH pealbHOTO MPOCTPAHCTBA, HE yYUTHI-
BAaEMbIX OJIOKYEHHOM.

Takum 00pa3oM, TeXHOJOTH OJOKUSHH He OYyIeT IMONHOCTHIO 3aMEHATh
HaJIe)KHBIE TIPOIEAYPHI MIPOBEPKH MEPCOHATA U MOHUTOPUHTA €Tr0 JIesSTeIb-
HocTH. Kpome Toro, st Toro 94To0BI Jake aHAMTHKA Ha YPOBHE MPEIIpH-
SITUSL WJTH TOCyJapcTBa ObUIa A(PQPEKTHBHOM, (PU3NIECKHE MPOCTPAHCTBA U
ANIEKTPOHHBIE TPOIECCH, BIMAIONINE Ha BBITOTHEHHE TOCYAapCTBEHHBIX
KOHTPAKTOB, JOJDKHBI OBITH CHAaO)XEHBI IMPUOOPAMH C TUIOTHOCTBIO W pac-
TpeaesicHHeM AaTIHKOB, CON3MEPHMBIMH C TOHKOCTHIO HCKOMBIX SIBJICHHUH.
Pa3paboTka u pa3BepThIBaHHE JAHHBIX JATIAKOB B TAKOM MacIITaOe sBIIS-
eTCsl HeTPUBHAIBHOW TpoOieMoii cama mo cebe. Oxxumaercs, 4To Jr00oe
mHpoKo 3¢ (HeKTHBHOE perieHne MpooieMbl 0€30ITacHOCTH B CHCTEME TOCY-
JAPCTBEHHBIX 3aKYIIOK MOTPeOyeT coueTaHus MOAXO00B, U3 KOTOPHIX OJIOK-
YeifH Oy/IeT OHOI N3 MHOTHX YacTew.

OTKpPBITOCT U MPO3PAYHOCTH PAOOTHI BCEH CHCTEMBI TOCYapCTBEHHBIX
3akynok Pecyomukn benmapych — peadpbHOCTB, ¢ KOTOPOI MOJUTHKAM TIpH-
neTcss 60pOThCs B YCIOBHUAX BCe 00Jiee OTKPBITON TI00aTBHON SKOHOMHUKH.
TexHonorus OJOKYEHH cama 1o cebe He 00eCTIeYHT MOTHOTO PEHIeHNUS TPo-
O6membl. B menom perreHus Ha OCHOBE OJIOKYEIHA SBISIOTCS JIMIIb OIHUM
HHCTPYMEHTOM H3 IMTUPOKOTO CHEKTpa MHCTPYMEHTOB, HEOOXOAUMBIX IS
obecrnieueHnss 0€30TTACHOCTH TOCYJapCTBEHHBIX KOHTPAKTOB, IPEIOCTABIIA
WHCTPYMEHTHI IS CIICIHAIN3UPOBAHHON SKCIEPTU3BI I OOHApYKEHHS
MPOTHBOMNPaBHEIX neiicTBuii. [lomHass TpaHcdopmarus padOTBl CHCTEMBI
TOCYIapCTBEHHBIX 3akynok Pecryomukn Benmapycek miis pasmemnierns OJok-
YeifHa MOXKET MOTpeOOBaTh JOJITOCPOUYHBIX, OOIIETOCYAapCTBEHHBIX U 00-
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IIENPOMBIIIICHHBIX YCHIINI, HO MOXET OBITh HKCIIEPUMEHTAILHO pean3o-
BaHa B KPaTKOCPOUYHOI INEpCIEeKTHBE B HEOONBIIMX MacmTabax. B Takmx
9KCTIEPUMEHTAaX MOKHO HadaTh pa3pabaThIBaTh JaHHBIC, HEOOXOMMUMBIC IS
pemieHust Oojee IMPOKHX BOMPOCOB BO3BpaTa WHBECTHUHMI OJIOKUYEHH-
MOJIXOJIOB, 10 CPABHEHHIO C IMOAXO/JaMH, OCHOBAaHHBIMHU Ha TPAIUIMOHHOM
HSKOHOMHYECKOM aHAJIH3E.

Obecnieuenne 6€30MaCHOCTH M MPO3PAYHOCTH PaOOTHI TOCYAAPCTBEHHBIX
OpPraHOB B CHCTEME T'OCYIapCTBEHHBIX 3aKYIOK IOCPEICTBOM IPHMEHEHHUS
TEXHOJIOTUH OJIOKYEHH — CHCTEMHasi HH)KEHEpHas 3a/1a4a OeCIpeneIeHTHBIX
pa3mepos. o cymecTBy mpobiema 3akiIr04aeTcst B TOM, 9YTOOBI KOHTPOJIH-
pOBaTh COBOKYITHOCTb KOMMEPYECKOW IESTENbHOCTH, KOTOpas CBA3aHA C
JI0OOPOCOBECTHBIM HCIIOTHEHHEM T'OCYAAPCTBEHHBIX KOHTPAKTOB. BiokdyeiH
Kak HOBasl TEXHOJIOTHs BJedeT 3a cOoOOH 3KCTpaopAMHApHBIC PHCKH, OH
TaKKe HECEeT 3KCTPAOpANHAPHBIE MEPCIEKTHBEI KaK HHCTPYMEHT, YHUKAIb-
HO TIOAXOAAIINI I TPobIIeM 0c000Tr0 MacIuTada U CI0KHOCTH.
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N.B. lamyTa, KaHAUIAT IOPUIANYECKUX HAYK,
JIONICHT, JIOIEHT Kadelpbl KPUMHHAIUCTHKH
Axanemun MBJ] Pecriy6muku benapych
pashutaiv@yandex.ru

3 OLIEHKA 3AKMIOYEHUA
CYAEBHOW KOMMbIOTEPHO-TEXHUYECKOW SKCMEPTU3bI

PackpbiTie U pacciesoBaHHe TPECTYIUIEHHH NMPOTHUB WH(OPMAaIMOHHOM
0€301acHOCTH, a TAaKXKe COBEPIIEHHBIX C HCIOJIB30BAaHUEM KOMITBIOTEPHOM
TEXHUKH, TPYIHO IPEACTaBUTh Oe3 Ha3HA4YeHHs CyneOHOH KOMIBIOTEPHO-
TEXHUYECKOM JKCIIEPTU3bI, OLICHKAa KOTOPOMl U IO CEH JEHb BbI3BIBAET CIIOXK-
HOCTH y PaKTUUECKUX paOOTHUKOB OPTaHOB, BEAYIIMX YrOJIOBHBIH HpOIIEcC.

daxTuyeckue MaHHBIE, COAEpXKAIIMecs B 3aKIIOUEHHH SKCIepTa, Kak
OJIMH U3 BUJIOB JI0Ka3aTEIbCTB, OLICHUBAIOTCSI OPIraHOM YIOJIOBHOTO Ipeciie-
JIOBaHUS M CYJIOM, 10 OOIIMM IpaBUJIaM OIEHKM JoKa3zaTenbcTB (cT. 105
YronoBHo-nporeccyansHoro koaekca Pecriyonuku benapycs (YIIK)). Ipu
3TOM OCOOEHHOCTBIO 3aKIIIOUEHUS YKCIIEPTa, KaK HCTOYHHKA JOKA3aTENbCTB,
SIBIISICTCA TO, YTO OHO COJICPXKUT BBIBOJIBI T10 ITOCTABJIECHHBIM IIE€pe]] SKCIep-
TOM BOITPOCaM, OCHOBaHHBIM Ha CHENMAIbHBIX 3HAHUIX JKCIIEpTa B 00J1aCTH
HaYKH, TEXHUKH, HCKYCCTBA, peMeciia U MHBIX cepax AesTeIbHOCTH, KOTO-
PBIMHU HE PacCIoNIararoT CIIeN0BaTeb, JIMIO, POU3BOAALIEE JO3HAHUE, ITPO-

Kypop, CyA.
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[pormecc OLEHKH SKCIEPTHOTO 3aKIIOYSHHS 110 TIPOBEACHHON CyIneOHON
KOMIBIOTEPHO-TEXHUYECKOH JKCIEepPTH3e MpeJiaraeTcsl OCYMIECTBIATH IO
CIIE/IYIOLIMM DTaram:

1. Onpenenenne OTHOCUMOCTHU (OTIpeIeNIEHUE CBSA3HM MOTYyYEHHOTO JI0Ka-
3aTeNbCTBA C TMPEIMETOM JTOKa3bIBaHUS JTHOO €ro OTAENbHBIMH JJIeMEHTa-
MH). OTHOCAIIMMUCS K YTOJOBHOMY AENy NMPHU3HAIOTCA (aKTHYECKHe NaH-
HBIE, COJIEpIKAIIMECs B 3aKIIOYEHUH DKCIIEpTa 10 MPOBEJCHHOH CyaeOHOM
KOMITBIOTEPHO-TEXHUYECKOW IKCIIEPTH3€E, MOCPEICTBOM KOTOPBIX yCTaHaB-
JTUBAIOTCA O0CTOATEIHCTBA, MMEIOIINE 3HAYCHUE IS YTOJIOBHOTO Jena (au-
arHOCTHPOBAHME MPOTPAMMHOTO MPOAYKTa KaK BHPYCHOTO, YCTaHOBIICHHE
q)aKTa N3MCHCHUA NIEPBOHAYAJILHOT'O COCTOAHMSA POrpaMMbl, YCTAHOBJICHUE
IIPUYMHHON CBSI3U MEXKIY NEUCTBUSMHU I10JIb30BATEIS KOMIIBIOTEPHOU CHC-
TEMBI B OTHOIICHHH MPOTPAMMHOTO OOECIeYeHHS W HACTYIHBIINMH IIO-
CIIEZICTBHSAMU H JIp.);

2. OnpeneneHre MOMYCTUMOCTH (3aKJIIOUAETCSl MPEXKJE BCErOo B ycTa-
HOBJIeHUH cobmoseHus Tpedosanuii YIIK npu HasHaueHMH M NMPOBEICHUH
skcnepTssl). [IpoBepka cobmrogeHUs TpeOOBaHMIA 3aKOHA TIPH Ha3HAYCHHUH
1 TIPOBEICHUN CyIeOHOH KOMIBIOTEPHO-TEXHUIECKOH SKCIEPTH3BI COCTOUT
B YCTaHOBJICHUH CJICAYIOLIMX BOIPOCOB: IPOU3BEAEHA JIM IKCIEPTH3a Mpa-
BOMOYHBIM CYOBEKTOM (CIEIMAINCTaMK SKCHEPTHBIX YUPEKICHUH, MHBIX
TOCYJapCTBEHHBIX WM HETOCYIApPCTBEHHBIX OpTaHM3alliil, Ha3HAYCHHBIMHU
OpTraHOM, BEAYIIUM YTOJIOBHEIM MPOIECC); HE 3aMHTEPECOBAH JIH HKCIEPT B
UCXOJIe YTOJIOBHOTO Jieja M OTCYTCTBYIOT JIM OCHOBaHHMS Ul €ro OTBOJA
(ct. 85 VIIK); KOMIETeHTEH JIM 3KCHEPT B PELICHUH MOCTABICHHBIX €My
3amad W He BBIMICT JIM OH 3a IPENeNbl CBOSH KOMITETeHIINH; COOMIOACH JIH
MOPSAOK HA3HAYCHUS IKCHEPTH3BI (MMEETCS JIH TOANNCKA SKCIEepTa O paszb-
SICHEHUH €My NpaB ¥ 00s13aHHOCTEH, NpeynpexIeHnH 00 OTBETCTBEHHOCTH
U JIp.); COONIONCHBI 1M TPEOOBAHUSI MOJYUYEHHUS U 00ECIeUeHUs] COXPaHHO-
cTi (yImakoBKa W YCJIOBUS XpaHEHHUS) OOBEKTOB JKCIIEPTHOTO HCCIIEHOBA-
HUS; HaJUTeXKAIIM JI 00pa3oM IpOH3BEIeHO MpoIieccyaabHoe 0(OpMIICHIE
X0/1a M Pe3yJIbTaTOB 3KCIEPTHOT'O UCCIICA0BAHUS;

3. Onpenenenue TOCTOBEPHOCTH (OMpeAeNieHue COOTBETCTBUS JAaHHBIX,
MONYYCHHBIX TIPH TPOM3BOJCTBE CYNCOHOW KOMITBIOTEPHO-TEXHUIECKOH
9KCHEPTH3HI, ACHCTBUTEIHHOCTH, UX HaydHas 000CHOBaHHOCTS). [Ipu oreH-
K€ COoJIep)KaTeJIbHOW CTOPOHBI 3aKJIFOUEHHUS HKCIIEpTa aHAJIM3UPYIOTCS: Ha-
y4Hasd O6OCHOBaHHOCTb HpHMeHeHHOﬁ OKCIIEPTOM METOAUKH,; IOJIHOTA,
OOBEKTHBHOCTD M BCECTOPOHHOCTH MPOBEIECHHOTO HCCIEIOBAHUS; JOTHYE-
cKasi 00OCHOBAHHOCTh XOJIa W PE3YJIbTATOB HCCIECIOBAHUS, apryMEHTHPO-
BAaHHOCTbH BBIBOAOB.

Hay4nast 000CHOBaHHOCTb NMPUMEHEHHOI DKCIIEPTOM METOIUKH (METO-
JIMKa U3YUCHUSA NPOrpaMMHBIX CPEACTB, METOAUKA UCCIICJOBAaHUSA KOMIIbIO-
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TepHOH MH(OPMAILMK, METOIUKA HEMOCPEACTBEHHOTO M3Y4YEHHs ammapat-
HBIX CPEJICTB) ABISIETCA HanOoJee CIOKHBIM KOMIIOHEHTOM OLICHKH 3aKIIIO-
YEeHHUsT SKClepTa A JIMI, He OO0NajaroluX CHEIHalbHBIMU 3HAHHAMH.
Omnopoii 1yt cyObeKTa HCCIIeAOBaHMUS 10KAa3aTENbCTB 3[I6Ch MOXKET CIYKUTb
pasyinuHas CpaBOYHAs M HAayYHO-METoJMdecKas jauteparypa. [lo MHeHHIO
E.I1. OpexoBoif, MOKHO TaK)Xe YUHUTHIBATh PN (OPMANBHBIX KPUTEPHEB:
BKIIOUCHA JI1 MeToanka B Peectp merommk ['ocymapcTBeHHOro KoMHuTETa
cyneOHbIx skcreptu3 Pecryomuku benapyck, pekoMeH0BaHa JIM METOIUKA
K HCTIOJIb30BAHMIO B CyIEOHO-3KCIIEPTHOM AEATEIBHOCTH, U T. II.

ITpu onpezneneHNy MOIHOTHI, OOBEKTUBHOCTH U BCECTOPOHHOCTH MPOBE-
JICHHOT'O MCCIIE/IOBAaHUs yCTaHABIMBACTCS CIIEAYIOIIEe: IPaBUIbHO JIN TIPH-
MEHEH TOT WJIM WHOH MeTOJ (COBOKYHMHOCTh METOJIOB) HCCIIEAOBAHUS (Me-
TOJBI TIPOSKTHPOBAHHS W HCCIIEAOBAHUS IU(PPOBBIX YCTPOWCTB W MHKPO-
MIPOILIECCOPOB, METOABI BOCCTAHOBJICHHS JaHHBIX, APXUBALMUH, MapOIbHOH
3aIIUTHI U Jp.); UCCIIEIO0BAaHbI JIN BCE TPEJICTABICHHbBIC HA SKCIIEPTU3Y 00b-
€KTBl M MaTepHalbl; JaHbl U apryMEHTHPOBAHHBIE OTBETH HA BCE ITOCTaB-
JICHHBIC TIepe]l KCIEPTOM BOIPOCHI; MOJTHO M BCECTOPOHHE JIM OIMCAH XO[
U pe3yibTaThl MCCIEIOBAaHHUS U TPHIOXKEH COOTBETCTBYIOIIMH WIIIIOCTpA-
TUBHBII MaTepuai.

HenonHOTa 3KCTIEpPTHOTO HCCNENOBaHUS U OGOPMIICHHS €ro 3aKiroue-
HUSI SIBJIAETCS OCHOBaHMEM JUIl Ha3HaueHHs MAOMOJIHHUTENIBHON 1100 To-
BTOPHOM 3KCIIEPTH3bI, @ TAKKE 0NPOCa IKCIIEPTA.

Jlornueckast 000OCHOBaHHOCTh XOJa U PE3yJIbTaTOB HCCIEIOBAHUS, ap-
T'YMEHTHPOBAaHHOCTh BBIBOJIOB TPOU3BOAMTCS ITyTEM aHAIM3a IIOCIIEOBa-
TEJILHOCTU CTaAuil SKCIEPTHOTO HCCIEIOBAHMSA, COOTBETCTBHE BHIBOJOB
9KCTIEpTa MPOMEKYTOYHBIM HCCIEAOBAHUSIM M BCEMY HCCIIEIOBAHUIO B Iie-
JIOM, UX HETPOTHBOPEUMBOCTH U T. JI. (BBIBOJ MOXKET HE SIBISITHCS JIOTHUE-
CKUM CJIEICTBUEM NPOBEJICHHOTO 3KCIEPTHOTO HCCIIE0BaHus, ObITh HEJOC-
TaTOYHO MOTHBHMPOBAHHBIM; TI0 OJHOMY M TOMY )K€ OOBEKTY (TIpeaMerTy)
MOTYT OBITh JaHBI IPOTHBOPEUUBBHIE BBIBOJIBI SKCIIEPTOB);

4. Omnpenenenne nocraroyHocTH. COMOCTaBIEHHE HMEIOMIMXCS B 3a-
KIIFOUCHNHU CYIEeOHON KOMITBIOTEPHO-TEXHUYECKON IKCIEPTU3Bl BHIBOJOB C
JIPYTUMH JI0Ka3aTeIbCTBAMH MOKET 0Opa30BBIBATH COBOKYITHOCTB, TTO3BO-
JSIFOLIYIO YCTaHOBUTH T€ WJIM WHBIE 0OCTOSATENHCTBA, TTOAIEKAIINE JOKA3bI-
BaHMIO TI0 YTOJIOBHOMY JIEIY;

[Tpenno>xeHHBIH anTOpUTM, KaK BUANTCA, MTO3BOJINT Oojee 3¢dexkTHBHO
IIPOBOANTH OILICHKY 3aKJIIOUEHHs J3KCIepTa HOo CyAeOHOM KOMIBbIOTEpHO-
TEXHUYECKOH 3KCIEPTH3€E MPH PACKPBITHU U PACCIECIOBAHUH NPECTYIICHNI
IIPOTUB HMH(OPMAIIOHHON 0€30ITaCHOCTH, a TAKXKE COBEPIIEHHBIX C HCTIOJIb-
30BaHUEM KOMITBIOTEPHON TEXHUKH.
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KOMNbIOTEPHbIE NPECTYNNEHUA
B YTONOBHOM 3AKOHO[ATENbCTBE PECNYBINKU KASAXCTAH

OCHOBHOW NPUYMHOW BO3HUKHOBEHHUS KOMIIBIOTEPHOM MNPECTYHMHOCTH
anpHoOpy MOXKHO Ha3BaTh BO3HMKHOBEHHME M OBICTPOE PAa3BUTHE CaMUX HH-
(dopManMOHHBIX TexHONoTud. MHave roBops, Mo XX B. KOMITBIOTEpHBIE
MIPECTYIUIEHUS! He PETUCTPHPOBATIICH UMEHHO B CUIY OOBEKTHBHOM HEBO3-
MOJKHOCTH HMX COBEpPIIEHHS, OTCYTCTBHUSI KOMIIBIOTEPOB M KOMIIBIOTEPHBIX
TEXHOJOTUH.

CoBpeMeHHOE pa3BUTHE KUOEPUHIYCTPHH CHOCOOCTBYET CO3JaHHIO Ca-
MBIX PA3JIMYHBIX HHCTPYMEHTOB, UCIIOJIb3YEMBbIX JUIsl COBEPIICHUS KOMIIbIO-
TEpHBIX NpecTymiaeHui. [Ipu 3TOM Bce KOMIBIOTEPHBIE MPECTYIUICHUS, Ha
HAIll B3IJISA, MOKHO PA3JIENUTh HA JBE OCHOBHBIE IPYIIIbL.

IlepBas rpynma oXBaThIBA€T MPECTYIHBIE NESHHA, COBEPIIAEMBIE C II0-
MOIIBIO COBPEMEHHBIX TEXHOJIOTHH, MO3BOJSIOIINX MOCPEACTBOM HH(DOP-
MalMOHHO-KOMMYHHKAIIMOHHBIX CETeH COBEPIINTH JII000E MPECTYITHOE JIes-
HHE, He MCKIIovast Jaxke yOomicTBo. Tak, MMPOKYI0 M3BECTHOCTD IMOJIYYHIT
ciaydail u3 npaktuku CHIA, rae paHeHbld U MOKYIIEHUU CBUAETENb, Ha-
XOJ/ISIIMICS 10J] IPOrpaMMOi TOCYIapCTBEHHOM 3allMTHI, ObLI ITOMEIEH B
OXpaHsAeMyIo najary B 6onbHHUIE. [IpecTymHUKM CMOTIM TOBECTH JI0 KOHIIA
CBOH 3ambIce] Ha YOWICTBO CBHETENS IyTeM HU3MEHEHHs KOMIIBIOTEPHOM
IIpOrpamMMbl IpUOOpa CTUMYIISIIUU CepAlla, He3aKOHHO MOJKITIOUUBIINCE K
cetn WurtepHer OosbHuIbL. Ele Ooibliiee pacmpocTpaHeHHE MONTYUHIH
NPECTYIJICHUsI TPOTHB COOCTBEHHOCTH (KpPaXXHM CO CYETOB, HHTEPHET-
MOIIEHHUYECTBA U JIp.), COBEPIIAEMbIE C MPHUMEHEHNEM KOMIbIoTepoB. Ta-
KHE JIesTHUs OTIAMYAIOTCA OT KJIACCHYECKUX MPECTYILIEHUH JIUIIb HCIIOJIB30-
BaHUEM KOMITBIOTEPHBIX TEXHOJIOTUIl B Ka4eCTBE OPYIUH COBEPIIEHHS Ipe-
CTYIUICHUS.

Bropas rpymnmna KOMIBIOTEPHBIX MPECTYIUIEHUI — MPECTYIIHbIE NESHUSA,
COBEpIIaeMble HENOCPEICTBEHHO BHYTPU MH(GOPMAIMOHHO-KOMMYHHUKAIIU-
OHHO¥ chepbl (IEHCTBUS XaKePOB, B3IOMIIUKOB, DOC-3710yMBIIIICHHUKOB U
Ip.). OTH KOMIBIOTEPHBIE MPECTYIUIEHUS] HEMOCPEACTBEHHO IOCSTaloT Ha
0e301macHOCTh HH(OPMAIIMOHHBIX CETeH.

CienyeT OTMETUTB, YTO B YTOJIOBHOM Kojekce PecniyOnukn Kazaxcran
(YK PK) 2014 r. npenycMoTpeHa crieraigbHast 1. 7 «YTOJIOBHBIE IPaBO-
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HapyuieHus B cepe MHOOPMATH3ALUK M CBSA3W», B KOTOPYIO BKJIIOYEHBI
COCTaBbI IPECTYIUICHUH, HEMOCPEICTBEHHO CBS3aHHBIX C WH(OpMannoH-
HBIMH NIPaBOOTHOILLIECHUSIMH, T. €. NEATebHOCThIO ¢ MH(OpMalUel Kak ca-
MOCTOSITEIEHBIM OOBEKTOM.

Pa3BuTne MHPOPMAIMOHHBIX CEeTEil U caMO CO3[aHKe TI00aNbHON KOM-
IIBIOTEpPHON ceTH VIHTepHET BO MHOTOM pacHIMpuiIO OOBIYHBIE TPAHHIIBI
MpeJCTaBICHUN M JEATENbHOCTH YelOoBeKa, MPU 3TOM pPEaTuHd MEHSJINChH
CTOJIb CTPEMHUTENBHO, YTO chepa 3aKOHONATEIbCTBA HE yCIIEBasla UX OXBa-
TUTHh — 3TO MOSBJICHUE MPUHIUNNAILHO HOBBIX TE€XHOJOT'HH, HOBBIX YIpo3
0€301acHOCTH, HOBBIX BHJOB M HOBBIX CIIOCOOOB M CPEICTB COBEPIICHHS
HIPECTYIIHBIX JIESHUN.

Heob6xoanmo 0co3HaBaTh NMPH 3TOM BCIO CIOKHOCTB MPOOJEM, ¢ KOTO-
PBIMH HPUIIUIOCH CTOJKHYTHCS OTEUECTBEHHBIM 3aKOHOZATENSIM IpU (op-
MHUPOBaHHWHN TaKOH HOBOHW MOAOTpAciH MpaBa, Kak MHOOPMALMOHHOE TIPABO.
IIpexne Bcero 3TO OTCYTCTBHE €IMHOTO MOAXO0Ja B BEIOOpPE U HCIIOJIB30Ba-
HUM TEPMHUHOB B JaHHOH cepe. MHEHUSI TEOPETHKOB J0CTATOYHO CHIBHO
Pa3JIMyuaroTCs JIaXKe 110 MOBOJY CAMOT0 TIOHATHSI «MH(pOPMAIHs» B TIpaBe.

TepMmuHONOTHUECKas HEONPEIEICHHOCTh ITTOBJICKNIA 32 COOOW Heompe-
JIENICHHOCTh B ONpeJiesieHn 00beKTOB MH(POPMAIIMOHHBIX OTHOLICHUH Kak
00BEKTOB MPaBOBOM OXpaHbl. KpoMe TOro, CIOXHOCTH paccMaTpHBacMOM
cepsl MPaBOOTHOLICHUH TpeOyeT OT 3aKOHOJATENS U IIPaBONPHUMEHHTENEH
JIOCTATOYHO BBICOKOH KBIM(HUKALMK W HAIMYHUS OIPEECIICHHOTO yPOBHS
3HaHMH B 00J1aCTH HHPOPMAITMOHHO-TEXHUYECKOW JIeSITEIbHOCTH.

Hcxozst n3 BBIMIEH3IIOKEHHOTO MOXKHO TOBOPUTH O BO3HHKHOBEHHHU OT-
HOCHUTEJIFHO 000COOJICHHOM IpyIIbl OOLIECTBEHHBIX OTHOLIEHHH — UHDOP-
MalMOHHBIX OTHOIICHHUH, BBIIEIAEMbIX IO TIPU3HAKY HHPOPMAINU KaK 00b-
€KTa TUX OTHOWIEHUH. JlecTBUS CyOBEKTOB IIpaBa, CBSI3aHHBIE C CO3/IaHU-
eM, mepenadeii, 0OMEHOM, XpaHEHHEM, TOTPEeOICHHEM, pacpoCTpaHEHHEM
U MHBIM 000poToM MH(OopManuK, HHGOPMALMOHHBIX PECYPCOB, — OCHOBHBIE
00BEKTHI ITPABOBOTO PETYIMPOBAHMSA, KOTOPBIE MOTYT M IOJDKHBI OBITH ype-
r'yJlupoBaHbl paBoM. ClieZioBaTeNbHO, MOKHO BECTH pedb 0 (POPMHUPOBAHUH
HOBOW KOMIUIEKCHOM OTpPaciiv paBa — HH(GOPMAIIHOHHOTO TIpaBa.

Bompoc o cylecTBOBaHHM JAaHHOW OTpAcid caM Mo cebe sBIsIeTCs
criopubiM. B Poccuiickoit @enepanuu Takas oTpacib BKIOUYEHA B HOMEHK-
JATypy CHEIHUALHOCTeH HaydHBIX paboTHHKOB. B PecnybOmuke Benapych
nH(pOpMANMOHHOE IPaBO TAaKKe INMPHU3HAHO CAMOCTOSTEIBHOH OTPacibio
HayKH, 0 KOTOpO# mpucyxnaatorcs ydensle crenenu (12.00.13). B Kazax-
CTaHE B MPABOBBIX CIEHHATBHOCTIX TAKOTO HAIIPABJICHHS IIOKa HE Npemy-
CMOTPEHO.

ITonaraem, uTo BbIZEIEHNE HH()OPMAIMOHHOTO IPaBa KaK CaMOCTOSTEINb-
HOM OTpaciM MpaBOBON HayKM TOJIHOCTBIO 000CHOBaHHO. [Ipexe Bcero 3To
MOATBEP>KAAETCS HAJTMIMEM WH()OPMAIIMOHHBIX OTHOLIEHHH KakK CaMOCTOs-
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TENILHOTO TpeAMETa MpPaBOBOro peryiauposaHus. VHdopmaimonHeie npaso-
OTHOIIICHUSI CBA3aHBI C KOMITBIOTEPHBIMH TIpoLieccaMK cOopa, co3laHus, 00-
paboTKu, pacrpocTpaHeHns] HHGOPMAIIUK, HAIPABICHHBIMHA Ha PELICHHUE WH-
(OpMaIMOHHBIX 3aIPOCOB IPAXKIaH, OpPraHNU3alHi, OOIIECTBA U TOCYIapCTBa.
VYuureiBas, 4T0 pa3HOOOpa3ye CYIIECTBYIOIINX MH(OPMAIMOHHBIX OTHOLIE-
HHH aKTyanu3upyer BOIpoc 00 obecriedyeHHH MHPOPMAIIMOHHON 0e301acHo-
CTH, NPaBOBOE PETYJIMPOBAHHUE 3THX OTHOIICHHUH, ONpe/IeNIeHHe BO3MOXHBIX
JICIIUKTOB M YCTaHOBJICHHE Mep IOPUIMYECKOW OTBETCTBEHHOCTH 3a HX CO-
BEpILEHUE TPEICTABIISIETCS JIOTUYHBIM M HEOOXOANMBIM ILIaroM.

Ba)xHblii MOMEHT 3aKJIIOYaeTCst B TOM, YTO CErOJHS OT YPOBHS d(hdek-
TUBHOCTHU UCIIOJIb30BaHUs MH(OPMAIMK 3aBUCUT OOIINI ypOBEHb pa3BUTHUS
rocynapcTsa, obecriedeHus 0e30nacHocTH odmecTBa U rpaxnaad. OxpaHse-
Masi HOpMaMHM YroJIOBHOTO IpaBa MH(GOpMALMs — JHUIIb HEOOJbIIAs 4acTh
BCeX MH(OPMAIMOHHEIX pecypcoB. [10cTOsIHHOE yBeNnUeHHE KaK KOJINYeCT-
Ba, TaK M BUJIOB IPECTYIUICHUH B cepe MHPOpMALMU TUKTYeT HE0OXO0Iu-
MOCTb YTOYHEHHSI OOBEKTUBHOW CTOPOHBI COCTABOB COOTBETCTBYIOLIHX yTrO-
JIOBHBIX ITPaBOHAPYLICHUH, a Takke MU hepeHnnanuy yrojloBHOH OTBETCT-
BEHHOCTH BHHOBHBIX JIMIL. [lojaraeM, He NOJIC)KUT COMHEHHIO HEU30exK-
HOCTh OYAyIIMX U3MEHEHUI YrOJIOBHOTO 3aKOHA B YacTH MH(GOPMAaIIMOHHBIX
YTOJIOBHBIX TPABOHAPYILECHUH.
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COBEPLUEHCTBOBAHWE MEXAHWU3MOB 3ALLUTbI
NOPAOKA NPOBEAEHWA ANEKTPOHHbIX PACYETOB

Cucrema «Home Bankingy» moxydmia mmpokoe pacupocTpaHeHHE B
80-x rr. mponwutoro ctonetust B CILIIA. OcHoBHas 3a7aua JaHHON CUCTEMBI —
obecrieueHre TEXHUIECKONW BO3MOXKHOCTH KJIMEHTaM OaHKa KOHTPOIMPOBATH
cBou cuera. C pa3BUTHEM HMH()OPMAIMOHHBIX TEXHOJIOTWII U pacUIMpPEHHEM
CIIEKTpa OKa3bIBAEMBIX YCIIyT OaHKaMH CBOMM KJIMEHTaM OBLIa MpeasioKeHa
JIOTIOJTHUTEbHAS (DYHKIUSI TIepeBOJia JACHESKHBIX CpesCcTB. briaromaps cBoeit
MHOTO(QYHKIIMOHATEHOCTH W YAOOCTBY HCIIONB30BaHMs, cucteMa «Home
Banking» npuo0pena mmpokoe pacripoctpanenue 3a npenenamu CLIA.
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B crpanax HOCTCOBETCKOro IPOCTPAHCTBA JaHHAS CHCTEMA CTalla UCHOJIb-
30BaThCsl B rpaxJaHCcKoM o0opoTe B koHIEe 1990-x rr. HecMoTpst Ha HekoTo-
pble TPYIHOCTH €€ BHEAPEHHS B OAHKOBCKOM CEKTOpE, MOXKHO T'OBOPHUTH O
TOM, YTO CErO/iHs OHJIAWH-OaHKMHI MMEEeT TIOBCEMECTHOE HCIOJIb30BaHUE B
pa3nu4HBIX cepax AesaTeTbHOCTH MPak/iaH YKa3aHHbBIX FOCYIapCTB.

JlocTynHOCTh M yJIOOCTBO MCIOJIB30BaHUS OHJIAHH-OAHKHHIA B COBpE-
MEHHBIX YCIOBHSAX NPHUBJIEKAET MHOXKECTBO KIIMEHTOB, M, BIIOJHE OYCBHIHO,
YTO B BONPOCAX OHJIAWH-PacYeTOB Ha MEPBOE MECTO BBIXOAUT MX Oe3omac-
HOCTb. VMIHTepHeT-0aHKMHT NPEIOCTaBIIeT BO3MOKHOCTh OecrpoOIeMHOTO
JIOCTYIA K MCIIOJIb30BaHNIO0 OaHKOBCKOH IIATEXXHOW KapTOYKH: YTOOBI IPO-
BECTH OIEPaLI0 HEOOXOAUMO UMETh JOCTYIl B OHJAaHH-0aHK M COOTBETCT-
Bytomue naponu. CieoBaTelbHO, OCHOBHOH 3ajauell y4acTHHKOB pacyer-
HBIX OTHOIICHHUH B TAaKUX CIIy4asX CTAHOBHUTCS OOecreueHue 0e30MacHOCTH
JIMYHOTO KaOMHeTa.

AKTyanpHOCTh OOecIedeHHsi 0e30MacHOCTH NaHHOW (OpMBI pacyeToB
00ycIIOBIeHa YaCTBIMHU CITy4asiMA HECAaHKIIMOHUPOBAHHOTO JIOCTYNA K Cpejl-
CTBaM KJIMEHTOB Ha cyeTaxX. CrenuaInucTsl B chepe NPOTHBOACHCTBHS IIpe-
CTYIJICHHUAM, COBCPUICHHBIM C UCIIOJIb30BAHUEM BBICOKHX TeXHOJ’IOFHﬁ, BbI-
JETSI0T HECKOJBKO OCHOBHBIX IPHYMH yrpo3bl OezomacHocTH. Tak, TeKy-
el OCHOBHOM TpoOJieMoil Oe30macHOCTH JaHHBIX B VIHTEepHeT-OaHKUHTe
SBJISCTCS] (QUIIUHT. 3T0YMBIIUICHHUKH, IPEACTABISACH OpUIMAILHON opra-
HU3allMeH, pacchlIaloT JIOKHBIE COOOIIEHHs] KIMEHTaM ¢ Npock0oil coo0-
IUTh JIWYHble JaHHble. TeneoHHBIH «pUIIMHTY paboTaeT aHaJOTHYHO
O6I)I‘~IHOMy, TOJIBKO B 3TOM CJIy4a€ KIIMCHTY MNOCTYIAlOT 3BOHKHU OT JIKC-
npencraBuTeseil 6anka. Bo3aMoXHO Takke NoxuieHne 6a3 JTaHHBIX B CaMOM
OaHke. B TakoM ciydae 370yMBIIUIEHHHUK MOJXET MOJIYYHTh JOCTYI K MHO-
KECTBY CYETOB KIHMEHTOB. Kak mpaBuiio, B MOJOOHBIX ciy4asx YOBITKH
MOJIHOCTBIO BO3MELIAIOTCS CaMUM 0aHKOM, HE JOXKUAASACH TOUMKH MOLICH-
HHUKOB. J[0CTaTOYHO pacrpocTpaHeHHas CXeMa MOJyYeHHs NapoJield U JIOTH-
HOB IIyT€M BHEAPEHHMs PA3IUYHBIX BUPYCHBIX MPOTPaMM, KOTOPBLIE MOTYT
YCTaHaBIMBATHCS KaK HAa KOMIIBIOTEPHI, TaK M Ha TeJIeOHBI MM IUIAHIICTHI.

Illupokoe pacmpocTpaHeHUE B BIEKTPOHHBIX pacdeTax IapajulesIbHO
KOMIBIOTEPHOMY OHJIAIH-0aHKUHTY HOJyYHIM MOOWIBHBIC NPHIOKEHHUS
Juist cMapToHOB M u1aHIeToB. OHU 10cTaTouHO 3P EKTUBHBI U YIOOHBI B
UCIIONB30BAaHMH, a 10 (PYHKIIMOHAIY MaJI0 OTJIIMYAIOTCSI OT KOMITBIOTEPHOTO
oHnaiH-6aHKa. OfHAKO, KaK OTMEYAIOT CHELHANUCTHI, B CIydae BXOJAa B
HHTepHeT-0aHK Yepe3 MOOMIBHOE YCTPOHCTBO PUCK B3JIOMa MEPCOHAIBHBIX
JIAaHHBIX B pa3bl YBCJINYUBACTCA.

Cpenn OCHOBHBIX METOJIOB 3alUTHI JAHHBIX OT MPOTHBOIPABHOIO IPO-
HUKHOBEHHSI CO CTOPOHBI TPETHUX JIMI] HaHOOJIbIIEee PacipoCTpaHeHHe MOo-
Iyguno mugpoBaHue JaHHBIX. baHkuW, mpenocrapisomue ycnyry MHTep-
HeT-0aHKMHTa, npuMeHstoT SSL-mudpoBaHne NaHHBIX, NMEpeaaBaeMbIX OT
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KOMIIBIOTEpA IOJIK30BATEIsl B cUCTeMy OaHka u oOparHo. [laHHas mepa
0€30MacHOCTH UCKIFOYaeT BO3MOXXHOCTD OTKPBITOH YTEUKH JIMIHON HHPOP-
MaIiH KJIMEeHTA K TPETHUM JTUI[AM.

Ucnone3oBanue ogHopazoBbix CMC-naponeit u «3-D Secure» konoB
MTO3BOJISIET TPOBOJNTH ayTEHTH(UKAIIMIO MONB30BaTeNst B cucreme VHTEp-
HeT-OaHkmHTa. Kakmas omeparms, coBepmiaeMas C IIOMOIIbIO OHJAHH-
0aHKWHTA, JOJDKHA OBITH MOIATBEpPKIIEHA OTHOPA30BBIM IIAPOJIEM, KOTOPHIHA
npuxogut B CMC-coobmennn Ha MOOWIBHEIN TenedoH. IIpenmymiecTBo
JTAaHHOHM CHCTEMBI B TOM, YTO 3JIOYMBIIIICHHUK HE MOXET 3aBJaleTh I1apo-
JIeM, CYIIECTBYIOIUM B TCUCHUE KOPOTKOTO MPOMEKYTKA BPEMEHH.

Eme oqHMM pacnpocTpaHeHHBIM CIIOCOOOM YCTAaHOBJICHUS ayTeHTH(DU-
Kallii KJIUCHTA OHJIAH-OaHKHMHTA BHICTYIIAET AJIEKTPOHHAS TUPPOBAst MOJ-
MUCh, KOTOPAs MO3BOJICT OHO3HAYHO HIACHTHU(PHUIIMPOBATH MOJIE30BATEIS.
EnuHCTBEHHAsT BO3MOXHOCTB [UIS 3JIOYMBIIIJICHHUKOB TIPH  TIONYYSHHH
KJIF04a OT IU(POBOIl MOIIHCH — 3TO 3apa3uTh KOMIIBIOTEP KIHUCHTA BPEIO-
HOCHBIM TIPOTPaMMHBIM obOecniedeHreM. CIeuaicThl PEKOMEHAYIOT Jallle
MOJIb30BATHCS AHTHUBHUPYCHBIMUA MPOrpaMMaMH ¥ DPErYJSIPHO IPOBEPSTH
KOMIBIOTEp Ha IpeAMET 3apakeHUs] KOMITBIOTEPHBIMU BUPYCaMHU.

[ToMHMO TEPEUHCIICHHBIX BBIIIC MEP 3alMThI MOJb30BATENICH OHIIAH-
O0aHKMHTa OaHKW TPUMEHSIOT JOIMOJHHUTEIBbHBIE MEpHl IS OOeCIedeHHUs
0€30MacHOTr0 MOJIb30BAHMUS JAHHOU CHCTEMBI PaCUeTOB.

Cpenn HUX MOXXHO OTMETHUTh OTPaHHYCHHE HCIIONB30BAaHUS JIYHOTO
ceprudukara (JIEKTPOHHBIN KIFOY) — CUCTEMa HEKOTOPhIX OAHKOB MO3BO-
JISIeT WCIOJB30BaTh DJIEKTPOHHBIA KIFOY TOJNBKO Ha TOM KOMIIBIOTEpE, Ha
KOTOPOM OH ObUI CreHepupoBaH. TakuM 00pa3oM, OCYIIECTBIATH IIATEHKH
yepe3 VIHTepHET-0aHKUHT BO3MOXKHO TOJIBKO CO CBOETO JIMYHOTO KOMIIBIO-
Tepa. He wuckimodyaercss BO3MOKHOCTh HCIOJB30BAaHUS BHPTYAJIbHOW Kila-
BHATYPBI, YTOOBI MOIIIEHHUKH HE MOTIIH «CUUTATh)» PETHCTPAlMOHHBIC TaH-
HBbIC TIPU BBOJIC UX C OOBIYHOHN KIABUATYPHI C TOMOIIBIO KOMITBIOTEPHBIX
BHPYCOB.

BonbIIMHCTBO OAHKOB MPEAyCMATPUBAIOT B KAYECTBE MEPhI MPOTHUBO-
NIEHCTBUS HECAHKIMOHWPOBAHHOMY TPOHHKHOBEHUIO K JIMYHBIM JTaHHBIM
KJIUCHTA OTPAHUYCHHUE JJIMTEIBHOCTH CECCHU: B CIy4Yae HEAKTUBHOCTH
TIOJTB30BAaTeI, ceccrsi B cucreMe VHTepHeT-0aHKWHTa Yepe3 onpeaeIcHHOe
BpeMsl 3aKpbiBaeTcs. Bo300HOBICHHE pabOTHI BO3MOXKHO TOJBKO MOCIE HO-
Boil ayreHTHUKanmu. Eme omauM crioco6oMm obecriedeHns: 6e30MacHOCTH
SIBIIICTCS. BO3MOKHOCTh KCITIOJIb30BAHMS UCTOPHU TOJKIFOYUCHHI, C TOMO-
IIBIO 3TOH (YHKIMH MOIB30BaTeNlb VIHTEpHET-0aHKHHTa CMOYKET OTCIIEIUTD
BCE HECAHKITHOHUPOBAHHBIC ONEPALIUH, €CJIA OHU OBLIH IPOU3BE/ICHBI.

B 3akimrouenue, 00001miast BBIMIEM3I0KEHHOE, HEOOXOAMMO OTMETHUTH
cnenyromiee. OdecneueHre 3((HEKTUBHON 3aIIUTHI JUYHBIX JAHHBIX U CUe-
TOB B 0aHKE BO MHOTOM 3aBHCHT OT CaMOro IOJB30BATENsI, KOTOPHIH J0JI-
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JKEH HECTU CAMOCTOATEIbHO OTBETCTBEHHOCTb 3a BBIIOJHEHUE BCEX MEp
0€301aCHOCTH IO 3aIUTE CBOMX JAHHBIX.

B nenax obecneuenus: 3¢¢dexTUBHON 0€30MaCHOCTH B MPAKTUKE DJICK-
TPOHHBIX PACYETOB HEOOXOJMMO HCIIOJB30BAaTh HOBBIE METOZIbBI 3aIIUTHI.
CuynraeM, 4T0 HauOONBIIYIO 3()(HEKTUBHOCTh MOTJIA Obl IPUBHECTH «TOKE-
HHU3anus», CyTh KOTOPOH COCTOHT B 3aMeHE KOH(PHUICHIINAIBHOTO JIEMEHTa
Ha HeKOH(UIEeHIMANbHBIH. BHenpenue nanHoro mMetosa B cuctemy Murep-
HeT-OaHKMHTa IPUBETIO OBl K TOBBIIICHHIO 3aIUTHI.

HapaBHe ¢ 3TMM HCIOJIB30BaHUE ABTOPHU3ALUU KaKJIOM OHJIAMH-TpaH3-
aKIUH Yepe3 KIUPUHT 1 MOHUTOPUHT MOLICHHUYECKUX OINEpalnil MOBBICUT
3¢ PEKTUBHOCTh KOHTPOJIS JIEKTPOHHBIX pacyeTHBIX Olepanuil Mocpesct-
BOM OQHKOBCKHX IUIATE)XHBIX KAPTOYEK.

V]IK 343.985

T.C. CuaenoBa, 3aBeyIOmuil yaeOHO-METOIM-
YecKUM KaOMHEeTOM Kadeapbl mpaBoBoi HH(Op-
Matikn Axagemun MBJ] Pecny6muku bema-

pych
sidelova@gmail.com

0 LIMOPOBOMN TPAHC®OPMALIMM YNPABNEHUSA
CAQOBOAYECKUMW TOBAPULLECTBAMU

B nacrosimee Bpemst B PecnyOnke benapych HacuuThIBaeTCs OKOJIO
14,7 TBIC. CaOBOJYECKUX TOBAPHILECTB, B ACATENLHOCTH 3TUX OPraHU3aLMN
y4acTBYIOT OoJiee MOJyMUWIJIMOHA IPaKAaH CTPAHBbL, a JEeITEIbHOCTb peria-
MEHTHPYETCS PSIOM HOPMATHUBHBIX IIPABOBBIX AKTOB, B TOM YHCJIE YKa30oM
Ipesunenrta Pecnyonuku Benapycs ot 28 suaps 2008 r. Ne 50 «O mepax
0 YNOPAJOYEHUIO AEATENBHOCTH CaJlOBOIYECKHX TOBAPHUILIECTB.

B menom 3ta neATensHOCTb, OCHOBAaHHAs Ha CaMOOPTaHU3AlMU TPaK/aH,
HOCHUT MOJIOXKUTENBHBIA 1 o0lIecTBa Xxapakrep. B To ke Bpemst 0 HecoBep-
IICHCTBE TPAaBOBOI0O WU HOPMATHBHOTO PETyJIMPOBAHUA ﬂaHHOﬁ JACATCIIBHOCTHU
CBHCTENIBCTBYIOT MHOTOUHCIICHHBIE OOPAILCHHS YWICHOB CaJ0BOJUECKHX TOBA-
PHIIECTB B OPraHbI FOCYJapCTBEHHOTO M MECTHOTO YNpaBieHHs. DTu oOparie-
HUs KacaloTCsl B OCHOBHOM BOIIPOCOB, CBSI3AHHBIX C HEJIETHTUMHOCTBIO IpaBIIe-
HUs, OPUHATUEM HE3aKOHHBIX pemeﬂnﬁ, HC O6OCHOBaHHI)IMI/I pasMepamMu B3HO-
COB M HEIIEJIEBBIM X HCIIOIb30BaHUEM, IPEBBIMICHUSIMH CITyKEOHBIX MOJHO-
MOYMH TIpeAceaTeNIsIMU CaJIOBOYECKUX TOBAPHILECTB, (abCU(UKALN TIpo-
TOKOJIOB OOIIMX COOpaHMH M HMHBIX JOKYMEHTOB, OTHOCSIIMXCS K BEICHHIO
(bMHAHCOBO-XO3SIMCTBEHHOM AESTENILHOCTH TOBAPHIIIECTBA.

HecmoTps Ha TO 4TO caJOBOAYECKHE TOBAPUIIECTBA SIBIISIIOTCS HEKOM-
MEPUYECKHUMHU OPraHU3alUsAIMHU U CO3JAIOTCS MCKIIOUUTENBHO B LIENAX IMOJI-
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HOILICHHOW peajn3alliyl BCEMH WICHAMH TOBapHIIECTBA IPEIOCTABICHHBIX
UM TIpaB ¥ cBOOOJ, 311eCh HE SBIISIOTCS PEAKOCTHIO (DaKThl XMILCHUH U 3110~
yIOTPeOJICHUH CIy>KeOHBIMU MOTHOMOUMAMHE. [Ipencenarenin, YieHbl MpaB-
JieHus1, OyxrainTepbl U Jpyrue 4JeHbl TOBApHUINECTBA, KOTOPHIM OBUIM IIpe-
JOCTaBIICHBI yIpaBJiieHUYeCKHe (YHKIMH OpraHH3ALMOHHO-PACIIOPSIUTEIb-
HOTO WM aJMHHHCTPATHBHO-XO3SICTBEHHOI'O XapaKTepa, OCYLIECTBISIOT
NPECTYIJICHUs] SKOHOMHYECKOI HaIlPaBIEHHOCTH: [IPUCBOSHUE WM pacTpa-
Ta JICHES)XHBIX CPEJICTB, MOILIEHHUUYECTBO, HE3aPErNCTPUPOBAHHAS IIPEATIPH-
HUMATelbCKasi e TeNIbHOCTh Ha TEPPUTOPHHU CaTOBOIYECKHX TOBApPHIIECTB,
UCIIONB30BAaHKE TTOUIOKHBIX JOKYMEHTOB IPH OCYLECTBICHHN (PHHAHCOBO-
XO3SHICTBEHHOW JIESATENBHOCTH, 3JI0YNOTpeOIeHHEe CIYKEOHBIM I10JIOKEHH-
€M, KOMMepUYecKHi MoKy, (anbcudukaius 10KyMeHToB. Bee atn dakrs
BIIUSIFOT HA MOPAIBHO-TICHXOJIOTNYECKOE COCTOSTHHE OOIIEeCTBA.

OOcCyxIeHHe B CPEACTBAX MACCOBON MH(POPMALNH, FOPHIUYESCKIX H3/a-
HUSIX MPOOJIEM PEryJMpOBaHUs JesSTeIbHOCTH Ca0BOAYECKHX TOBAPUILIECTB
MOJTBEPIKIAET HEOOXOJMMOCTh COBEPIICHCTBOBAHUS DPEryJIMPOBaHUS Jesi-
TENBHOCTH JaHHBIX FOPHIMYECKHX JIULI.

CiieryeT OTMETHTb, YTO HCIIOJb30BaHHE TPAJAULMOHHBIX IOAXOJOB K
KOHTPOJIIO JIeITEIbHOCTH YIPABIICHLIEB sBJISETCS 3aTpaTHbIM. Tak, B awuc-
cepranioHHOM HccneaoBanun M.U. TTapkoBckoi, BeimoaHeHHOM B 2019 T,
Ha TeMy «OCOOEGHHOCTH pacclelOBaHHUS IPECTYIUICHUH SKOHOMHYECKOH
HAaIpaBJICHHOCTH, COBEPIICHHBIX JIMLIAMH, BBHIIOJHIIOMIMMH YyIIpaBJIeHYe-
ckue (GyHKIMU B CaJOBOJUYECKMX HEKOMMEPUYECKHX TOBAPHIIECTBAX», YKa-
3bIBA€TCSl Ha BBICOKYIO CIIOKHOCTb PaccieJOBaHUs T10100HBIX JIell.

B TO e BpeMs OYEBHJIHO, YTO JUIS PELICHHs KOMIUIEKCAa COLMaIbHO-
9KOHOMHYECKHX BOIPOCOB M CaJ0BOJYECKUX TOBAPHILECTB HEOOXOAUMO
YIOPSIOYUTH JIEJIOBBIE NPOLIECCHl U C/EJIaTh AEATEIbHOCTh JIML, HajleeH-
HBIX YIpPaBJICHYECKUMH (DYHKLIHUSMH, OoJiee MPO3payHON M JIOCTYIHOM Kak
IUISL BCEX WICHOB CaJI0BOJUECKUX TOBAPHIIECTB, TAK M JUIl paOOTHHKOB Op-
TaHOB MECTHOTO YIIPABJICHHS H CaMOYIIPaBICHHSI.

Ha namr B3risin, ceroiHsi OJJHUM M3 BapHaHTOB PELICHHs JAHHOW Ipo-
0J1eMBbI MOXKET CTaTh HOPMAaTHBHAsI perJiaMeHTalus, OCHOBaHHAs HA Tpopa-
0OTKE OCHOBHBIX MPOLECCOB YIPABICHUS, MX DPErilaMEeHTAlMH, CO3JaHUE
9JIEKTPOHHOM CHCTEeMBI aJMUHUCTPATHBHOTO YIPABJICHHS M ydyeTa AesTelNb-
HOCTH Ca/I0BOJYECKOT0 TOBapHIIecTBa. Takas cucTeMa JA0JKHA UMETh €/Iu-
HBII MHTEp(ENC U BO3MOXKHOCTh YIAJICHHOW MAECHTH(HUKAINU C TOMOIIBIO
MOATBEPIKICHHOM yueTHO# 3amucu. OZHUM U3 KOMIIOHCHTOB 3TOH CHCTEMBI
JOJDKHA OBITh CHCTEMA BJIEKTPOHHOTO NUCTAHLMOHHOTO T'OJIOCOBAHUS, I10-
3BOJISIIOILAS YJIEHAM CaJI0BOAYECKOTO TOBAPHIIECTBA PETUCTPUPOBATHCS U
rOJIOCOBATh MYTEM 3aIlOJHEHUsI DJIEKTPOHHOM (OpMBI OrOJUIETEHs Ha caiite,
3HAKOMUTECS C ITOBECTKOW cOOpaHus, MaTepHalaMy cOOpaHus, HHBIMU JO-
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KyMEHTaMH 1 00bsiBIeHUAMH. C MTOMOIIBIO JaHHOH 3JIEKTPOHHOM CHCTEMBI
MOXHO HOAJEPKUBAaTh OHJIAWH-CBSA3b C NpEJCEaaTeNieM, WICHAMHU MpaBiie-
HHA, OyXranaTepoM caJoBOAYECKOr0 TOBAPUILECTBA, YTO O3BOIUT CBOEBpE-
MEHHO pearupoBaTth Ha MpoOJIeMbl, BOSHUKAOIIME HA TEPPUTOPHUHU CAJJOBO/I-
YeCKUX ToBapHuiecTB. Enie 0HIM Ba’KHBIM KOMIIOHEHTOM JaHHOM CHCTEMBI
JIOJDKHA OBITh 0a3a JaHHBIX, COJEprKamas >JIEKTPOHHbBIE JTOKYMEHTHI (MIIH
JJIEKTPOHHBIE KOMHUH JIOKYMEHTOB), OTHOCSIIMECS K (prHaHCOBO-XO03siiCT-
BEHHOH [EATeIbHOCTH CaJ0BOMYECKOr0 ToBapuIilecTBa. OUEBHUAHO, YTO
HOPMAaTHBHO JIOJDKEH OBITh PErJIaMEHTHPOBaH JOCTYI K 0a3aM JaHHBIX CHC-
TeMbI U obecriedeHa 6e301MacHOCTh XpaHEeHHs e JaHHBIX B 00ake. JTo Mmo-
3BOJIUT CJENaTh AEATEIbHOCTh TOBAPUILECTBA OoJiee MPO3payHoOi U obecrie-
YUT BO3MOXKHOCTbH BEJICHHMs JIEIONPOU3BOJICTBA B 3JIEKTPOHHOM BHJIE, MPO-
TOKOJINPOBAHHUE JEATEILHOCTH TOBapHUILECTBA, (P(PEKTUBHOTO HAKOIUICHUS
u pocrymna K nHpopmanuu. 1o, B CBOIO OYepe/ib, B IIETIOM U OOJIETYUT pas-
pellleHre CHOPOB, aHAIU3 XO3AHCTBEHHOW AEATENBLHOCTH CaJ0BOJYECKOrO
TOBApHIIIECTBA, IIPOBEJCHNE BHYTPEHHHUX M BHEIIHUX PACCIIeIOBaHH, BbI-
SIBICHUE HETIPABOMEPHBIX ICHCTBUI B 3TOH AEATESIHHOCTH.

Cuctema 3JIeKTPOHHOTO TOJIOCOBAHUS YCIOXKHHUT (ambcuUKALUIO IIPO-
TOKOJIOB TOJIOCOBAaHHSI, MUHUMH3HUPYET 3aTpaThl HA MOATOTOBKY U IPOBEE-
HHE psiia MepolpusiThid. B kauecTBe nmpuMepa NpuBesieM TpPaH3aKLMOHHbIE
M3AEPKKHU. 37eCh 3aTpaThl HA OPraHMU3aIMI0 cOOpa YIaCTHUKOB IIPH IIPOBE-
JICHNH 00IIMX cOOpaHuii, apeH Iy TOMEIIEHHNsI, PacX0J0B Ha TpHOOpeTeHne
KaHIIEISIPCKUX TOBapOB JUIsS OTHPABKH 3aKa3HOW KOPPECTIOHICHIMHU SIBIISI-
10Tcs 3HaunMbIMH. [Ipu 3TOM OyzmeT coOmoaaThes MPO3PaYHOCTh MPOLETY-
PBl NPUHATHS KOJJIEKTUBHBIX PELICHUH WICHAMH CaJ0BOAYECKHX TOBAPH-
mecTB. JIETHTUMHOCTD 3JIEKTPOHHBIX KOMMYHHKAIWH MO3BOJIUT YJIEHAM
CaJOBOAYECKOT0 TOBApPHIIECTBA TOJIOCOBATh B TEUEHHE HECKOJBKHUX THEH
yIAJICHHO B JII0O00H NEpPHOJ rojia U HE3aBUCHMO OT MX MECTOHAXOXKIICHHUS B
mo60e yIoOHOE [T HIX BPEeMs CYTOK.

B 6a3e 31eKTpOHHON CHCTEMBI BO3MOXHO HE TOJBKO XpaHEHHE MPOTO-
KOJIOB 0OIIMX CcOOpaHMH, YNpaBJICHYECKUX PEIICHUH M PaclnopsHKeHUH
yIpaBJeHIeB, HO U MH()OPMHUPOBAHHE O PELICHUSIX MECTHBIX OPraHOB BIIa-
CTH TIO IIUPOKOMY KPYTy BOIPOCOB. DTO 0OECTIeYnT CBOOOIHBIH JAOCTYI U
03HAKOMJICHHE C HUMH BCEX WICHOB CaJ0BOYECKOTO TOBAPHUINECTBA.

Takum oOpazom, BBeAeHHE B NMPAKTUKY M IMOBBIILICHHE KA4eCTBa CaMo-
yIpaBieHUs Ha 0a3e TEeXHOJIOTMI 3JIEKTPOHHOHM JIEMOKpAaTHH U CO3/laHUE
JIEKTPOHHOM CHCTEMbI MO3BOJIUT crenaTh Ooniee 3(pQeKTHBHBIM ympaBiie-
HHE CaJ0BOAYECKMM TOBApUINECTBOM. [IJIsi yNpaBJIEHIIEB, BBIMTOJHSIONINX
yIpaBjeH4eckre (yHKIUH B CaJI0BOJIYECKUX TOBAPHUILIECTBAX, TAKUE MEPEI
MOTYT MMHHUMHU3UPOBATh YMCJIO M IOCIEACTBUS COBEPILAEMBIX IPECTYILIE-
HHUH 5KOHOMHYECKOH HalpaBIeHHOCTH.
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O PA3[JIENIEHWX PUCKOB U NPOBINEM
B CTPYKTYPE JNEKTPOHHOIO FOCYOAPCTBA

Co3anne U pa3BUTHE CTPYKTYP M MPOLECCOB 3JIEKTPOHHOTO TOCYAAPCT-
Ba MEHSET XapakTep B3auMOAEHCTBUS rocynapcTsa u obmecta (Hacrensc,
M. NupopmanmonHas smnoxa: DKOHOMHKa, 00LIECTBO U KyJabTypa / M. Ha-
crenbe. — M., 2000. — 167 c.). B benapycu sTa mpoGiema pemaeTcsi B pam-
kax ['ocymapcTBeHHOI mporpaMmsbl pa3BuTHsl MYPOBON IKOHOMHMKU U HH-
¢dopmarmonnoro oodmiectsa Ha 2016 — 2020 roxsr (mocranosieHue Cosera
Musnuctpos Pecn. benapycs, 23 mapta 2016 1., Ne 235). Onnako, Kak 1moka-
3bIBaeT 3apyOeKHBIH ONBIT, OKA3aHHWE JIEKTPOHHBIX YCIYT OpraHaMH Irocy-
JTApCTBEHHOTO YNPABICHUS MOPOXKAAET Psii HE TOJBKO IOJIOXKHUTEIBHBIX
3¢ ¢exToB, HO U hopMupyet npodieMsl U pucku. ConureMcst Ha aIMIHHCT-
patuBHeIi ombiT EC (Reorganization of government bask offices for better
electronic public services-europian best practices, January 2004, DG
Information Society, European Commission [DIeKTpoHHBEI pecypc]. —
URL: http: //www.europa.eu.int/egovernment_research), a Taxxe HaydHBIE
uccinenoBanus (banacukoscka, S1. Cuctema oTHOIIEHUI rocyaapcTBa U 00-
1IecTBa B chepe rocyJapcTBEHHBIX YCIYT B YCIOBHAX LU(POBOH SKOHOMHU-
KU @ uC. ... A-pa 9koH. Hayk : 08.00.01 / 5. banacukoscka. — M., 2017. —
396 n.). C ydeTroM 3apyOe:KHOTO OIBITA B pPaMKax OEJIOPYCCKON MOJenu
TOCY/IapCTBEHHOTO YNPaBIICHHSI MpeIUIaraeTcsi 4eTKO pPasleiuTh OTH JBE
KaTEerOpHH.

Pucku cBA3BIBAIOT B IEPBYIO OUYEpEb C HEOMATONPUSATHBIMU SBICHUSIMH,
MOPOXKIAEMBIMA HECAHKIIMOHMPOBAHHBIM HCIIOIB30BaHHEM MH(OpMannoH-
HO-KOMMYHHUKAaTHBHBIMA TexHONOTHsAMHU (MKT). MIcTOYHMKOM PHCKOB IpH
9TOM SIBISIIOTCSL JCUCTBHA TPeThbUX JinIl. [IpuMepamMy Takux SBIEHHH CIy-
XKaT PUCKH HECAHKIIMOHWPOBAHHOTO JOCTYIA K JIMYHBIM JaHHBIM, YaCTHOH
JKU3HU U KOMMEPYECKOW TaliHE IOJydaTeledl YCIyr; PUCKUA IPUCBOEHUS
Yy)XUX UMYIIECTBEHHBIX W JIMYHBIX HEMMYIIECTBEHHBIX IIPaB MOCPEICTBOM
JIOCTYIA B CHCTEMY I10J1 4y>KUM MMEHEM; MOILIEHHUYECTBO C UCIIOJIb30BaHU-
em UKT; pucku yHUUYTOXXEHHS MM UCKaXXEHUsS MH(opManuy B pe3ysbraTe
cOoeB B cHCTEeMe WM IIeJIeHaIIPaBIeHHOM BUpycHO aTaku u ap. [lepeyens
MOJIOOHBIX PUMEPOB MOXKHO TIPOJIOJIKHTb.

Ion npobremamu MOHMMAIOT HEOIATONMPUATHBIEC TOCIEICTBUS VIS CO-
IINAJIbHO-3KOHOMHYECKOTO PAa3BUTHS CTPaHBI, TIOPOKACHHBIE HOBBIMH (HOp-
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MaMH OpraHU3aluy AeATelbHOCTH. OHU BBITEKAIOT HE U3 MIPeHAMEPEHHOTO
IIPOTUBOIPABHOIO IOBEJAEHUS TE€X WU MHBIX JIMI, a U3 Xapakrepa U 0Co-
OeHHOCTell caMol nmpuMeHsieMoil TexHojoruu. K ducity npuMepoB MOXXHO
oTHecTH LU(POBOE HEPABEHCTBO II0Jb30BaTeleH, NMPUHAIISKAMUX K pas-
HbIM IIOKOJICHUSIM, COLMAIbHBIM IpYIIaM, aJIMUHUCTPATUBHO-TEPPUTOPHU-
aJbHBIM €IMHULAM; JIEKTPOHHYI0 3aBUCUMOCTD I10Jb30BATENIECH COOTBETCT-
BYIOIIMX YCIYyr (TIPUBBIKAHWE K HCIIOJIB30BAHHMIO 3JIEKTPOHHBIX CPEJICTB
CBSI3U, XpaHEHUs! U 00pabOTKM MH(OpPMALUH, IEKTPOHHBIX ITOMOIIHHUKOB,
pa3BIICKaTENbHBIX CHCTEM); BO3MOKHOCTH OKa3aHUS IECTPYKTUBHOTO HH-
(hOpMaIOHHO-TICHXOJIOTHIECKOTO BO3JICHCTBHSA H Jp.

B nmpuBeneHHO# HIKe TabiHIE CHCTEMATH3MPOBAHBI M Pa3JeICHBI OC-
HOBHBIC PHCKU W TIPOOJIEMBI, CBA3aHHBIE ¢ ()OPMUPOBAHUEM H PA3BUTHEM
CUCTEMBI I'OCYIaPCTBEHHBIX JIEKTPOHHBIX YCIYT.

Tabauya 3
OcHoBHbBIe NPO0JIEeMbI U PHCKH CHCTEMBbI
rocyJapcTBeHHbIX 3J1eKTPOHHBIX yCIyr
Ne IIpoGnembl U pucku Kareropus HcTounuk
1. | HecankuuonupoBaHHbId JocTyn K HH- | Puck Tpetbu nuna
¢dopmanmu
2. | IIpucBoenue 9yxux npas Puck
3. | VHuuroxenue (Mckaxxenue) napopmarmu | Puck
4. | Uudposoe HepaBEHCTBO NOJIb30BaTENEH IIpobnema | TexHOmorum
5. | DaekTpoHHas 3aBUCUMOCTb IIpoGnema

B mensx BHempeHHS W TOINEPKKH CTAOMIBHOTO (DYHKIIMOHHUPOBAHUS
CHCTEMBI TOCYIApCTBEHHBIX SJEKTPOHHBIX YCIYT (CHIDKEHHS KaK PHCKOB,
TaK U U3JIEPIKEK) HeOOXOIMMBI KOMIICKCHEIEC U IIeJICHATIPABIICHHBIC YCIITHS
OpPraHOB TOCYAApPCTBEHHOIO ympaBieHus. [lepeuncinM OCHOBHBIE MeEpHI,
IIpUHUMAaeMble Ha MPaKTUKE OpPraHaMu TOCyJapCTBEHHOTO YIPaBJIEHUS B
Pecniyonuke benapycs:

COBEPIIEHCTBOBAaHUE 3aKOHOAATENbCTBA U  IPABONPHUMEHUTEIHHON
NPaKTHKH B 00JNacTH crienudUKauy W 3aluThl IpaB MOTpeOuTeIen deK-
TPOHHBIX YCIIYT;

COBEPIICHCTBOBAaHUE OPTaHU3ANWOHHOW CTPYKTYPHI TOCYIapCTBEHHOTO
YIpaBJICHUS;

MIOBBIIIIEHUE TOCTYITHOCTH M TPO3PAYHOCTH MH(OPMAINH, HAIPABJICH-
HOE Ha CMATYEHHE PoOIEeMbl aCHMMETPHN HHPOPMAITUH;

CHIDKEHHE M3JIEPKEK PEHTOOPHUCHTHUPOBAHHOTO ITOBECHUS IIPEICTABH-
TEJIEH BIACTH,

U3JIEPAKKH, CBA3aHHBIE C NPEOJOJIEHUEM NOCIEACTBUI HEBEPHBIX pelle-
HUM, U T. 1.
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CnenaeM HEKOTOpbIe BBIBOJBI. Ha COBpeMEHHOM 3Tame pa3BUTHUS SKOHO-
MUKH HaOozaercs mupokoe npornkHoBeHne KT B conpanbHble TEXHOIO-
run. CucteMa rocyJapcTBEHHBIX 3JEKTPOHHBIX YCIYT MpPEICTaBIseT coOoit
KOMIIJIEKC YCIIYT, MPENOCTABISIEMBIX FOCYAapCTBEHHBIMH OpPraHaMu B COOT-
BETCTBUHM C UX KOMIIETCHLUAMMU 110 3alIPOCy Ipa)k/laH, OpraHu3alyil Win apy-
THX TOCYJapCTBEHHBIX OPraHOB C MOMOIIbI0 ucronb3oBanus KT mocpencr-
BOM TpaH3aKIuil oOMeHa. BHeipeHne cuCTeMBbl rOCyJapCTBEHHBIX IEKTPOH-
HBIX YCITyI' U3MEHSET IIPUHIMIIBI OTHOLIEHUI MEXIy TOCyIapCTBOM, Ipakia-
HaMM ¥ TpeANpUHUMATENsIMU. ['pakaaHe M opraHu3alMu HONTy4yaroT Ooiiee
MIMPOKUI OCTYN K MH(pOPMALUK O TOCYAAPCTBE, aJMUHHUCTPATHBHBIX MPO-
LleCCcax, OpraHu3alysix U JEUCTBUAX KOHKPETHBIX IPEACTaBUTEICH rocynap-
cTtBa. B pesynbrare cMsardaercs npobiaemMa acuMMETpHH HH(OPMAIUT MEXTY
YYaCTHMKAaMH IIPOLIECCOB, PACTET OTKPBITOCTb OPTraHOB BJIACTH, CO3AIOTCS
ycnoBus Ut Oos1ee IEHCTBEHHOTO OOIIECTBEHHOTO KOHTPOJIS HaJl JIESITEIIbHO-
CTBIO OTJETBHBIX TOCYJAPCTBEHHBIX ciyxamux. Mcnons3oBanue UKT mpu
OKa3aHMM TOCYJApPCTBEHHBIX JJIEKTPOHHBIX YCIYT YMEHBIIAeT OOJIbBIIyIO
4acTb TPAH3AKLMOHHBIX U3AEPKEK. B TO ke BpeMs MOPOKIAOTCS HOBBIEC BU-
IIbl 3aTpaT W M3AEPXKEK: MACHTH(MKALNK IO0Jb30BaTeNeH, 3aIlUThl NMEHH,
3aIUTHl JIMYHOM MH(pOpMalWK, MHTEpHpeTanud nHpopmanuu, norepu (uc-
KakeHns1) nH(popmanuu U Ap. B memom cuctema rocymapCTBEHHBIX 3JIEK-
TPOHHBIX YCJIYr MOBBIMIAET 3(PPEKTHBHOCTH TOCY/IAPCTBEHHOIO U MECTHOTO
YIIPaBIIEHHUS, YKPEIULIET JOBEpUE MEXIY rocyJapcTBOM, ITyOIMYHBIMU 00pa-
30BaHUAMM, I'PaXJAHAMU U OpPraHU3alMsAMU NPEAIPUHUMATENIEH, CTUMYIIH-
pYeT pa3BUTHE SKOHOMUKH CTpaHbL. B To ke BpeMs Oka3zaHHE roCyAapCTBEH-
HBIX DJIEKTPOHHBIX YCIYT HOPOXIAaeT HOBBIE COLMAJIbHBIE NMPOOIEMBI U TEX-
HOJIOTHYIECKHE PHUCKH, ISl IPEOJIONEHNST KOTOPBIX HEOOXOINMBI COBMECTHBIE
LieJICHANIPaBJICHHBIE YCUIIMs 00IIECTBa U FoCyJapCTBa.

YK 340.113:004

0O.A. ®enopenko, MiaamMii HAyYHBIA COT-
pyaHUK naboparopuu mo mpoOneMaM IMPOTH-
BoJIelicTBUS NpecTynHocTH HarronaneHoit aka-
JIeMHUU BHYTpeHHHX Jien (T. KueB, YkpanHsr)
Kseniya25@ukr.net

WHTEPHET BEI.I.I,EI7IVKAK YA3BUMOE MECTO
ana QECTPYKTUBHBIX AEUCTBUN KUBEPMPECTYNHUKOB

B Hacrosimee Bpemsi COBpeMEHHbIH MHP MH()OPMALMOHHBIX TEXHOJIOTHM
TpeOyeT NOCTOSTHHOTO B3aUMOJICUCTBUSI MEXK/ly CBOMMHU KoMIIOHeHTamu. On-
HAaKO JIIOJY UMEIOT OIPaHUYEHHOE BpPEMs, BHUMAHHE U TOYHOCTb. Bce 310
03HAYaeT, 4TO YEJIOBEK — HE JIyYIIHi HHCTPYMEHT 110 cOOpy JaHHbIX. B Takux
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YCIOBHAX KOHIEMIIMS KOMMYHHMKAIIMU MEXIY YCTPOWCTBAMH MpEeayCMaTpH-
BacT BBINIOJHEHHE ONpPEJEICHHbBIX JIeHCTBUII BOOOIIEe Oe3 BMeIIaTeNbCTBa
genoBeka. Kak ciencTBie — BOIpOC pa3paOOTKH W BHEAPECHUS TEXHOJIOTHI
WurepHer Beliel akTHBHO 00Cy»aaeTcsi B YKpauHe elle ¢ KoHa XX B.

[Monsitue «MHTepHer Beuiel» (anri. Internet of things, loT) paccmarpu-
BaeTCs KaK CeTb Pa3HOOOPa3HBIX OOBEKTOB, YBEIMYWBACTCS OT IIPOMBIII-
JIEHHBIX YCTPOUCTB K MOTPEOUTEIHLCKUM TOBapaM U yciyraM, KOTOpbIe MO-
T'yT 0OMEHUBAThCSA MHPOPMAIINEH U BHITOTHATH CBOU 3aa4uH.

HNurepuer Bewieid ctpeMuTenbHO pacteT. [0 JaHHBIM HCCleI0BaHMS
KOHCAJITHHTOBOW KOMITAHWH, CICIIMATH3UPYIOMICHCs Ha phIHKaX HH(OpMa-
IIMOHHBIX TeXHOJIoruH, Gartner o BceMy MUPY ObIIO 6,4 MIIPJT ITOAKITIOUSH-
HeIX Bemeil B 2016 r., uro Ha 30 % BbIre, yem B 2015 r. B 2016 1. 5,5 mun
HOBBIX Bellel noAkimodaiick Kk aTepHery Bemie exxeqHeBHo. C TakuM Tem-
oM, no nporHody Gartner, k 2020 r. konuyectBo jgocturHer 20,8 Mipn
TTOIKITFOYEHHBIX BEIICH.

Hexotopeie npyrue aHanWTHYeCKHE areHTCTBA BBIPAXKAIOT emle Ooee
ONTHUMHCTUYHBIE MPOTHO3bI U TpeApekaroT 50 MIIpA MOAKIIOUEHHBIX yCT-
poicTB.

BbIcokuil ypoBeHb HEOJHOPOJHOCTH B COYETAaHUU C HIMPOKOM raMMOMH
cucreM [oT, kak OXHIAaeTCs, YBEIHMYUT UUCIO yrpo3 OE30MacHOCTH Bia-
JIeNbIIEB YCTPOMCTB, KOTOPHIE BCE Yallle UCIOIb3YIOTCS ISl B3aMMOJEHCT-
BHS JIFONICH, MalllMH W Bemedl B I00OH Bapuamuu. TpaauilMOHHBIE MEpHI
obecrieueHnsi 6€301IaCHOCTH U KOHPHUJICHIIMAIBHOCTH HE MOT'YT OBITH NpH-
MeHeHHI K TexHonorusMm [oT, B 4acTHOCTH, W3-3a UX OTPaHUIEHHOH BBIUHC-
JINTEIIbHON MOIIIHOCTH.

Kpome Toro, 60mbpmioe KOJMIECTBO MOIKIIOUEHHBIX YCTPOUCTB HOPOXK-
JIaeT MpoOJieMy MaccoBOCTU. B To ke Bpemsi sl TOCTHIKCHHUS MPU3HAHUS
CO CTOPOHHI ITOJIb30BaTele HEOOXOANMO B 00sS3aTEITFHOM MOPSAKE obecre-
YUTh COOJIFOJICHHE OE30MACHOCTH, KOH(PHUICHIIMAIBHOCTh U MOJICIN JIOBE-
pus, KOTopble moaxonmar s koHtekcra [oT. Jlns mpemoTBparmeHus: He-
CaHKI[MOHHPOBAHHOTO JOCTYIa MOJb30BaTeNeH (T. €. JII0JeH U yCTPOHCTB) K
CHCTEME JIOJDKHBI HCIIOJIB30BATHCS MEXaHU3MBI ayTCHTU(DHUKAIIMA U aBTOPH-
3alliy, rapaHTUPOBaHHAs 0C30MACHOCTh, KOH(DUICHIIMATBHOCTh U IIEJIOCT-
HOCTB IIePCOHANBHBIX AaHHBIX. [10 IepcOHANEHBIM TaHHBIM ITOJIE30BAaTEIICH
1 uH(OPMAIMH JTOJIKHBI 00ECIICUUBATHCS 3aIUTA U KOH(UICHIIUATHLHOCTD,
MIPEXJIe BCETO MOTOMY, YTO yCTPOHCTBAa UMEIOT K HEH MOCTYI M CIIOCOOHBI
el ynpaBisITh (HapuMep, CBEICHUS O IPUBBIYKAX T0JIH30BATENIEH).

Jns HTepHETa BEmIel CTOST CIOXKHBIE MPOOIIeMBl obecnieueHus 0e30-
MaCHOCTHU TI0 CPABHEHUIO C TEMH, KOTOPbIE XapaKTEepPHBI JIJIsl CETEH CBS3H.
K HuM 1100aBistOTCS BO3MOXKHBIE NPOOJIEMBbI MacIITaA0OMPYEeMOCTH CETH,
BBI3BaHHBIE Majo MpejrojaraeéMblM 00bEMOM TepeNauu JaHHBIX OT 0O0JIb-
IOTO YHCIIa Y3JI0B, HEHAJEKHOCTh MPOTPAMMHOTO OOecredeHus U T. II.
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IIMupoxoe mpumeHeHue MHTepHETa Belled — pe3ynbTaT MHTErpaliuud KOM-
IIBIOTEPHBIX TEXHOJIOTMH, TEXHOJIOTUH CBS3M M PA3IMYHBIX 00JacTel mpo-
MBIIIICHHBIX oTpacneil. Kpome HapynieHust mHGOpMaMOHHOW Oe30macHo-
CTH TPaIUIMOHHBIX CETeil CBsI3W (B pe3yibTaTe pUCKa MOACITYIIUBAaHUS,
HCKa)XeHUs] MH(pOPMAIMU, PacKpbITHs HH(POPMAIMK) YCTPOMCTBA M CETH
WurtepHeTa Bellel CTAIKUBAIOTCS C AOMOJHUTEIBLHBIMHA TIpoOiieMaMu 6e30-
MTACHOCTH Ha IIPHUKJIAHOM YPOBHE — IIPU HCIIOIb30BaHUU OOJAYHBIX BBIYHC-
neHnit, 00paboTke MHpopMaIuy, 00ecedYeHnH paB Ha HHTEIUICKTYAIBHYTO
COOCTBEHHOCTb, 3aIIUTE IIPUBATHOCTHU H T. JI.

YTpo3sl st 6e30MacCHOCTH CYIIECTBYIOIIMX CETEH CBSI3M pacmpocTpa-
HAIOTCA U Ha VMHTEpHET Beled, KOTOPhIA MOCTpoeH Ha HuX. K HUM OTHO-
CATCS HECAaHKIMOHUPOBAHHBIM JJOCTYI, NEPEXBAT AAHHBIX IT0JIB30BATEN,
HapyIIeHUs: KOH(UISHINAIBHOCTH, LIJIOCTHOCTH HHpopMarmu, DoS-ataky,
BUPYCHI, IKCIUIONTBI, CETeBbIE YEPBH U T. 1. KpoMe TOro, CyIIeCTBYIOT MEX-
ceTeBble NPOOJIEMBl ayTEeHTH(HKAMK, KOTOPbIE MOTYT OBITh HPUYUHOM
DDoS u DoS-arak.

Pacnpoctpanenune ycnyr l1oT TpeOyer, 4TOObI OBUIM TrapaHTUPOBAHBI
0e30macHOCTh M KOH(QUIEHIHAILHOCTh. TakuM o0pa3om, paspabarbiBas
CTpaTeruio WM MOJMTHKY IO pa3BEepTHIBaHUIO cucTeM VIHTepHeTa Berei,
CJIEyeT yYUTHIBATh CI0XKHOCTh M OTHOCHTENBHYIO HOBU3HY 3TOTO SBICHUS,
1 BEPOSITHO BO3HWKHOBEHHE HEPEABUACHHBIX COIIMAIBHBIX 3(p(heKToB.

VIIK 343.9

I.I". XoMAKOB, KaHIUIAT IOPHINIECKUX HAYK,
JIOLEHT Kadeapsl KPUMHUHAIMCTHKA U Cyneo-
HBIX SKcmeptu3 MHCTHTYTa mpaBa, colmalib-
Horo ympasnenust U 6ezonacHoctu (MUIICYB)
Y IMypTCKOTO TOCYIapCTBEHHOTO YHHBEPCH-
Tera (Yal'V)

ed-18@yandex.ru

0 CTATUCTUYECKOW OTYETHOCTM, ﬂEMOHCTPVIPYIOLI.lEﬂ PE3YNbTATHI
BOPbBbI C NPECTYNHOCTLIO B COEPE KOMIMbIOTEPHOU NHOOPMALIK
B POCCUNCKOU ®EAEPALINA

punsateiit B 1996 r. Yronoswsriii koaekc (YK) Poccuiickoit denepannn
(P®) B xadecTBe OAHOTO M3 HOBOBBEICHHH 0003HAYWI OTAENBHYIO TII. 28
«[Ipectymnerns B cdepe KOMIbIOTepHOH wuHpopMamum» (cT. 272-274).
PeBourorinoHHas Ha TOT TEpHOJ Ti1aBa ObLIa BBEJEHA KaK SJIEMEHT IPOTH-
BOJICMCTBHSI HOBBIM BHJaM TMPECTYIUICHWH, CBSI3aHHBIX C Pa3BUTHEM HWH-
(hOpMAIIMOHHBIX TEXHOJIOTHH.
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IlepBble TOABI IPAKTUYECKOM pean3allUy IIOJOKEHUN TAaHHOW IJIaBbI, a
HMEHHO DPACKPBITUS U pacCieNOBaHUS MPECTYIUICHUH, MPeayCMOTPEHHBIX
CT. 272-274, MO3BOMIN HAKOTIUTh HEOOXOTUMBIH OIBIT ISt OOPBOEI C TIpe-
CTYIUICEHUSIMH «KOMITBIOTEPHOH HaIlpaBiIeHHOCTU». BmecTe ¢ TeM BBHIIBU-
JIUCh U HEKOTOpbIe MpoOenbHbIe U MPOOJEeMHbIE MOMEHTHI, HE MO3BOJISIO-
o€ TOBOPHUTh O HACTYNATEIbHOM MPOTUBOJACICTBUU YKa3aHHOMY BHIY
MIPECTYIMHOCTH CO CTOPOHBI PA3IHUYHBIX NPABOOXPAHUTEIBHBIX CTPYKTYD,
npexne Bcero MBJI Poccuiickoit ®@eneparyu. Bo3uukinu takxke mpoOneMsl
B 3 QEeKTHBHOM TNpUMEHEHNH yKa3aHHbIX cTareii YK P® B paznmunbix
cyonsekTax Poccuiickoii denepanun.

HakonieHHbI ONBIT PACKPBITUS U PAaCCIEAOBaHUA IPECTYIUIEHUN B
cepe KOMIBbIOTEPHOH MH(DOpMANWH, a TaKkkKe TCHACHIWN B Pa3sBUTHH WH-
(OpManMOHHBIX (KOMIIBIOTEPHBIX) TEXHOJIOIMH IMOTPEOOBAIN «PEBH3HNY
JIaHHO TJ1aBbl. B pe3ynbrare 1mo UCTe€YEeHUH MOYTH 15 JIeT ¢ MOMEHTa MOsIB-
JICHWs] YKa3aHHBIX BUJOB NPECTYIUICHUI ObUT NpUHAT DenepanbHblil 3aK0H
ot 7 nekabpst 2011 r. Ne 420-03 «O BHECEHUHM M3MCHEHHUH B YTOJIOBHBII
kogekc Poccuiickoit denepanuu U OTAEIbHBIE 3aKOHOIATENbHBIE aKThl Poc-
cuiickoit @enepanym», B COOTBETCTBHH C KOTOPBIM III. 28 OBLIA IOJBEPTHY-
Ta U3MEHEHUSIM.

Eme onHo m3meHenue ri. 28 nperepnena B 2017 r., korjga ¢ NpUHITHEM
®enepanbHoro 3akoHa ot 26 utonst 2017 r. Ne 194-03 «O BHeceHUU U3Me-
HeHull B YronoBHBIN kKoaekc Poccuiickoit ®enepannu u crateio 151 Yro-
JIOBHO-IIpOLIECCYanbHOro kojekca Poccuiickoin denepanuu B CBI3U C IPHU-
HatneM ®exnepanbHoro 3akoHa «O 0€30MaCHOCTH KPUTHYECKOW MH(OpMa-
LMOHHON MHPpacTpykTyphl Poccuiickoit denepanun» mosBUIach HOBas
cT. 274.1 «HenpaBomepHoe Bo3/ieiicTBHE Ha KPUTHYECKYIO MH(OPMALMOH-
HyI0 HHPpacTpyKTypy Poccuiickoit demepannmy.

OCHOBHBIM CYOBEKTOM PAacclie/IOBaHusI IIPECTYILICHUH B chepe KOMITbIO-
TepHOM MH(opManuu coriacHo cT. 151 YronoBHO-IponeccyalbHOro Ko-
nekca Poccuiickoit @enepannn ABISIOTCS CIEAOBATENN OPraHOB BHYTPEH-
Hux nen. UmenHo cratuctuka MB/] Poccun naer HarmsanHoe npezncrasie-
HHE O CHUTYyallu¥, BO3HUKIIEH Ha JaHHOM HaIpaBjieHHH OOpbOBI C MpecTyI-
HOCTBIO (cM. Tabm. 4, 5).

Tabnuya 4

KosnuecTBo npectyniennii B cpepe KOMNbLIOTEPHOI HHPOPMann
(ra. 28 YK P®), 3aperucrpupoBanHbix B Poccuiickoii ®@eaepanuu

2008 2009 2010 | 2011 | 2012 | 2013 | 2014 | 2015 | 2016 | 2017 | 2018

—
]
=
o

9010 | 11636 | 7398 | 2698 | 2820 | 2563 | 1739 | 2382 | 1748 | 1883 | 2500

KonmuectBo
NpecTyIIeHUi
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Tabauya 5

KoauyecTBo npectynienuii B cpepe KoMnbIOTepHOI HHPOpMaMu
(ra. 28 YK P®), 3aperncTpupoBaHHbIX N0 ¢eaepatbHbIM OKpPYram
u ropoaam genepaiabHoro 3Hauenus Pocceuiickoit @enepanun
(*kMpHBIM IIPUGTOM YKa3aHbI MAKCHMAJILHbIC NIOKA3ATEIU
N0 OTAEJbHBIM I'0JaM)

DenepanbHble OKpyra u ropoja ¢eaepaibHoro 3nauyenust Poceniickoit denepaiyn

>§ E 3 ’E i) A= 5 B « Lgo;_ 5

= < g = 13} E E <] E 7] 2 5

Tonbl g 5 2 2 % Q g 5 o 15} Q =
9 ¥ 3 ! = 2 2 2 = 3

& =} t% a < © 5 I E = -3
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2008 2377 333 - 257 3770 | 516 | 701 | 533 - 1049 | 10 -
2009 [ 2929 282 — 217 5832 | 1311 | 538 | 283 — 1164 | 16 —
2010 | 2251 318 27 133 2498 | 1150 | 454 | 348 - 666 16 -
2011 980 158 29 61 437 476 | 282 68 - 285 16 -
2012 839 246 28 70 669 420 | 263 | 103 — 324 33 -
2013 679 124 26 32 693 300 | 264 | 351 - 172 6 -
2014 465 162 30 37 413 231 | 178 60 3 109 13 1
2015 1027 144 74 67 288 291 | 298 62 5 671 12 1
2016 427 158 49 54 408 245 | 320 | 46 6 164 13 1
2017 344 244 65 139 502 144 | 281 97 4 60 24 2
2018 385 383 42 192 874 214 | 234 | 129 4 59 8 2

Kak BHAHO W3 MpHUBEICHHBIX B TaON. 4 MaHHBIX, MUK KOJMYECTBA yKa-
3aHHBIX NpecTymieHuil npuwencs Ha 2009 r., a 3ateM nocie pe3koro najae-
Hust B 2011 1. perucTpanvoHHbIe MTOKA3aTeNN CTA0MIN3NPOBAIINCH IIPUMED-
HO Ha ypoBHe 2000-2500 npecTyrnieHuit B rox.

IMokazaTtenu Tabn. 5 EMOHCTPUPYIOT BEChbMa Pa3HbIA MOAXOJ K BBISBIIC-
HUIO TPECTYIUIEHHH B cepe KOMIBIOTEpHOH WH(OpMAlUUU B Pa3IUYHBIX
denepanbubix Okpyrax Poccuiickort ®eneparuu. SIBHBIMU IuaepaMu B
IIPOLIECCE BBISBIICHUS YKAa3aHHBIX IPECTyIUICHUN sBisitoTcs [IpuBoinkckuit
n LlenTpanbHelii (enepanbHble OKpyra; IpH 3TOM Ha UX (OHE MOKa3aTesH
OTJIETIbHBIX OKPYI'OB BBITJISIIAT BecbMa MpOOJeMHBIMH. [IpobieMHBIMU
MOYKHO CUMTAaTh W IOKa3aTesH 1o ropojaam ¢enepaisHoro 3Hauenus. U ec-
JIM IPAaBOOXPAHHUTENbHbBIE OPTaHbl B MOCKBE B OTAEIBbHBIC TOIbI MOTIIN OBITh
MIPUMEPOM B BBIABICHHM U PETUCTPALUU AAHHBIX NPECTYIUIEHUH, TO B IO-
CJIEZIHUE TOABI CUTyanusi CwibHO yxyammiack. CaHkT-IlerepOypr B 3TOM
OTHOIIEHUH B pacCMaTpHUBaeMBbI€ TOJIbI OB IBHBIM ayTCalepoM.

MOXXHO TakKe OTMETHTbH, uTo B IIpuBOImKCKOM (henepasbHOM OKpyTe,
rae pacrmoiioxkeHo 14 cyowsexToB Poccmiickoit ®enepanum, mumepaMu Mo
perucTpanyu MpecTyIuieHHi B cdepe KOMIbIOTepHOH MHpopManuu Obun
Iepmckwuii kpaii (B 2005, 2006 1 2012 rr.), Hukeroposckas oonacts (B 2007,
2009, 2010, 2013, 2014 rr.), Yysamickas Pecriyonuka (8 2008 r.), Y amypr-
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ckas Pecrry6uuka (B 2015-2018 rr.). OTnenbHble CyOBEKTHI JaHHOTO OKpPY-
ra, He MeHee pa3BUThIe B O0JIACTH HCIOJIb30BaHUSI COBPEMEHHBIX TEXHOJIO-
THH U 10 KOJMYECTBY HACEJICHHS HE SBISIOIUECS MOCIEIHUMH, IEMOHCT-
PUPYIOT BechbMa IIOCpelCTBeHHbIe pe3ynbraThl (Pecrybnuka TarapcraH,
Camapckas obnactb, CapaToBckasi 001acThb U Jp.).

He meHee 3HaUMMBI MOKa3aTeNn MO KOHKPETHBIM BHJAM NPECTYNICHUN

B cdepe KoMIbroTepHON HHpopMarun (cM. Tabi. 6).
Tabnuya 6

KosmmyecTBo npecryniennii B cpepe KoOMNbIOTepHOI HHpOPpMaLNU
(ct. 272,273,274, 274.1 YK P®), 3aperncTpupoBaHHBIX
B Poccuiickoii ®egepanun

ot Crarpu 1. 28 YK PO
272 273 274 274.1

2008 7 450 1 543 17

2009 9519 2112 5

2010 6 309 1 089 — -
2011 2 005 693 — -
2012 1930 889 1 —
2013 1799 764 — —
2014 1151 585 3 -
2015 1396 974 12 —
2016 994 751 3

2017 1079 802 2

2018 1761 733 5 1

[IpuBeneHHbIe AaHHBIE MOKa3bIBAKOT, YTO cT. 274 YK P® mpaktuyecku
He paboTaeT, B TO BpeMs KaK IPECTYIUICHH, IpeaycMOoTpeHHbIe cT. 272 YK
P®, cocraBmnsmu B pazHbIe ToAbl B cpeareM ot 60 1o 80 % B odmiem oObeme
3apEeTUCTPUPOBAHHBIX TPECTYIUICHHHA B cdepe KOMIBIOTepHOH HH(pOopMa-
uud. Ho ecinn naHHBIE O KOJMYECTBE 3apErMCTPUPOBAHHBIX NPECTYIUICHUN
TOBOPAT 00 YMEHHHU COTPYAHUKOB OPTaHOB BHYTPEHHUX €N BBISBIATH YKa-
3aHHBIE MIPECTYIUICHUS, TO TaHHBIE, IPUBEICHHBIE B Ta0I. 7, IEMOHCTPUPY-
IOT UX YMEHUS B PACKPBITUU JAHHBIX MPECTYIUICHUN.
Tabruya 7

KonnuyecTBo npecryniienuii B cgepe KOMIbIOTepHOil nHpoOpManuu
(ct. 272,273,274, 274.1 YK P®), 3aperucTpupoBaHHBIX
B Poccuiickoii ®@eaepanuu

Cratbu KonuyecTBo npecTyruieHuii (3aperucTpupoBaHHbIX/PaCKPBITHIX)

YK PO 2014 2015 2016 2017 2018
272 1151/858 1396/716 994/529 1079/341 1761/319
273 585/462 974/483 751/373 802/385 733/254
274 3/1 12/13 3/1 2/0 5/1

274.1 - - - - 1/0
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IIpuBeneHHbIe aHHBIE MOKA3BIBAIOT, YTO B TOCJIEAHHE TOJBI MPOHCXO-
JIUT CHIKCHHME PACKPBITHIX MPECTYIUICHUH, Npeskae Bcero no cr. 272 u 273
YK PO.

PesynbraThl opHIMANBHON CTaTHCTHKM OYEHb YacTO BECbMa IOBEPXHO-
CTHO PACKPHIBAIOT MCTHUHHYIO CHUTYAallHIO, CJIOXKHUBIIYIOCS IO OTAENbHBIM
BUAaM IpecTyiuieHuil B Poccuiickoit deneparmu. 310 CBA3aHO Mpex/ie Bee-
rO ¢ OTPOMHBIM KOJTMYECTBOM MOKAa3aTeNel, KOTOPBIE OCTAIOTCA 32 paMKaMH
BBIBOJIUMBIX JUIS BCEOOIIero 0003peHns YUCe.

IonbITKM MHTEpIIpETalMM JaHHON CTATHCTHUKU B paMKaX Hay4yHBIX HC-
CJIEZIOBAHUH WIIM OQUIIMATBHBIX BBICTYIUICHHH HE BCETJa BBITISAAT yOenu-
TENBHO.

Hanpumep, naznauennsiii B 2011 r. HavyanpHukoM bropo cnenumans-
HBIX TexHudeckux Mepounpustuii MBJl Poccuu renepan-maiop noauuuu
A H. MomukoB B 0JJHOM 3 BBICTYIUICHHH 3asBUJ, YTO «CHU)KEHUE KOJIHMYe-
CTBa BO30YKJCHHBIX YTOJIOBHBIX JieN 1o cTarbsiM 272 YK P® ... u 273 YK
PO ... cBs3aHO C yMeHbIIEHHEM KojimdyecTBa (akToB JOCTyna B ceTh MH-
TEpHET O] Yy>KUMH CETeBBIMH PEKBH3UTAMU, TaK Kak Onarojaps yCHIUSAM
VYnpasnenus «K» MBJI Poccun mpoBaiineps! cetn HTepHET nepenuiu Ha
Gosiee B3JIOMOYCTOHYMBBIC TEXHOIOTHID.

Crnenyet UMeTh B BUAY M BEICOKHN YPOBEHb JIATEHTHOCTH NPECTYIICHUN
B chepe KoMnbioTepHOH MH(popManuy. MHOTHE HCCIe0BATENHN JIAHHOTO
BOIpOCA, CChUIASCh HA pa3Hble UCTOYHUKH, OTMEYaroT, 4To B Poccuu na-
TEHTHOCTb JAHHBIX MpecTyIUIeHni MoxxeT pocturath 90 %, T. e. 9 u3 10
MOJIOOHBIX TPECTYIUIEHUH JTHOO HE BBIABIIOTCS, TMOO HE PETHCTPUPYIOTCS
IIPaBOOXPAHUTEIbHBIMUA OpraHaMH.

Bnusrommmy Ha CTaTHCTUKY (PaKTOpPaMH MOTYT TaKkkKe OBITh BBISBICHHUE
B XOJI€ PacclieIOBaHUsI COBOKYITHOCTH INPECTYIUICHUH MO0 TnepekBanudu-
Kalys NPEeCTYIUICHU Ha pa3HbIX 3Tarax MPOU3BOJCTBA 110 JeTy (B CBSA3HU C
0OHapy»K€HHEM HOBBIX CBEJIEHMH M (JAKTOB COBEPIIEHHOTO HPOTHUBOIPAB-
HOTO JISSIHUS WJIH C TIOSIBJICHHEM B YTOJIOBHOM 3aKOHOAATENBCTBE ONM3KHX
0 PAy NMPU3HAKOB COCTABOB mpecTymieHuit). Tak, ¢ mpunstuem B 2012 r.
®enepanpHOTO 3aK0Ha OT 29 HOsIOpst 2012 1. Ne 207-®3 B YK PO mosBu-
jack HOBas craTbsi 159.6 «MoleHHHYEeCTBO B chepe KOMIIBIOTEPHOH HMH-
¢dopmarmm», a ¢ 2017 T. OTACTHFHOMY YUYETY CTaJH IOMJIEKaTh MPECTyIIIe-
HUSI, COBEPILIEHHBIE C UCIOIb30BAHUEM KOMIBIOTEPHBIX U TEJIEKOMMYHHKA-
LHUOHHBIX TEXHOJIOTUH.

CymiecTBeHHBIH pa30poc B MOKa3aTeNsiX PerucTpaliy NPecTyIIeHUH B
ctepe KOMITBIOTEpHON HH(MOPMAIH B pa3HBIX cyObekTax Poccuiickoit De-
Jiepaliii MOKET OBITh CBSI3aH TaKXKe C HEJOCTATOYHOM NpodeccHoHAIBLHOM
MOJrOTOBKOM COTPYAHUKOB, CHELHAIN3HUPYIOMIMXCS HAa PACCIeNOBaHUH
JIAaHHBIX MIPECTYIJICHUH, U OTCYTCTBHEM B UX PACHOPSIKEHUH HEOOX0AUMOTO
METOIMYECKOTO Mareprana (METOJUK PACCIICNOBAHUS, B TOM YHCIE AJro-
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PUTMOB KOHKPETHBIX MPOLECCYaNbHbIX, OPIaHU3AI[MOHHBIX U TaKTUYECKHUX
JIEHCTBUI Ha JTamax BBISBJICHUS, PETUCTPAINHU, PACCICIOBAHNS YKa3aHHBIX
MIPECTYIUIeHUI).

HecmoTtps Ha nHTeHCHBHOE pa3BuTHE B Poccuu 1 3a pyOeskoM pa3HO00-
pasHbIX MH(OPMALMOHHBIX (KOMIBIOTEPHBIX) TEXHOJOTMH M, COOTBETCT-
BEHHO, TMOSIBJICHHE HOBBIX BHIOB INPECTYIUICHUH, CBSI3aHHBIX C WX HCIIOJNb-
30BaHUEM, HEOOXOJMMBbIE yueOHbIE MaTepHalbl, HCIOJIb3YEeMbIe JUIS TTO/ro-
TOBKH CIICIMAIMCTOB B 00JIACTH PacCiIeJOBaHUS MOIOOHBIX MPECTYIUICHUH
KaK B IPaXIaHCKUX, TaK M B BEJIOMCTBEHHBIX BYy3aX, 4aCTO OTCYTCTBYIOT.
Hanpumep, B yue6Huke 2019 1. M0 KpUMHHANHCTHKE I OaKalaBpHaTa IO
obmieit penakmueit M.B. Anexcanaposa (Tom 5. Metoauka pacciieioBaHHs
MIPECTYIUICHUH) pa3lielt, TOCBAIMIEHHBI OCHOBaM METOIUKH PacClieTOBaHUS
NPECTYIJICHUH B cdepe KOMIbIOTepHOW MH(pOpMaluu, 3aHuMaer 29 crpa-
HUI, B yaeOHOM mocobuu 2019 r. «KpuMmuHanucTHYECKass METOANKA» IO
obmieit penakiuein A.I'. OununmnoBa AaHHOW Tematuke oTBenaeHo 20 crpa-
HUI], BO MHOTHX Y4YeOHHKaX W Y4eOHBIX MOCOOMSIX IO KPHUMHHAIHCTHKE,
Hampumep, B yueouom nocoouu 2019 r. «KpuMuHaIucTHYECKash METOIUKA»
UIA akageMudeckoro OakamaBpuara mox penmakiueit JI.S. Jpankwaa maH-
HBIE BOTIPOCHI BOOOIIE HE PACCMATPUBAIOTCSI.

HecoMHeHHO, n3ydeHNe BEIIIENEPEIHUCICHHBIX MPOOIEM, KOPPEKTHPOB-
ka (GopM o(UIMANBHON OTYETHOCTH, KOHTPOJIb 332 PELICHUEM aKTyalbHBIX
BOTIPOCOB CO CTOPOHBI BBIIIECTOSIINX OPTaHOB B pacciieIOBaHUU IPECTYI-
JIeHW#l B cdepe KOMIbIOTEpHOH WH(OpManuu, M3MEHEHHE JeHCTBYIOIIEH
HOpPMAaTHUBHO-IIPaBOBON 0a3bl, a Takke pa3paboTKa HEOOXOAUMOTo y4eOHO-
METOJIMYECKOT0 MaTepuana I103BOJUT IOBBICHTH 3(P(PEKTUBHOCTh KakK B
60pb0e C PacCMOTPEHHBIMH BHIAMH IPECTYIMHOCTH, TaK W C HOBBIMH IIpe-
CTYIUICHUSIMH, CBSI3aHHBIMHU CO chepoii MHHOPMALMOHHBIX TEXHOJIOTHIA.

YK 004; 343.3/.7

B.H. Ium0an, xaHauaaT I0pUIUYECKUX HAYK,
CTapuIMi mpernojaBarens kKadeaps! HHbOpMa-
nuoHHOM  Oe3omacHoctn  KpacHomapckoro
ynusepcutera MBJl Poccun

sedruk@mail.ru

COBPEMEHHbIE MPECTYIMIEHWA
B COEPE KOMNbIOTEPHOU UH®OPMALIUN:
BUAbI, CNOCOBbI COBEPLLUEHUA U METO/Ibl BOPbBbI

CornacHo cratuctuueckuM nanHeiM [TMALL MB/I Poccun, 3a sitHBapb—
centsaopp 2019 r. 3aperucrpupoBano Oomee 205 THIC. MpeCTYIUICHUH, CO-
BEPLIEHHBIX C HCIIOIb30BaHNEM HH(POPMAIIMOHHO-TEIEKOMMYHNKAIIMOHHBIX
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TEXHOJIOTHH, uTo Ha 69,2 % OoJbllle, YeM aHAJIOTUYHBIA IEPUO/] IPOIILIOro
roja.

[Toytn mosioBMHA MOJOOHBIX MPECTYIUIEHUH OTHOCHUTCS K TSDKKHM H
0c000 TsoKKUM — 99 ThIc. CpencTBa, MpH MOMOIIM KOTOPBIX OHHM COBEpIla-
I0TCS: ¢ ucnonb3oBaHueM cetu MaTepHet (108,5 ThIC.), cpencTB MOOUIBHOM
cBa3u (78,5 ThIC.), KOMIBIOTEpHONH TexXHHUKH (14 THIC.) U MPOrpaMMHBIX
cpencts (4,5 TeIC.).

VYromnoBHoe 3akoHOAaTENBCTBO Poccuiickoit denepanuu (PD) ompene-
JSIeT TpecTyIUleHHs B cdepe KOMIbIOTEpHOH HH(popMmanmuu B Ti. 28, a
HUMEHHO cT. 272 «HenpaBoMepHBIH JOCTYI K KOMITBIOTEpHON HH(DOpMALIHI,
cT. 273 «Co3zmaHue, UCHONIB30BaHNE U PACTIPOCTPAHCHNE BPEIOHOCHBIX KOM-
NBIOTEPHBIX Mporpamm», cr. 274 «Hapyiienue mnpaBui 3KcIUTyaTalUu
CpEJIICTB XpaHeHHs1, 00pabOTKH WM IIepeiaul KOMITbIOTEPHOH HH(pOpMALUK 1
nH(OPMaIMOHHO-TEJIEKOMMYHHKAIIMOHHBIX CETel», a TakKe MOMHUMO BBILIe-
0003HauUEHHON TJIaBBl K TAKOTO poJia MPECTYIUIEHUSIM OTHOCUTCS cT. 159.6
«MoIIeHHHYECTBO B Chepe KOMIBIOTECPHON HHPOPMAIIHNY.

KonBeH1Ms 0 pecTynHoCTH B cdepe komibroTepHoi nadopmanuu ETS
ot 23 Hos0ps 2001 r. Ne 185 mpemmaraet rocygapcTBaM, IMOAMMCABIINM €€,
paccMmarpuBaTh HECKOJBKO TPYIN TaKUX MPECTYIUICHWH: MPOTHUB KOH(H-
JICHIINATIBHOCTH, HEJOCTHOCTH M JOCTYITHOCTH KOMIBIOTEPHBIX IAHHBIX U
CHUCTEM; CBSI3aHHBIE C MCIOJH30BAHUEM KOMIIBIOTEPHBIX CPE/CTB; CBSI3aH-
HBIE C COJICP)KaHUEM JIAaHHBIX; CBS3aHHbBIE C HAPYIIEHHEM aBTOPCKOTO IpaBa
U CMEXHBIX MPaB.

IMpectymnennii B chepe KOMNIBIOTEPHOH HHGOPMAINK, COTIACHO YKa-
3aHHBIM CTaTUCTUYECKUM CBEJCHMSM, 32 OTUETHBIA MEPUO]] BCETO 3apErucT-
pupoBano 2 577. Ilo oTnenbHBIM CTaThsM JAaHHbIE ciexyromue: cT. 159.6
YK P® — 3apeructpupoBano 533 npectymienus (-29,4 % 1o CpaBHEHHUIO C
AIIIIT), a packpeito Beero 49; cr. 272 YK P® — 3apeructpuposano 1 683
npecrymuienus (+35,7 % AIIIID), a packpsito Beero 343; ct. 273 YK PO —
3aperucTpupoBano 354 npecrymienns (-40,7 % AIIIIT), a packpsITo 60Jb-
111e TI0JIOBUHBI, @ UMeHHO 185; 1o c1. 274 YK P® — cBeieHuii Her.

PaccmoTpum Gosee moapoOHO 0003HAUEHHYIO KaTeTOPHIO MPECTYIUICHHUH,
OCHOBHOW OTJIMUUTEIIHHOW YSPTOH KOTOPBIX SIBJISCTCS KOMITbIOTEpHAsT HH(OP-
Mamysl, o] KOTOpoi B mpuMedanud K cT. 272 YK P® obozHagaercs, 94To 310
«cBesieHust (COOOIIEHMS, JIaHHBIE), PECTABICHHbIE B (JOPME DIIEKTPUUECKHX
CHUTHAJIOB, HE3aBHCHMO OT CPEZICTB MX XPaHEHHs, 00pabOTKH M Iepenadm».

Jocrarouno Gosbinoe xkonmyectBo yueHbix (M.B. Camconos, O.M. Hga-
HoBa, C.A. Iloranos, H.A. Kamenckuii, A.1. Xamuynun, A.A. Bacunses,
K.E. leMun u fp.) u3y4ajo AaHHOE MOHITHE U €ro 3HadeHue. JloCTaTouHO
riryOokmii aHanmu3 mposen M.B. CTapuukoB, KOTOPBIH MpHINEN K CIeAyIo-
LIEMY BBIBOJY, YTO «KOMIIBIOTEpHAsi MHPOPMAIHs — 3TO 3a()MKCUPOBAHHbIE
Ha MaTepuaJbHOM HOCHTENE CBEACHUS (COOOLICHUs, IaHHBIC, KOMaHIbI),
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NPE/ICTAaBICHHBIE B BHJE, NPUTOJHOM Uil 00pabOTKM C HMCHOJIBb30BaHUEM
KOMITBIOTEPHBIX YCTPONCTB, U MPEAHA3HAYEHBI JUIS UCIIOJIL30BAHMS B TAKHX
ycrpoiictBaxy. C NaHHBIM MHEHHMEM, Ha Hall B3IJISJl, CTOMT COTJIACHUTHCH,
TaKk Kak O0s3aTeNbHBIM YCIOBHEM COBEPLICHHS TaKMX IPOTHBOIPABHBIX
JIeSTHUI 1 HEOTHEMJIEMOI €ro 4acThiO SBJSIFOTCS MH(POPMAIMOHHBIE TEXHO-
Joruu (KOMITBIOTEPHI, CPEACTBA CBA3M M MHOE 000pyNOBaHME) W, KOHEUHO,
nHdopmanus, oOpaiiaemasi B HUX.

Crioco0bI COBEPIICHUS! KOMIBIOTEPHBIX MPECTYIUIEHUH Pa3INYHBI, BbI-
JIEITUM ClIEIyOLIHeE:

Kpaka HOCHTEIS] C KOMIBIOTEPHOH MH(pOpManneil uim caMoro KOMITbIO-
Tepa;

CO3/IaHME MPOrpaMM (KOMIIBIOTEPHBIE BHPYCHI, CETEBBIE YEPBHU, TPOSH-
CKHE IPOrpaMMbl), KOTOPBIE BBIMOJIHSIOT (YHKIMH, NPUYUHSIONINE BPEX
KOMIBIOTepHOH mH(OopMarmu (YCTPONCTBY W/HIIM CETH), HalpuMep, XHIIe-
Hue (ymajaeHue, Moau(UKanus) AaHHBIX, OJOKUPOBAHHUE NOCTYIA, YIalCH-
HOE YIpaBJICHHE ONEPALMOHHOM CHCTEMOM MM CEThIO, CO3ZlaHue O0T-ceTeid,
pacrpocTpaHeHue pa3iu4yHOi MH(pOPMAIMU Yepe3 3apa)KEHHBIH KOMIIbIO-
Tep, mu(poBaHNE JaHHBIX U T. II.;

MOIIIEHHUYECKUE JIEUCTBUS;

nepexsat uH(popmanny;

yAaJICHHbIA HECAHKIIMOHUPOBAHHBIN IOCTYIL;

ynaneHHsle (ceTeBble) aTaku: DoS-ataku, ananu3 Tpaduka, «4eI0BeK 110
cepenuney, IP-cyduHr, ataky Ha ypOBHE ITPHUIIOKEHHUH H T. 1.

KOMOMHMPOBAaHHbBIC HE3aKOHHBIC ACHCTBUSL.

W3 BbllIeyKa3aHHOTO CIIEYeT, YTO CIIOCOOOB COBEpIICHHS MPecTyIUIe-
HUH OOJIBIIIOE KOJIMYECTBO, TAKXKE HEMAJIO M OPYAMH MX peanusaunuu. Bax-
HBIMU SIBJIIIOTCS. METOJIBI U NMPHMEHSEMBIE CPEJICTBA Il IPOTUBOAEHCTBUSA
3TUM IPECTYNHBIM JAESIHUAM, NpoBeaeM Hekotopble napaenu ¢ [OCT P
50922-2006 «3awmuta nHpopmaru. OCHOBHBIE TEPMHUHBI U OIPEIEIICHUS.
Mertoap! 60pbObI ¢ KOMIBIOTEPHBIMH NMPECTYIICHUSIMH MOXKEM ONPEIEINTD
Kak TexHu4yeckue, opranusanuonnsie (B 'OCTe — ¢usuyeckuii Meron 3a-
IIMTHI), TPaBOBbIC M Kpunrorpapudeckne. Ha mocnenHeM MyHKTE CHIIBHBIA
aKIEHT JieJlaTh He Oy/aeM, Tak Kak mH(poBaHUE, KaK W3BECTHO, SIBIISETCS
OJTHUM U3 CaMBbIX 3((EKTUBHBIX CIOCOOOB 3aIUTHI HHPOPMAIUH, IPH ITOM
HEOOXO0/IMMO HCIIOJIb30BaTh COOTBETCTBYIONIEE NPOrpaMMHOE oOecriedeHue
(manpumep, KpuntolIPO) u ammapartHble ycTpoiicTBa. [IpuMeHeHNe TOib-
30BaresieM KpUNTOrpaduyeckoil 3ammThl MHGOpMAlUK HE TO3BOJHT 3J10-
YMBIIUICHHUKY HCTIOJIB30BaTh €€ B KOPBICTHBIX M MHBIX LeJIAX. PaccMoTpum
OCTaJIbHbIE METO/IbI MOAPOOHEE:

1. Texnmueckue, T. €. oOecrneyeHHE 3AIUIICHHOCTH W 0E30IacHOCTH
KOMIIBIOTEPA WM CHUCTEMBI OT BO3MOXKHOT'O HETaTMBHOTO BO3JCHCTBUS MPU
TIOMOIIM PA3IMYHBIX MPOTPAMMHBIX M IPOTPAMMHO-TEXHUYECKUX CPE/CTB,
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a TaK)Ke Mep, HalpaBJIeHHBIX Ha obecrieueHune OecniepeOoiiHoil nx padoTo-
cnocobHocTH. HanpumMep, BCHoONb30BaHUE JIETATBHOTO M AKTYalbHOTO aH-
TUBHPYCHOTO MNPOTPaMMHOTO O0OecredeHus, IU(PpOBaHHE 3al[HIIaeMON
nH(popManuy, MPUMEHEHHE MEKCETEBBIX IKPAaHOB, OOHOBJICHHE OMeEpany-
OHHBIX CHCTEM U T. I1.;

2. OpraHM3alMOHHEIE, T. €. oOecredeHne (GU3NIECKON 3aIUIICHHOCTH
nH(OpPMAIMK OT ee MOJIyYCHUs! 3JI0yMBIINIIeHHnKaMu. Hampumep, mocTostH-
HOE (CBOEBPEMEHHOE, CHCTEMaTH4eCKoe) o0ydeHHe OOBIYHBIX IOJIb30BaTe-
JIel, TIepcoHala OpraHu3ayii Ha IpeaMeT MH(POPMaIMOHHON OE30IacHOCTH,
HeTlpeHeOpeXeHne Croco0aMy 3alllUThl: JIOTHHBI, CIIOXKHBIC IApOJIM, WHBIE
METOIbI ayTeHTU()HUKANK, COXpaHEHHE UX B TalHe; HHPOPMHUPOBAHHE MOJIb-
30BaTelell 0 HOBBIX BUJIAX Yrpo3 M CIOCO0axX MX peaju3aluy; MoMelleHHne
KOH(UICHIIMAILHOW MH(POPMALIK B HAJICXKHBIE XPAHWIHIIA U T. J1.;

3. IlpaBoBble Mepbl, T. €. pa3paboTka HOPM, MPaBUII, MHCTPYKIHH, OII-
PEIENSIONNX METOABI M CIIOCOOBI KOHTPOJIA 3()(HEKTUBHOCTH 3aIUTHl MH-
¢dopmanuu, 0003HauUeHHE OTBETCTBEHHOCTH 3a HapyuieHus. JlaHHas rpymnma
OTHOCHUTENBHO 3()(EKTHBHA: M YroJOBHOE 3aKOHOJIATENbCTBO PP, m mex-
JIlyHapOJHbIe JOKyMEHThI, U yuyacTne P® B 3acemaHusx MeXIyHapOIHBIX
OpraHM3aIii, KOTOPbIe, B CBOIO OYEpelb, YACISIIOT OOJBIIOE BHUMAHHE
NPECTYIJICHUsIM B cdepe KOMIBIOTEPHOH MH(pOpMALMH, KHOEPIpeCTyITHO-
CTH ¥ COTPYIHHYIECTBY TOCYJapCTB B JaHHOW 00JIacTH.

Poccuiickoii denepanueii mpu3HAIOTCS CYLIECTBYIOLINE IIPOOIEMBI B 9TOH
obnacTy M BelleTcst cieayromas paboTa: B OpraHax MCIIOJHUTENBHOM BIacTH
CO3/IaHbl CIIENMANIbHBIE MOApa3aeNeHus (HanpuMep, Ynpasienue «K» MBJI
Poccun, HanmoHanbHbI KOOPAWHAIIMOHHBIM LEHTP MO KOMIBIOTEPHBIM HH-
muneHram, cosnannsii ®CH Poccun), Benyipe 60ps0y ¢ KOMOBIOTEPHBIMHU
MPECTYIJICHUSIMHU; aKTyalu3HpyeTcs 3aKOHOJarenscTBo PO (Hampumep, B
ri. 28 YK P® B 2017 r. Obuin BHeceHbI n3MeHeHus, B Jlokrpune nHdopma-
muoHHOM Oe3omacHocTH P® (yka3 Ilpesmmenta PD ot 5 nmexabps 2016 r.
Ne 646) B pazna. III koMmmbIOTepHBIE NPECTYIUIEHUsT 0003HAUEHbI KaK OJUH U3
BHUJIOB YTpo3 0€30MacHOCTH CTPaHbl); MOATOTABIUBAIOTCS KaAPbI I pabOThI
B JIAHHOM HallpaBJICHUH (pa3jinyuHble y4eOHble 3aBEACHHMs); Ha MOCTOSHHOM
OCHOBE MPOBOJSTCS JOTIOJHATENFHOE 00y4eHHE, MEepPEernoAroTOBKa M IOBBI-
nieHue KpaauduKaiuya B 00sactu HHGOPMAIMOHHOM 0e30MacHOCTH COTPY/I-
HHUKOB Pa3INYHBIX OPTaHOB M OPTaHM3ALNMH, a TAK)KEe WHAS e TEINbHOCTb.

[ToaBoas UTOT, OTMETHM, YTO KOJMYECTBO COBEPLICHHBIX MPECTYIUICHHH
B chepe KOMIBIOTEPHOH HH(POPMAIINU PacTeT, O YeM T'OBOPST NPUBEACHHbIC
cTaThcTHYeckue JaHHble. [IporcxonuT 310, Ha Hall B3I, M3-32 OypHOTO
pa3BUTHS HHPOPMAIMOHHBIX TEXHOJIOTHH, X HOCTYITHOCTH Kak JUIS OOBIU-
HOTO I0JIb30BaTeNs, TaK W JIsl NPECTYIHOro 3JieMeHTa. KoMIIeKCHOCTh
MOJIXOZIOB IO TIPOTHBOJEHCTBHUIO, O0pHOE C MPECTYMHOCTEI0O U MUHHMH3a-
LIMM BO3MOKHOTO yiiep0a oT ux AEHCTBUIl — 3aJ0T ycrexa.

99

VK 341.23:[343:004.9]

C.A. YepHbllIeBa, KaHIUJIAT TEXHUYECKUX
HAyK, JIOLICHT, podeccop Kadenphl JIOTHCTUKH
1 UH()OPMAIIMOHHO-MATEMATHYCCKUX JIHUCITHII-
muH, Musck, BUIT — MHCTUTYT npaBOBEeHUS

s_chernyshova@mail.ru

BOPbBA C KOMMbIOTEPHLIMU NPECTYNNEHWAMM - KNIOYEBOE 3BEHO
B OBECMNEYEHUN UHOOPMALIMOHHOW BE3OMACHOCTU

Ha coBpemeHnHOM 3Tarne pa3BuTHsi HHYOPMAIIOHHOTO 00IIECTBa BOIPO-
cbl MHOPMAIIMOHHON 0E30IIACHOCTH B CHCTEME HAIlMOHAJILHOM 0e30macHo-
CTH TOCYJIapCTBa IPHUOOPETAIOT MEPBOCTENIEHHOE 3HAUCHHE M OXBATHIBAIOT
MPaKTHYECKU Bce cepbl dKHU3HEAEATEIBHOCTH YEI0BEKa.

KoMnbloTepHble TpecTyIUIeHHsT B KOHTEKCTe HH(OpMaIMOHHOH 0e30-
MACHOCTH TPEJCTABISAIOT COOOW MPOTHBOINpPABHBIE NESHHS, KOTOPbIE, KPOME
TOTO, UMEIOT MEXIyHapOHYIO MPUPOAY Onarojapsi yCTOMYMBOMY POCTY CO-
BPEMEHHBIX CPEACTB CBA3U.

B benapycu konu4ecTBO NMpecTyIUIEHUH B cdepe BHICOKMX TEXHOJIOTHIT 3a
ISTh JIET CTPEMUTEIBHO BO3POCIIO, HAMETWJIAch YCTOMUMBAs TEHASHLHUS K
YBEJIMUEHHUIO KOJIMYECTBA 3aPErMCTPUPOBAHHBIX MPECTYIUICHUH B 9TOM cdepe.

[To nanueim MB/] Pecniyonuku benapycs, B 2017 r. Oblio 3aperucTpu-
poBaHo 3 999 mpecrymienuii, B 2018 r. — 4 741, a 3a 8 mecsues 2019 . —
5 753 mpecrymuienus, cBsizaHHble ¢ [T-texnomorusmu. Takas JUHAMHKA
00ycIIOBJIEeHa POCTOM YHCJIa 3apEerMCTPUPOBAHHBIX B CTPAaHE XUILEHHUH Iy-
TE€M HUCIOJb30BaHUS KOMIBIOTEPHON TEXHHKH U OCYILECTBICHHS HECaHK-
LHOHUPOBAHHOI'O JIOCTYIA K KOMITBIOTEPHON MH(OPMALIUH.

B Hacrosiee Bpemsi 60pp0a ¢ KOMIBIOTEPHBIMH IPECTYIUICHHSIMH B
cepe BBICOKMX TEXHOJOrHH TpeOyeT caMoro IpHCTAILHOIO BHUMAaHUS,
aHaJM3a CIJIOXKMBIIEHCS CUTYallMU W MPHHATHS KOHKPETHBIX PaMKalIbHBIX
pELICHUMN.

Cpenu Mep, HampaBleHHBIX Ha S(QQEKTUBHOE YIIy4IIEHHE CUTYalluH,
cleIyeT BBIICIUTh 00pa30BaTeIbHbIN acleKT Npo0yieMbl, 8 UMEHHO KadyecT-
BEHHYIO MOJTOTOBKY CHEIHAJICTOB HOBOI'O HANpaBJICHHs, CBSA3aHHOTO C
obecrieucHreM HH(POPMAITHOHHON OE30TaCHOCTH.

Tak, B Akagemun MBJI Pecnyonuku Benapyces no mHnnmatuee Y npas-
nerns «K» Hagamach moarotroBka mo HampasineHuro «IIporuBogeiicTBue
KHOEPIIPECTYIIHOCTH ¥ KOMIIbIOTEpHasi pa3Benka». llemarorn He TOJIBKO
00y4aroT crenuaiucToB s YnpasieHus «K», HO U B 11€JI0OM BOOPYXalOT
COTPYIHHKOB OPraHOB BHYTPEHHHX JIeJl 3HAaHUAMH JUisi OOpbOBI C TpecTyIl-
JICHUSIMH, KOTOPBIE COBEPILAIOTCS C TIOMOIIBI0 MH()OPMALMOHHBIX TEXHOJIO-
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ruid. YHUKaJIBHBIN Oenopycckuii By3 mepeiM B CHI™ Tak momomren x peme-
HHIO BOIIPOCa IU(POBOH IPAaMOTHOCTH COTPYIHHKOB OPraHOB BHYTPEHHHX
Jeqn.

KypcaHTbI HOBO# CIIEeNMaIbHOCTH H3YYar0T MEKIyHapOAHO-IIPABOBYIO 0azy
U TIPaBOBBIC ACIIEKTHI MH(POPMAIMOHHON 0€30MacHOCTH W 3aluThl HH(OpMa-
IV, YHUBEPCAIBHOE U CIICHUATM3UPOBAHHOE MPOTpaMMHOE o0OecIiedeHune, Me-
TOZIBI COBEPILIEHHS! IPECTYTHUKAMH IIPOTHBOIIPABHBIX ASSIHUN U T. [I.

OcHOBHasl 4acTh 3aHATHH — MPaKTHIECKas, IPOXOJUT 3a KOMIIbIOTEpa-
MH, a Takke B IpopmsHBIX cayx06ax OB/I. KypcaHTsl mprnoOpeTaroT Takxe
yTiTyOJIeHHbBIE HAaBBIKH 10 OTIEPAaTHBHO-Pa3bICKHOI JEATEILHOCTH B CETH.

B cBete paccMOTpEHHOTO BBIIIE, HAa HAII B3I, IEIECO00Pa3HO BKIIIO-
YUTh B y4€OHBIC IUIAHBI BCEX CHENNAIbHOCTEH COBPEMEHHOTO 00pa3oBaHus,
B TOM YHCJE BBICIIETO, aKTyallbHYI0 yueOHyo aucuumumHy «HMHpopmann-
OHHast 0€30MacHOCTh M 3aIuTa MHpOopMaLUMy». 3ydeHne NaHHOW ANCIMII-
JIMHBI TIO3BOJHMT C(OPMHUPOBATh y OyIyHMIMX CIEIHAINCTOB Pa3IMdHOTO
npoduiIs KOMIIEKC TEOPETHUECKUX 3HAHUH, MPAaKTHUECKUX YMEHUH M Ha-
BBIKOB B OOJIACTH CO3/IaHMS M YINPABICHHUS CHCTEMaMH HMH()OPMAIMOHHOH
0€301acHOCTH MPEANPHUATHIA 1 OPTaHU3AIIH.

B 3axmrouenue cienyer Hog4epKHyTh, 9YTO TPAHCHAIIMOHATIBHOCTD YTPO3
B MH(OPMAILMOHHON cepe U ypoBeHb ymiepba MpH UX peaTn3aliy CTaBsIT
npobiemy obecriedeHnst THPOPMAITMOHHON 0€30IacCHOCTH KakK TII00abHYTO,
TpeOYIOILYI0 YCHIINIA BCETO MHUPOBOTO COOOIIECTBRA.

l'ocynapcTBa Mupa yxe TaBHO OCO3HAIM HEOOXOAMMOCTH COTpYAHHUE-
cTBa B 00ph0OE C KOMITBIOTEPHBIMH NIPECTYIUICHUAMHU: NIpuHsTa EBponeiickas
koHBeHNUs o0 kubeprpecrymHoctd 2001 ., moamucano CoriamieHue o co-
TpyznundectBe rocynapcts CHI' B 6oprbe ¢ mpecTyruieHnsMu B chepe KOM-
neioTepHor nHpopManuu 2001 1., co3mana MexnyHapoaHas CIIeIHaN3u-
poBaHHas opraHmu3anus mo 6oproe ¢ kudepreppopusmom «MIMITAKT».

OpHako MpoOIEMBI €IMHOTO TTOX0/a K KHOEPIIPECTYITHOCTH OCTAIOTCS.
Heobxoxnma pa3paboTka eAnHBIX MEKAYHAPOIHBIX CTAHAAPTOB 110 FOPUIH-
YECKUM, IIPOLECCYATbHBIM 1 MPOLEAYPHBIM BOIIPOCaM, KOTOPBIE TTO3BOJISITH
OBl KJIacCU(UIUPOBATH T€ WM MHBIC HAPYIICHUS U IPHHUMATH a/I€KBaTHBIC
MEpBI AT UX TIPECEUeHHS.

BbIXoa U3 TaHHOTO MOJI0XKEHHS BUANTCS B 3aKJIIOUEHUH YHUBEPCAIHHOU
KonBeHnnn no 60pede ¢ KHOEpIpecTyHOCThIO, pa3paboTKe U MONNCAHUH
PETHOHAIBHBIX JOTOBOPOB.

Yeunust MEPOBOTO cOOOIIECTBa JIOJDKHBI OBITH HAaNpaBJIEHBI Ha pas3pa-
0OTKy pearbHON CTpaTeTMH WHTETPALMH B paMKax riodanbHOro nHpopma-
IIHOHHOTO OO0IIECTBA.
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E.B. Ynucras, npernonaaresib kKadenpsl mnpa-
BoBoil mHpopmatukn Axagemun MBJl Pec-
my6ivku Benapycs

843062@mail.ru

MCNONb30BAHUE 3NEKTPOHHbBIX OEPA3OBATEJIbHbIX CPE[
B YYPEXAEHWAX BbICLLETO OBPA3OBAHUA
B COOTBETCTBUW C BOJIOHCKOW AEKNAPALINEN

B coBpemeHHOM o0IecTBe HanboJiee aKTyalbHOW CTAHOBHUTCS ITOJATO-
TOBKa CIELHaINCTa, 00JIaIal0IIero He TOJBKO KPEINKMMHU TeOPETHUECKHMHU
3HAHMSAMH, HO ¥ YCTONUYMBBIMH NPAKTUYECKIMHU HaBBIKAMH, Ui 3G PEKTHB-
HOH NPAaKTUYECKOU JEATECILHOCTH.

19 uronst 1999 r. Obina noxnucana bonoHckast nexnaparys, Npu3HaHHas
yperyaupoBaTh mpouecc commkeHus ctpan EBpomnsl B cdepe Bbicmiero o6-
pasoBanusi. B Heli roBopurcs: «KuzHecroco6HOCTh U 3()(HEKTUBHOCTD JIO-
00if 1MBMIM3alMU OOYCIIOBIICHBI TPUBIIEKATEILHOCTBIO, KOTOpasi € KyJib-
Typa UMEeT AJIsl APYTHX CTpaH. Mbl TOJKHBI OBITH YBEPEHBI, YTO €BpPOMEH-
CKas cHCTeMa BBICLIEro OOpa3oBaHUs MPUOOpPETaeT BCEMHUPHBIN ypOBEHb
HNPUTSKEHUS, COOTBETCTBYIOIIMK HAIIUM 3KCTPAOPAUHAPHBIM KYJIbTYPHBIM
1 HaYYHBIM TpaaumusiM». Poccns mpucoeanHunacs k bomoHckomy mporec-
cy B cenrsiope 2003 r. Ha OEpIMHCKONW BCTpede MHHUCTPOB 00pa3oBaHUs
eBporeiickux ctpad. B 2005 r. B beprene bonoHckyo neknapanuyio momnu-
ca MUHHUCTp oOpa3oBanns YkpauHsl. 14 mas 2015 1. B EpeBane Ha Konde-
peHuKH MHUHHCTPOB oOpasoBanus crpaH EIIBO u ¢opyme no bomoHckoit
noJiTuKe ObUI0 00BSBICHO O MpucoenuHeHun benopyccuu k bononckomy
Ipoleccy M BCTyIJIEHUH ee B EBporelickoe IpocTpaHCTBO BBICIIETO 00pa-
3oBaHus. OIHON U3 OCHOBHBIX Iiesiell BoNoHCKOTO mporiecca SBISETCS «CO-
JielicTBHE MOOWJILHOCTH TIyTE€M IIPEOJIOJICHUS MPensITcTBUN 3 dhexkTHBHOMY
OCYIIECTBIICHHIO CBOOOJIHOTO TEpEeBIKEHHA». B 3HaUNTENbHON Mepe 3To-
My OyJIEeT CIIOCOOCTBOBATh YHU(DHKAIIMS BBIABAEMBIX JUIUIOMOB O BBICIIEM
00pa3oBaHUM, CXOJHOCTh CHELMATBHOCTEH M ClielHallM3aluii MOAYJILHOM
CHCTeMbI 00pa30BaHMs, MPUBEACHHE K O0IIMM MpaBHIaM Iepe3adera CXo/-
HbIX TUCIIUIIINH.

KomrmbroTepHsie ceTu M ceTd VHTEpHET MO3BOJISIOT pealln30BaTh JaH-
HBIC HOBIIECTBA B KauecTBE MOJIYJIbHOH 00pa3zoBaTenbHOM cpensl. HyxHo
O6paTI/ITb BHHMAaHHC Ha HeO6XOI[I/IMOCT]) MYJIbTHUA3BIKOBBIX CPC JId peaJin-
3alliU BJICKTPOHHBIX MaTCPUaIOB. Peanmauml JO0JDKHaA MPOXOJAUTH HE TOJIb-
KO Ha HallMOHAJIBHBIX A3bIKaX, HO ¥ CHHXPOHM3MPOBAaHA CO CTPaHAMH, yda-
cTByroIMMU B BosoHCKOM mponecce.

OCo0OEHHO aKTyaJIbHOH SIBJISIETCSI HE CTOJILKO aKKyMYJISILMsI TeOopeTHde-
CKOHM MH(pOpMaImy, CKOJIBKO YHU(DHUKAIHMS MEXIYy Pa3HBIMH CTpaHAMH Ieza-
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TOTMYECKUX METOJIMK M MPAKTHK, & TaK)Ke 00pa3loB 331aHNi, HEOOXO0ANMBIX
JUISL CTICIMATIBHOCTEH M CHeHan3aluid IPaKTHYEeCKUX HaBBIKOB, JUISl BBIITYC-
Ka y4eOHBIM 3aBE/ICHHEM BBICOKOKAYECTBEHHBIX CIICIMAIMCTOB W Hpodec-
CHOHAJIOB. J[aHHBIE CIIENMAINCTHI, B IEPCIIEKTUBE, JIO0JDKHBI OBITh 3a71eHCTBO-
BaHbl HE TOJILKO B CTpaHe OOY4YeHHs, HO M B CTpaHax, MOINEP’KHBAIOIINX
Bononckuii mporiecc rapMOHN3aIMK CHCTEM BBICIIIETO 00pa30BaHUsL.

[MpaBuibHOE CTPYKTYpHPOBaHKE MaTepHaia Jis caMo00pa30BaHuUs HIIH
UCIIONIb30BaHKs JaHHOW MH(OpMAlMK B Y4eOHOM Ipolecce yYPEeKICHUH
BBICIIEro 00pa3oBaHUs SIBJISIETCS OYEHb BaXKHBIM. [ 3TOro akryajbpHO
UCIIOJIb30BaTh OOIIMPHBIE BO3MOKHOCTH KOMITBIOTEPHBIX ceTed u cetn MH-
TEpHET.

B ucnons3oBanuu cetn MHTEpHET MOXHO BBIIENIUTH CIEAYIOIIUE Ha-
TIPaBJICHHUS:

1. KommiekroBaHne y4eOHBIX MaTepHalioB B HJICKTPOHHBIC Y4eOHO-
Meroandeckre komruiekeol (OYMK).

[pu cozmanmn DYMK u pasMeniennn ux B cetd MHTEpHET HEOOXOIUMO
UCTIONIH30BaTh HEKOTOPYIO YHH(HKAIHIO MOHATHHHO-TEPMHUHOIOTHIECKOTO
annapaTa HaIlMOHAIBHBIX CHCTEM O0pa3oBaHMS, TaK KaK B CBA3U C OOJIOH-
CKUMH COTJIALICHUSIMU MEX]ly CTPaHaMH JIOJKHBI CYIIIECTBOBATh IPHHIUIIEI
rapMOHHM3AIMY HOMEHKIJIATYpPbl CHIEHMAIbHOCTEH 1 KBaTM(UKaIHiA Oy IyInx
crenuanucToB. MIHHOBaIMOHHOE OOy4YeHHE B CTpaHaxX TOXKE JOJDKHO OBITh
YPETyJIMPOBAaHO C TOYKH 3PEHUs] HPOIPAMMHOTO OOECHEYEHHUS! CO34aHHs
OVMK. O10 B janpHelIeM MO3BOJIUT MPUCBAMBATH YUEOHBIM M3JaHHSIM
rpudoB yueOHO-METOANYECKUX OOBEIUHEHHH, a TaKke OpraHu3yeT o00y-
YAOMUMCS ¥ TIPO(ECcCOPCKO-TIPENOAaBaTENIbCKOMY COCTaBy HEKOTOPYIO
nH(pOPMANMOHHYIO Cpely Ui OPHUEHTHPOBAHUS B MH(POPMALMOHHBIX KOM-
METEHINSX;

2. NaopManoHHO-00pa30BaTeIbHbIE CAWTHl BBICIIMX Y4EOHBIX 3aBe-
IECHUH.

Panee Ha caiire BbICIIEro yueOHOTO 3aBEJCHUS IPENOCTABIUIN TOJIBKO
nHopmanuio 06 aIMHHHUCTPATUBHOM pECypce, dacaX M BPEMEHH IPHEM-
HBIX THEH pa3iM4HbIX OTAENOB, pakynbTeToB, Kadenap. B HacTosee Bpems
3TOTO HEJOCTATO4HO. B KOMIUIeKTanuio caifta JOIKHBI BXOANUTH OCHOBHBIC
yueOHble KOMIIETCHIMH, a TAaK)Ke MaTepualibl JJIsl TOCTYIUIEHHs B BY3, Me-
TOJIMYECKHE W WH(POPMAIMOHHBIE MaTepHaibl, O3BOJSIONNE W CIIOCOOCT-
BYIOLIME B JaJIbHEHIIIEM 00yyaromeMycs Jierde OpHeHTHPOBaThCs B HHMOP-
MaluH, He0OX0ANMOH JUIsl TIOJTydeHus BbIcuIero oopasoBanus. CalTel By30B
B ceTH VHTEepHET NOJDKHBI MO3BOJISTH ITOCTYNAOIIUM COPHEHTHPOBATHCS B
Pa3IMYHBIX CTaIUSIX MPEAOCTaBIIEMBIX 00Pa30BaTENbHBIX YCIYT HE TOIBKO
B CTpaHe TEPPUTOPUAIILHOTO PACIOJIOKEHHUS By3a, HO M aHAJIOTUYHBIX CIIe-
IUAJBHOCTSX W CIEHUATH3AIMSIX B CTpaHaX, HoAmucaBmX bosoHCKYIO
nexnapanuto. Heo0xoauMo o0OpaTuTh BHUMAaHUE HA TO, YTO CAMTBI BBICIIMX
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y4eOHBIX 3aBEJICHUH, B COOTBETCTBHM C OOJIOHCKUM IPOLIECCOM, NOJDKHBI
OBITh pean30BaHbl HA HECKOJBKHX SI3bIKaX — HE TOJHKO HA HAI[OHAJIHHOM
SI3bIKE, HO ¥ MHOCTPaHHBIX, 3aPETHCTPUPOBAHHBIX B KAYECTBE OPUIINATIBHBIX
B €BPOIEHCKUX BBICIINX YIE€OHBIX 3aBEACHUAX [UIS IEPE3aueTOB TUIIIOMOB;

3. O6pa3oBaTenbHbIC COOOIIECTBA HA OCHOBAHUH CAlTOB BBICIINAX y4eO-
HBIX 3aBEJIEHUH.

Hannumne oOpa3oBaTenbHBIX CATOB CXOJHOTO NMpoduiIs moapasyMeBaeT
oz coboil HEOOXOIUMOCTh YpETyIUpOBaHHUsS 00pa30BaTENbHON HH(pOpMa-
LUH 110 HEKOTOPBIM NMPOQUISIM. AKTYalbHO HE TOJILKO paclpejieieHHe 1o
T'YMaHUTapHBIM, TEXHHYECKAM NPOGIIISIM, HO U OoJiee y3KOCTIEINAIN3HpPO-
BaHHBIM CICHUAILHOCTSAM U creruanusamusM. O0pa3oBareibHbIe cO00IIIe-
CTBa MOTYT paclpenensaTcs Kak W Al PeHIeHUs] HEKOTOPBIX Y3KOHAIpaB-
JICHHBIX HAaYYHBIX 33/1a4, TaK ¥ TJI00AJBbHBIX MEPCIEKTUBHBIX HAIPaBJICHUN
B Hayke B 1enoM. [loxp3oBaTenn Takux cooOIIECTB MOTYT OOBEANHHUTH Ha-
y4YHbIE 3HaHUWsS KaK HallMOHAJbHOW CHUCTEMBbl 00pa3oBaHMs B JIAHHOM Ha-
MIPaBJICHUH, TaK M MEPCHEKTUBHBIX HAIpPaBICHUI €BPOIECHCKOTr0 HAYYHOTO
C00011IeCTBA;

4. luctaHninoHHOE 00pa30BaHUE.

JucraniyonHoe odydenne — Qopma nosrydeHus: o0pa3oBaTeIbHBIX YC-
TyT 03 MmocemeHns yueOHBIX 3aBeIeHUH MpodecCHOHAIEHOTO 00pa30BaHUs
C TIOMOIIBIO TaKUX COBPEMEHHBIX MH(OPMAIMOHHO-00pa30BaTENIbHBIX TEX-
HOJIOTHI M CHCTEM TEJIICKOMMYHHKAILIMH, KaK 3JIEKTPOHHAsS I0YTa, TEJIEBHU-
nenue U ceth MHTepHeT. IloBcemMecTHOE pacnpocTpaHeHHE KOMIBIOTEPHOM
TEXHUKH W CHCTeMbl MHTEpHET MO3BOJSET Pealn30BaTh BO3MOXHOCTH HE
TOJIBKO IOJIy4aTh HE0OOX0IMMYI0 00yYaroIIyr0 HH()OPMaIIUIO, HO U OpraHu-
30BaTh OOIIECHUE, B TOM YHCJIE OHJIANH, MEXIy OOyJaroUIMMHUCS U TIeaaro-
TMYECKUM COCTaBOM. MOKHO OpPraHM30BBIBATH TAK)KE OHJIANH-CEMUHAPBI,
Ha3bIBacMble BeOWHapaMmu, AJsl HEMOCPEACTBEHHOTro oOmeHus. B cooTBet-
CTBHH C MPHUOJMKCHUEM JaHHOTO O0YYEHHUs K eBPOICHCKOMY 00pa30BaHHUIO
aKTyaJIbHO ObLIO OBI AenaTh Ha HECKOJIBKMX SI3BIKAX — HAIMOHAJIBHOM H
AHTJIUHCKOM.

TakuM 00pazoM, UCTIOIB30BAaHUE BO3MOXKHOCTH ceTH VIHTEpHET BO BceM
MHOT000pa3uy MepeunciIeHHBIX HalpaBiIeHUH, pealn30BaHHBIX Ha OCHOBE
KOMITBIOTEPHBIX TEXHOJIOTHH, MO3BOJIUT MEPEHTH K HOBOW mapaaurme -
(GeKkTUBHOTO O0y4YeHHS W camMo00pa30BaHUs. DTO O0CCICYUT HE TOJIBKO
JIOJDKHYI0 MH(OPMHPOBAHHOCTh OOyYarolIUXCsS B ONpPEIEICHHON 00sacTi
3HAHMH, HO M MO3BOJIUT OOHOBJISITH MOJYYEHHBIE 3HAHMUS N0 CIIEHaIbHOCTH
U CIIeIUANM3aIH B NaJbHEHIIeH MpakTHIecKoi mpodecCHoHaIbHON nes-
TEJILHOCTU. BBITYCKHUKH 110 AaHHBIM CIIEUAIBHOCTSIM U CHEIUATN3aLUsIM
IIPY NIPaBUIIBHOIM OpPraHMW3alMX BBINIETIEPEUNCIICHHBIX HANPABICHUH ITOATO-
TOBKH OyIyT BOCTpeOOBaHBbI HE TOJILKO B CTpaHe, B KOTOPOW MPOXOJIMIN
oOydeHue, HO 1 BO BCEX CTpaHax, MOJNHCaBIINX bonoHCKyro nexmapanuio.
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J.W. LIneiinepoBa, npenoaasarens Kadeapsl
YTOJIOBHOIO Ipolecca U KPUMUHAIIMCTUKH yd-
pexnenuss obpazoBaHus «MOTHICBCKUN WH-
ctutytr MB/1 Pecniy6nmku Benapyce»

galuzodi@mail.ru
XWULLEHME LUN®POBbIX BANKOT KAK BUA KNBEPMPECTYMHOCTHU

CrpemuTesibHOE pa3BUTHE WHPOPMAIMOHHBIX TEXHOJIOIHH CIIOCOOCTBY-
€T He TOJIbKO KaueCTBEHHOMY NPEe0O0pPa30BaHHUIO M YNPOIICHHIO KHU3HHU CO-
BPEMEHHOT'O YEJIOBEKa, HO W TIOSIBJICHUIO HOBBIX CIIOCOOOB COBEPIICHHS
XumeHnH. PocT kubepnpecTymHOCTH OOBACHSETCS TOCTYIMHOCTBIO CPEJICTB
ee coBepuIeHUs (KOMIBIOTEPHI, MOOMIbHBIE Telne(OHbl, ceTh VHTepHET u
IIp.), TOMYJISIPHOCTHIO BUPTYaJIbHOTO MPOCTPAHCTBA M MOBBIIICHHBIM HHTE-
pecoM K HOBBIM TEXHOJIOTHSIM, @ TAaKXK€ CIOKHOCTBIO M JUIMTEIHHOCTBIO
BBISIBJICHUSI U PACKPBITHSI TAKOTO BHUA MPECTYIUICHUII.

K ugucny npecryruienuii B chepe MHPOPMAIIMOHHBIX TEXHOJIOTHH, K KO-
TOPBIM /10 HEITaBHETO BPEMEHHU OTHOCUJIM PAaCIpPOCTPAHEHHE IO JIOKAIbHBIM
U TJI00aJIBHON CeTSIM BPEJOHOCHBIX BUPYCHBIX IMPOTpaMM M TOIEIBHBIX
caifToB, B3JIOM aKKayHTOB IIOJb30BaTeNIel pPa3IMYHBIX MECCEHKEPOB H
COLIMAIBHBIX CeTel C IEeNbI0 UCIOIb30BAaHUS UX JTUUHBIX TAHHBIX B KOPBICT-
HBIX LEJSX, 3aBJaJCHUE HOMEpPaMH OaHKOBCKMX IUIATSKHBIX KapTOYEK H
IIp., J0OABWIICSI HOBBIM BUJI — XUIIIEHNE IU(PPOBBIX BAJIOT.

C MoMeHTa BCTyIUIEHHs B 3akoHHy1o cuiy [ekpera Ilpesunenra Pec-
myomukn bemapycs ot 21 mexabps 2017 1. Ne 8 «O pa3Butun nupoBoit
SKOHOMHKHI» IU(POBBIE BAOTHI, K KOTOPHIM NMPUPABHUBAETCS U KPUIITOBA-
JIOTA C PacTyIIUM YHCJIOM €€ BHJOB, IIPHOOPENH JEralM30BaHHBIA CTATYC
HUMYIIECTBA, KOTOPbIE, KaK U JH000€ APyroe UMYIIeCTBO, MOTYT ObITh OTUY-
MKJIEHBl y CBOETO BJIAJIEbIAa HE3aKOHHBIM myTeM. IIpu 3ToM HeoOxoaumo
OTMETUTh, YTO 3aKOHHBIM BJIJICHHE KPHIITOBAIOTAMHU OYyJET CUHUTATHCS
TOJILKO TPU YCJIOBHH, €CIIM OHHM OBbUIM NPUOOpETEHBI uepe3 3aperucTpupo-
BanHble B [lapke BhICOKMX TexHONOrui oupku. OnHako oduimanbHas pe-
THCTpanusi OUP)KK M €€ YYaCTHUKOB JIMIIAET UX BO3MOXKHOCTH OCTaBaThCS
QHOHMMHBIMH, YTO TNPOTHBOPEYUT IMpPHUHIMIIAM OJIOKUYCi{HA, JIeKAIEero B
OCHOBE PpacIpeAeIUTENbHBIX CHCTEM, TJle M TPOUCXOIMT «IO0OBIBAHHE)
IU(POBBIX AKTUBOB. BBHUIy 4ero sl COBEPIICHHS AHOHUMHBIX CIIEJIOK
MIOJIb30BATENIN BEIOMPAIOT B OOJIBIIMHCTBE CIydaeB J0OyI0 M3 Ipejiarae-
MBIX B ceTH VIHTepHET pacnpenenuTensHyo 0asy, 4To JHMIIAeT UX CPEACTBa
IIPaBOBOM 3aIIUTEHI.

HecmoTps Ha BBIIEH3/I0KEHHOE, PUCK OBITh OOMaHYTBHIM U MOTEPATH
BHYIIUTEIBHYIO YacTh PEATbHBIX JIEHEKHBIX CPEJICTB, BIOXEHHBIX B LHU}-
POBBIC BaJIOTHI, MPUCYTCTBYET B JI0OOH cutyaruu. Crienyer o0OpaTtuTh
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BHUMaHHE Ha CIIOCOOBI XHUIICHUS! KPUITOBAIIOT M TOKEHOB, MOIyYUBIINE 3a
TIOCJIE/IHUH T0J1 HANOOJIBIYIO IOMYJISIPHOCTD.

Bonbmast yacte kpunromiaathopM u OMpK B Ka4eCTBE JIOMOIHUTEIHHON
3aIIUTHI JIEKTPOHHBIX XPaHWIIMIL M0JIb30BaTENEH UCTIONb3YET IBYX(Pa3HYIO
cucTeMy 0€30MacHOCTH, KOTOPask MPEAToIaraeT He TOJbKO 3HAHUE JTHIHOTO
KJIF0Ya, HO M MPOBEPKY II0JIb30BATENSl MOCPEICTBOM CMC-OIOBEIIEHHUS C
YHHUKAJIBHBIM KOJOM AJISI aBTOpW3alMu. Takas cucTeMa 3aJo)Kuiia Hadaso
Pa3BUTHSI CUM-CBOIIMHIA, T. €. MPOIEIypsl OOMEHa CUM-KapT, KOTOPHIN MO-
3BOJISIET IMOJTYYUTh HOMEp BIaJeIblia SJICKTPOHHOTO KOIIENbKa M KO JI0C-
Tyna K ero uu¢poBbM BamoraM. CUM-CBOIIMHT BKIIIOUAeT B ce0sl 1Ba dTara:
MOJTyYeHHE JIOTHHA KPHUITOKOIIEIbKa U HOMEpa Tene(oHa MOJIb30BaTeNs, C
MOCJIEIYIOLIMM TIEPEBOJIOM €T0 Ha HOBYIO CUM-KapTy.

AXTHBHBIE MOJIB30BATENN COIHATBHBIX CETEH N MECCEHPKEPOB, ITPEHEO-
perasi 6€30MacHOCThIO, MyOJUKYIOT CBOU MEPCOHAJbHBIE JAaHHBIE B OTKPHI-
TOM JIOCTyNE B ceTH VHTepHeT, NPHBS3BIBAIOT aKKAyHTHl K HOMEPY MO-
OunbHOro TenedoHa, a TakKe XpaHIT MEPCOHANIbHbIC JaHHBIE U MOPOJIM B
¢aiimax Ha pa3NMYHBIX HOCHUTENSX. JlaHHOE OOCTOSITENBCTBO MO3BOJISET
KOMIIECTCHTHBIM 3JIOYMBIIIIJICHHUKAM TIOJTYYUTH HeO6XOIlI/IMyIO I/IH(bOpMa-
LU0 ¥ WUCIIOJIb30BaTh €€ B KOPBICTHBIX LENAX, HANPUMEpP, HOCPEICTBOM
BPCAOHOCHBIX IMPOTpaMM, BHCAPAONIUXCA Ha NMEPCOHAIBHBIC yCTpOﬁCTBa u
KOTIMPYIOIIHE JINYHYI0 HH(OPMALUIO (JIOTHHBI, TIAPOJIH, KIOYH U T. II.).

Bropoii 3Tan cUM-CBOIKHIA MOXKET BbI3BaTh 3aTPYAHEHUS, TaK Kak Ha-
NPSIMYIO 3aBHCHT OT TIOJMTHKH MOOHMJIBHOTO oreparopa. UToObl mepeHecTi
HOMEp Ha HOBYIO CUM-KapTy, IPEXIe BCEro HEOOXOIMMO OOpaTUTHCS K OIle-
partopy ¢ mpocs00i 0 GIOKMPOBKE CTapOi CHM-KapThbl, HAIIPHMED, B CBS3H C
ee rnorepeii win nopuei. Cieayromuii mar — yoeauTh orneparopa B HE0OOX0-
JIIMOCTH TIEPEHECTH CTApblii HOMEP Ha HOBYIO CHM-KapTy M BBLIATh €€ 3110-
YMBIIUICHHUKY. B 1aHHOH cUTyaluu BO3MOKHO JIBa BApMAHTA: €CJIU CTEIEHb
3aIIUTHl JTaHHBIX TI0JIb30BaTEIeH MOOWIBHOW CETH HU3Kas, TO ITOJIyYeHHE
CHUM-KapTbl BO3BMOXHO U 663 JIMYHOTO MPUCYTCTBUSA, HAIPUMED, 110 MMOYTE UIIN
KypbepoM. B MHOM ciydae noCTyml K yciayraMm omepaTopa MOOWIBHOW CeTH
3aTPY/IHEH U BO3MOXEH TOJILKO 4Yepe3 B3aUMOJICHCTBUE C HEIOOPOCOBECTHBI-
MH COTPYAHHKAaMH KOMIAHUH. VICTIONB3ysl CHM-KapTy ¢ HOMEPOM II0JIb30Ba-
TCJIA, MOIICHHUK TMOJYYacT U JOCTYII K €ro KpUINTOKOMLICILKY, OTKYAa Iepe-
BOJWT HAa CBOW cUET IMU(POBBIC MOHETHI U B TIOCIEAYIOEM OOHATMYUBAET HX
yepes 00y KpUITOOUPKY Ha peabHBIC ICHBIH.

CymiecTBYIOT ellle HECKOJIbKO BapHAaHTOB JIOCTYIA K 3JIEKTPOHHBIM KO-
LIebKaM 4epe3 HoMep MoOWIbHOTo TenedoHa. Tak ornepaTopbl MOOMILHOM
CBSI3W TIPEJIOCTABISIOT CBOMM IIOJIB30BATENSIM BO3MOXKHOCTbH YIPaBIISAThH
yCJIyramMu uepe3 OHJIalfH-CepBUC, Tl KaXKIOMY HOMepY Tesne(OoHa OTBOIMT-
csl NMMYHBIA KaOWHeT. MOIICHHUK, IOJIyYHB JOCTYH K TakOMy KaOHWHETY,
MOJIKJIIOYAET YCIYry Iepeajpecaldy BXOASALIMX CMC-COOOIEHUI Ha CBOM
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HOMCD U TEM CaMbIM HUMECT BO3MOKHOCTH NEPEXBATUTH yHHKaﬂbeIﬁ KoL
JIOCTYyTIa K KPHUIITOKOIIENBKY Biagenbiia. CTOUT oOpaTUTh BHUMAaHHE W Ha
HCHOJIb30BAHUC 3JIOYMBIIIIJIICHHUKAMU CIICUAJIBHBIX IMMPOTOKOJIOB, KOTOPbLIC
MTO3BOJISIOT OTCJICKHBATH B MOOMIIHOW CETH IOCTYIIAONINE Ha OINpe/eieH-
HBI HOMEP CMC-COOOMIeHHS 1 HH)OPMAIUIO, COACPIKANIYIOCS B HUX, KOTO-
pasi, COOTBETCTBEHHO, M JaeT BO3MOXKHOCTh JOCTyIa K D3JEKTPOHHOMY
KPUIITOKOLIEIbKY U COBEPIICHUIO XUILIECHUS.

Cpenn MOIICHHUKOB TIOJIB3YETCS MOMYIAPHOCTRIO METOT (DPUIINHTA, T. €.
oOMaHa moJib30BaTeNell IMyTeM CO3IaHMs IOJJIENbHBIX CAalWTOB, I/ie Bia-
JIENBIBI  KPUIITOKOIIETHFKOB TOOPOBOIBFHO BBOISAT CBOM JIMYHBIC JaHHBIE,
HCHOJIB3YEMbIC B MOCICAYIOMIEM I COBEPUICHUSA XUIICHUSA. dumuHr Mo-
KET OCYIIECTBISIThCA KaK MOCPEICTBOM PACCBHUIKH MMHUCEM Ha SJIEKTPOHHYIO
TIo4Ty, TaK U 4Y€pe3 CO3JIaHUC YaTOB U OTKPLITHIX T'PYIII B COOHUAIbHBIX CC-
TAX ¥ MOOWIIBHBIX MecceHDkepax. OTHAKO MPUHIIAIT MEXaHW3Ma aHaJIOTHY-
HBII B 000MX BapHaHTaX: MOJIb30BATElNb IOJIy4aeT MHCbMO MM YBEJOMIIe-
HHE OT UMEHU KPUOTOIUIAT(QOPMBI MM OUPKH O HEOOXOAWMOCTH MPOUTH
JONOJIHUTCIIbHYIO aBTOPU3ALUIO U MPAMYIO CCBIJIKY Ha CaﬁT, nepexoad 1o
KOTOPOH TOMataeT Ha WACHTUYHBIA HACTOSIIEMY 10 BHEITHHM TIPH3HAKAM
CalT MOIICHHMKA. Cne,uyeT OTMETHUTH, YTO KOIHPOBAHUIO IMOABEPracTCs
JTake JOMEHHOE UM pecypca, B KOTOPOM JOCTATOYHO U3MEHHTH BCETO OJINH
CHMBOJI JUJIsl €ro 3amycka. J[oBepuuBbIi MOJb30BaTENh BBOJIUT HEOOXOAM-
MBI€ 3JIOYMBIIUICHHUKY JOTHH H MapoJib K CBOEMY KPHIITOKOIIETBKY, YeM
NoMOTacT MOCJIACAHEMY MOJYYUTH AOCTYIl K XPAaHWUIIUILY U TIEPEBECTU BCE
IUQppPOBBIE aKTHBBI Ha CTOPOHHUH KomieneK. Kpome Toro, (QUIIMHTOBEIC
CalThI HEPEAKO CCHUIANOTCA Ha PEKOMCHAAINKU OT 3HAMCHUTBIX WU BJIUATEIIb-
HBIX IIIOEH, KOTOphIe Kak OBl PEKOMEHIYIOT WCIONB30BaTh MMEHHO 3TOT
CaﬁT, Kak HpOBepeHHbIﬁ Ha JIMYHOM OIIBITC, YTO BBOJUT HETPAMOTHBIX
MoJIb30BaTeNel B 320y XK IeHHE.

Emte oguH cnoco0 XUIEHUS KPUITOMOHET — BHEJPEHUE BPEIOHOCHOTO
MIPOTPaAMMHOTO O0ecIiedeHus (TposiHa), KOTOPOEe MOXKET OBITh 3aTPyKEHO Ha
YCTPOWCTBO TaKXXe MocpecTBOM (uIIMHT-aTakd. TposiH, monajas Ha He3a-
IIMIICHHOE M YSI3BUMOE YCTPOHCTBO, CIOCOOEH KOTMMPOBATh BCIO HMH(pOpMa-
IUI0 O CUCTEME U €€ I0JIb30Bareie (ero JMYHbIC JaHHbIC, HHYOPMAIIUIO O
0aHKOBCKHUX IUIATEKHBIX KAPTOYKAX M CUETAX, JIOTWHBI M TIOPOJIH K aKKayH-
TaM, KJIIOYM K KPUITOKOIIETbKaM), ¢ TIOCIEeAYIoUIel nepenayeil ynpasisio-
IeMy CepBepy, 38 KOTOPBIM M CTOAT MOIICHHHKH, YMEJIO HCIOJIb3YIOMIHe
TMOJIYYCHHBIC TaHHBIC B KOPBICTHBIX LECJIAX.

Takum o0Opazom, rmepe MPaBOOXPAHUTEIFHBIMI OpTaHAMH CTOHT 3aada
MPEIYNPEXKACHUS ¥ MPO(UIAKTUKYA COBEPIICHHUS TAKOTO POJa XHUINEHUIA
MTOCPENICTBOM MPOTAraHasl NU(POBOH KYIBTYpHI B CPEACTBAX MAacCCOBOM
nHpopmanuy, cetn MHTEpHET WM MOCPEICTBOM JIMYHBIX Oece] ¢ rpakia-
HaMH W KOJUIEKTHBAMH, KOTOpas MOJDKHA BKIFOYATH B CeOsI KOMIUIEKC Mep
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o obecneueHnIo 6€30MaCHOCTH JTUYHBIX JAHHBIX MOJIB30BaTENeH MIPU peru-
CTpaly U HCIIOJIb30BAHUH COIMAIBHBIX CETeH, MECCEH/KEPOB U HHBIX pe-
cypcoB cetd IHTEpHET.
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Ilykiopos Ilaxun Teiir06 orimbl, K0KTOp
¢mrocopur MO mTpaBy, HOHEHT Kadempbl
«AQMUHUCTpaTUBHAsA AesiTeabHOCTE B OBJI»
Axanemun [Tommuun MBJ1 AzepOaiimxaHckoit
PecnyOnmku

shahin 1967@mail.ru

KOHCTUTYLIMOHHO-NPABOBOE OBECMNEYEHWE BOPbLEDI
C KOMMbIOTEPHOW NPECTYMHOCTbIO
W ErO B3AUMOCBA3b C UHO®OPMALIMOHHOM BE3ONACHOCTbIO

KomriproTepHasi mpecTyHOCTh — OJAWH W3 HOBBIX BHUJIOB 3JIOCTHBIX Mpa-
BOHApYIICHUI B HallleM coBpeMeHHOM obmiectBe. OHa o0mamaeT xapakrep-
HBIMH OCOOEHHOCTSIMH, CPEIM KOTOPBIX CIIOCOOHOCTH OBICTPO MpHCIHOCcad-
JIMBAThCS K HOBBIM YCJIOBUSIM M IIPOHHKATh BO BCE c(ephbl Hallel KU3HU —
ee TJIaBHas Lellb.

B Hacrosiiee Bpemsi IPeCTYIUIEHHs, COBEpLIAEMbIe C HCIIOJIb30BaHHEM
HH(POPMAIIMOHHBIX TEXHOJOTHH, CO3al0T 0CO00 TI00ANTBHYIO YTPO3y HAIHO-
HaJIbHOM 0€301acHOCTH TOCYIapCTB, OTKPHIBAIOT O€3rpaHUIHBIC BO3MOXKHO-
CTH, TIOPOXKIIAIOT BCE HOBBIC MPOOJIEMBI isi pa3BuTus oOiiectBa. Mupopma-
LIMOHHBIE TEXHOJOTHH B PyKax HeloOposKenaresel ciyxar yAoOHBIM MHCT-
PYMEHTOM H OBICTPO JIOCSTaEMBIM PBIYAroOM I COBEPILICHHS IPYTHX 0c000
OMACHBIX BHJIOB IPECTYIUIEHHH, TAKUX KaK TEPPOPH3M, SKCTPEMH3M, HapKO-
MaHUsl, TEM CaMbIM CO3/1aBasi CEPhE3HBIE MIPOOJIEMBI JUISl €70 PELICHUIA.

HecMoTps Ha TO 4YTO MpECTYyIJICHUs, COBEPIIAEMBIE C HCIOIb30BaHUEM
nH(OPMAIMOHHBIX TEXHOJIOTHH, TIPHOOPETAIOT TPaHCHAIIMOHAIBHBIN Xapak-
Tep, HEMOCPEICTBEHHO HAaXOST CBOE TIIyOOKOEe OTpa)KeHHE BO BHYTPEHHHX
Jienax rocyaapcTaa.

Ha 3acenanun Kabunera MuHuctpoB A3zepOaiimpkaHckoil PecriyOmukm,
nocesitieHHoM utoram 2013 r., [Ipesnnent AzepOaiipkaHckoit Pecriyonuku
Wnbxam AnneB, pacKpbIBasi XapaKTEpHBIC YEPTHI COBPEMEHHON HMH(OpMa-
LIMOHHO-KOMMYHHUKAIIMOHHON MOJIMTHKM B TOCYAAapCcTBaX MHpa, OTMETHII
BOXHYIO pOJIb B ()OPMUPOBAHMH MEXIYHAPOIAHOTO OOIIECTBEHHOTO MHe-
HUSI, PACHINPSIOMINXCS ¢ KQKIBIM THEM HHTEPHET-PECYPCOB M TPAHCHAINO-
HaJIbHBIX MH(OPMALMOHHBIX CHCTEM, TEHJCHLUIO MEpellaruBaHus BUPTY-
aNbHBIX CBs3el yepe3 BCe HAIMOHAJIbHBbIE TI'paHuIlbl B mupe. [Ipe3uaeHt
Aszep0aitmkxanckoii PecrryOnuku 0co00 MOTIepKHYI, YTO Ha COBPEMEHHOM
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JTane MUPOBOIO Pa3BUTHS OJAHUM U3 IVIABHBIX MPUOPUTETOB HALMOHAIBHOU
0€30MacHOCTH KaXA0# CTpaHbl sBJIsieTCsl obecriedyeHne MH(GOPMALOHHON
0e30macHOCTH.

B ofpamenun c exeroansiM Ilocnanuem k GenopycckoMy Hapoay U
HarmonansHoMy cobpanuto 21 anpens 2017 r. IIpesunent PecmyOnuku
Benapycey A.T'. JlykameHko oTMmeTun cienyromiee: «OOecrieueHrne HaImo-
HaJIbHOM 0€30MacHOCTH HEBO3MOXKHO 0€3 HaJle)KHOM 3allluThl OT JECTPYK-
TUBHBIX HH()OPMAIMOHHBIX aTaK, KOTOPHIE CTAIM CPEICTBOM BMELIATENbCT-
Ba BO BHYTPEHHHE /IeJIa CyBEPEHHBIX TOCYIapCTBY.

KoncTHTyIMOHHO-TIpaBOBOE  obecriedeHre OOpbObI ¢ KOMITBIOTEPHOU
MIPECTYITHOCTHIO 3aKiItouaeTcs B ToM, yTo Korcrutyius — OcHOBHOM 3aKoH U
aKTbl, NCXOJSIIIME U3 HET0, YCTAHABIIMBAS ONPEICICHHBIC ITpaBa, CBOOOABI 1
00s13aHHOCTH TpaxkiaH B cepe MHPOPMAIMOHHBIX OTHOLICHHUH, 3alpelIaloT
BBIXOJ] 32 MpeJeNbl yKa3aHHBIX IMpaB, CBOOOJ, 00s3aHHOCTEH, a yroJIOBHOE
3aKOHOAATENBCTBO ONPEEISIET YTOJIOBHYIO OTBETCTBCHHOCTD 33 HEBBIIOJIHE-
HHe TpeOoBaHMi coneprkaHnsi KOHCTUTYIINM 1 3aKOHO/IaTEIILCTRA.

CornacHo cofiep>KaHUI0 KOHCTUTYIUI rocyaapcTs — ydacTHukoB CHI' B
OCHOBHOM TIpaBa M CBOOOIBI rpakaaH B cepe MHOOPMAMOHHBIX OTHO-
IIEHUI UICHTUYHBI U OCHOBBIBAIOTCS HA KOHCTUTYIIMOHHBIX NPHHLUIAX.

[TpaBo yenoBeka Ha MH(OPMALMIO — OJHO M3 IPaB, 3aKPEIUICHHBIX B
JIEHCTBYIOIIMUX KOHCTUTYUHMSX TocyaapcTB — yuacTHukoB CHI'. lonycTtum,
9TO MOXHO yBUAeTh Ha mpumepe Koncturynum Poccuiickoit @enepannu.
[TpaBa u cBOOO/BI YeslOBEKa M rpaxkJaHuHa B cepe MHPOPMAIIOHHBIX OT-
HoueHu# omnpenenensl Koncrurynueit Poccuiickoit denepanuu 1 BKiIro4a-
10T B ce0s MpaBo JOCTyna K HHdopmanuu, 3aTparuparoiieil npasa, CBOOO/IbI
1 0053aHHOCTH YeJIOBEKa M TpakIaHUHA; NIPaBO Ha TalfHY YaCTHOW XKU3HU
(ct. 23, 24), TaliHy MEpeNUCKH, Tele(OHHBIX MMEPErOBOPOB, IMMOYTOBEIX, Te-
nerpadHbIX U WHBIX cooOuieHui (cT. 23); mpaBo CBOOOAHO HMCKaTh, MOJY-
4aTh, NepeJaBaTh, MPOU3BOJUTE M PACIPOCTPaHATh HH(POPMALHIO JIFOOBIM
3aKOHHBIM c1tocoboM (cT. 29); cBobomy cioBa (cT. 29).

B Koncturyumun Asep6aiimxanckoi Pecryomuku 12 HosiOops 1995 r. Tak-
K€ 3aKPEIUICHO TOJIOKEHNE O CBOOOJIE CIOBA, MBICIH M MH(POPMAIMH, IPaBO
Ka)KIOTO Irpa’kAaHMHA Ha MOJyYeHNE U PacTpocTpaHeHne HH()OPMAIIUHL.

KoHcTuTyIIMH IO CBOEMY COZEPIKAHUIO TaKXKe OMPEAEISIIOT PAJ] OTpaHH-
YEeHUI W 3alpeToB, CBA3aHHBIX C MHPOPMAIMOHHBIMH OTHOLICHHUSIMHU B Iie-
JSIX TIPABOBOM 3aIIMUTHI Psiia HEMAJOBaKHBIX MHCTHTYTOB, TAKUX Kak 0€30-
MACHOCTH rOCYIapCTBa, 0OOPOHA TOCYNAPCTBa, JIMYHBIE MpPaBa M MHTEPECHI
IpaXAaH, 310POBbE, NOCYAAPCTBEHHBIN CTPOU U JIp.

Kpome OcHoBHOro 3akoHa WH(OPMAIMOHHBIE OTHOLIEHUS! BHYTPH TO-
cynapcTtB — yuacTHUKOB CHI' perynmupyroTcs psiioM aKTyalbHBIX TOKyMEH-
TOB: KOHIETIUSAMH, IPOrpaMMaMH, JEKpPeTaMH U APYTUMU HOPMATUBHBIMU
MIPAaBOBBIMU aKTaMH, TEM CaMBIM IPEIOTBpAIasi KOMIBIOTEPHYIO MPECTYII-
HocTh. Kak ykaseiBator 1O.B. IlonkoBHuuenko, T.I'. Uyaunosckas B Hayd-
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HOH crtathe «[IpaBoBOe perynupoBaHue B 00acTH MHPOPMAIMOHHBIX OT-
HOIIICHUH B 00JacTH MH(POPMAIMOHHON 0€30IaCHOCTHY, IPABOBOE PEryIiu-
poBaHue B 001acTH HH(YOPMAMOHHBIX OTHOIEHNH B PecrryOnmke benapych
ocymectBisiercs: 3akoHoM Pecriy6onuku benapycy «O0 unpopmaiyu, WH-
¢dbopmatuzanuu u 3amnmre uHpopMaiuy. OCHOBHOW (GYHKIUEH JaHHOTO
3aKOHA SIBIISIETCS] PETYJIMPOBaHME OTHOLICHMH, BO3SHMKAIOIIMX B IIPOIECCE
YKM3HEHHOTO LIUKJIa HH(OpMAaLUK, TPHU CO3JIaHUU U UCIIOJIb30BaHUU UH OP-
MAaILMOHHBIX TEXHOJIOTH, CUCTEM, CETEU, PECYPCOB, a TaKXKE MPU OpraHusa-
MM 1 00ecTeyeHnH 3auThl nHpopManuu. BaxXHBIM JOKYMEHTOM, Ompesie-
msromuM nomTuKy PecnyOnmkn Benapyck B cdepe nHpopManmoHHOM
0€301acHOCTH, MPEAOTBPALICHUH KOMIIBIOTEPHOH NPECTYIHOCTH SIBIISETCS
Konnenmus mHpopManmonHoit 6e3omacHocTH Pecnyomukn bemapych ot
18 mapta 2019 r. B 1okymMeHTe ompeeneHb! HallMOHAIbHbIE HHTepech! Pec-
nyosmuku benapyck, BHyTpeHHHE M BHEUIHHE HCTOYHHKH Yrpo3 0Oe3omacHo-
cTH B MH(GOPMAMOHHON cepe, OCHOBHBIE HAIPaBJICHHUS 00CCIECUECHUS! WH-
(hopMaIMOHHOW 6E30MACHOCTH.

Cienyer OTMETUTB, YTO BOINpPOCH! obecrieueHus: MHPOPMaMOHHON Oe30-
macHocTH A3sepOaiikana B oOmieii ¢popMe Hanmm cBoe oTpakeHne B KoH-
LENIMY HaMoHANILHOU Ge3omacHocT oT 23 mas 2007 r. u B 3akoHe Asep-
Gaiipkanckoit Pecriyoimku ot 29 urons 2004 r. «O HaupoHaibHOW Oe3omac-
HocTmy». [lomuTrka wWHQOpMAMOHHON Oe3omacHOCTH —A3zepOaifkaHCKOMI
PecriyOnukn COCTOUT B OCYILECTBJICHUM KOMIUIEKCA MEp, HAIPaBJICHHBIX Ha
OXpaHy TOCYJapCTBEHHBIX, OOIIECTBEHHBIX M YaCTHBIX HH(OPMAIMOHHBIX
PECYpCOoB, a TaKkKe 3al[UTy HAIIMOHAJIBHBIX HHTEPECOB B chepe HH(POpMALHL.

Kak ykazan A.M. ['acanoB B MoHorpaduu «[lomuTuka HalMOHAIEHOTO
pasButus u 6e3onacHocTH AzepOaiimkanckor PecryOnukny: «IIpoBoaumas
B COBPEMEHHOM TIJI00ATbHOM MHpPE TPAHCHAIIMOHAIBHAS MOJNTHKA B ATOH
obnactu cosnaer B A3sepOaiiipkaHe HEOOXOJMMOCTh NAJIbHEWIIEro CoBep-
LIEHCTBOBAHUsI MPABOBBIX OCHOB CBOEH HAIMOHAJIBHOM MOJIMTHKH UHDOP-
MalMOHHON 0€30MacHOCTH M TOBBIIEHHUA 3PPEKTUBHOCTU MPAKTHYECKOH
pabotsl. [To MHEHHIO KCHEPTOB, B COBPEMEHHOM MHpE OOecredyeHHe HH-
(opManoHHON 0€30MacHOCTH KaXKOi CTpaHbl 3aBHCUT OT YETKOTO OIpe-
JIETICHNs] TIPHOPUTETOB TOCYNApCTBEHHOH WH(OPMAIMOHHON IIOJIUTHKH,
TOYHOM, IPAaBUIIBHON, 00BEKTUBHOM, HAYYHO-TEOPETUIECKOI OLIEHKU CPEbI
HHPOPMAIMOHHOM 0€30MAaCHOCTH U OpraHu3aiui 3QGEeKTUBHON NeaTeIbHO-
cTH B 3TOM oOnactu. [TosToMy B HacTosIee BpeMs OOJIBIIOE 3HAUCHNE HMe-
€T OINpeJeJIeHHe U CHCTEMaTH3alis KIIOUYeBBIX (DaKTOPOB, BIMSIOIIMX Ha
cpeny MHGOPMAIMOHHOW 0€30IaCHOCTH, M WX OTPAXKEHUE B OTIEIbHOM
Konmnernmun Uapopmannonnoit besomacHoctmy.

Pa3zBuTne M coBeplIeHCTBOBaHHE KOHCTHTYIIMOHHO-IIPABOBBIX OCHOB B
00actu UHGOPMAIIMOHHOM 0E30MAaCHOCTH CO3JACT YCIOBHUs sl oOecmeye-
HUSI 00PBOBI ¢ KOMIIBIOTEPHOH NMPECTYITHOCTBIO.
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